
School: CLOUDBOOSTA Course: DEVOPS 

 

Name: AKOSA SAMUEL ONYEJEKWE 

Module: JENKINS 

Class 3: Assignment_ Jenkins 

Student No: CBALC0168 Issue Date: May 9, 2026 

 

Contents 

GitHub Repo Link for this Exercise............................................................................................ 3 

Learning Objectives ...................................................................................................................... 3 

Case Study ..................................................................................................................................... 4 

Task 1: Creating the Infrastructure-as-Code (IaC) Repository ............................................... 7 

Terraform Project File Structure and Purpose .......................................................................... 10 

Task 2: Setting Up Local Git Setup ........................................................................................... 15 

Task 3: Creating the GitHub Repository.................................................................................. 15 

Task 4: Storing Credentials in GitHub Secrets ........................................................................ 16 

Task 5: Connecting Local Repo, and Pushing to GitHub ....................................................... 19 

5.1: Watching Workflow Run ................................................................................................... 19 

5.2: Fixing Terraform Backend Lock Table Error .................................................................... 20 

5.2.1: The Fix ........................................................................................................................ 22 

5.3: Fixing Error After Running Terraform workflow directory Workflow ............... 26 

Task 6: Creating deploy.sh and destroy.sh files, and pushing these files to GitHub.... 29 

deploy.sh ............................................................................................................................... 30 

destroy.sh............................................................................................................................. 30 

Adding deployment and destroy automation scripts .......................................................... 30 

Adding Terraform destroy workflow ................................................................................ 32 

Added Terraform destroy workflow .............................................................................. 33 

Task 7: Provisioning and configuring a Jenkins Server.......................................................... 35 

7.1: Create a Custom VPC and Subnets.................................................................................... 35 

7.2: Launch an instance within the custom public subnet ........................................................ 39 

Task 8: Jenkins Initial Configuration and Administrator Setup ........................................... 42 

Task 9: GitHub Integration ....................................................................................................... 45 

9.1: Generating Token from GitHub ......................................................................................... 45 

9.2: Creating a GitHub Credential in Jenkins ........................................................................... 47 

9.3: Generating a Public Key from Jenkins Instance and adding it to GitHub ......................... 49 



Page 2 of 97 

 

Task 10: Creating Jenkins Pipeline Job.................................................................................... 54 

10.1: Create New Jenkins Job ................................................................................................... 54 

Task 11: Connecting GitHub Repository to Jenkins Pipeline ...................................................... 55 

Task 12: Creating Jenkinsfile for Terraform Pipeline ...................................................... 57 

12.1: Create Jenkinsfile Locally ............................................................................................... 57 

Task 13: Push Jenkinsfile to GitHub ........................................................................................ 57 

Task 14: Configuring AWS Credentials for Jenkins User ...................................................... 58 

14.1: Install AWS Credentials Plugin ....................................................................................... 58 

14.2: Add AWS Credentials to Jenkins .................................................................................... 59 

14.3: Enter AWS Keys .............................................................................................................. 60 

Task 15: Test Pipeline Manually ............................................................................................... 61 

15.1: Build Now ........................................................................................................................ 61 

Task 16: Realistic Infrastructure Test ...................................................................................... 62 

16.1: Modified Terraform ......................................................................................................... 63 

Task 17: Pushing Terraform Change ....................................................................................... 63 

Task 18: Configure GitHub Webhook ...................................................................................... 66 

Task 19: Enabling Webhook in Jenkins Job Configuration ................................................... 68 

Task 20: Testing the Webhook .................................................................................................. 69 

20.1: In GitHub ......................................................................................................................... 71 

20.2 In Jenkins .......................................................................................................................... 72 

Task 21: Explaining Error that Occurred after Testing Webhook ....................................... 72 

21.1: Fixing the Error ................................................................................................................ 74 

21.2: Triggering Jenkins Again ................................................................................................. 79 

Jenkins Build History Explained ............................................................................................... 81 

Jenkinsfile Integration and CI/CD Automation ...................................................................... 89 

The GitHub Actions Flow .......................................................................................................... 92 

Terraform Layer ........................................................................................................................ 92 

GitHub Actions Layer ............................................................................................................... 92 

Production Workflow ................................................................................................................. 92 

Terraform GitHub CI/CD Pipeline Workflow Runs ............................................................... 95 

Conclusion ................................................................................................................................... 97 

 

 



Page 3 of 97 

 

GitHub Repo Link for this Exercise 

https://github.com/samuelakosaonyejekwe/terraform-s3-github-actions/actions 

Learning Objectives 

Based on this Jenkins, Terraform, GitHub Actions, and AWS DevOps project, the following 

learning objectives were achieved: 

• Understand the principles of Infrastructure-as-Code (IaC) using Terraform for automated 

cloud infrastructure provisioning. 

• Develop and manage a production-style Terraform repository structure using modular 

and reusable configurations. 

• Configure and automate cloud infrastructure deployment on Amazon Web Services using 

Terraform modules and remote state management. 

• Implement CI/CD automation workflows using GitHub Actions for Terraform validation, 

planning, deployment, and destroy operations. 

• Understand the importance of Terraform backend configuration using S3 remote state 

storage and DynamoDB state locking mechanisms. 

• Troubleshoot Terraform backend and state-locking issues including DynamoDB lock 

conflicts and backend bucket configuration errors. 

• Apply Linux command-line operations within an Ubuntu WSL environment for DevOps 

automation and infrastructure management. 

• Configure secure credential management using GitHub repository secrets and Jenkins 

credential storage mechanisms. 

• Build reusable deployment automation scripts using Bash shell scripting for Terraform 

deployment and infrastructure destruction workflows. 

• Provision and configure a Jenkins server on AWS EC2 for CI/CD pipeline automation. 

• Integrate Jenkins with GitHub repositories using SSH authentication, Personal Access 

Tokens (PATs), and GitHub webhooks. 

• Create and configure Jenkins Pipeline jobs for automated Terraform infrastructure 

deployment. 

• Develop and manage a Jenkinsfile for Infrastructure-as-Code CI/CD automation 

pipelines. 

• Configure AWS credentials securely within Jenkins for Terraform execution and 

infrastructure provisioning. 

https://github.com/samuelakosaonyejekwe/terraform-s3-github-actions/actions
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• Understand webhook-based automation workflows between GitHub and Jenkins for real-

time CI/CD triggering. 

• Identify and resolve concurrency and Terraform state-lock issues caused by multiple 

CI/CD systems accessing the same backend resources simultaneously. 

• Gain practical experience with DevOps workflow orchestration involving Terraform, 

GitHub Actions, Jenkins, AWS, Git, and Linux automation tools. 

• Understand enterprise-grade DevOps practices including modularity, automation, 

infrastructure lifecycle management, state protection, and CI/CD pipeline integration. 

• Demonstrate the ability to provision, modify, validate, deploy, and destroy cloud 

infrastructure resources automatically using modern DevOps methodologies. 

• Develop hands-on experience in implementing scalable, reusable, and production-aligned 

Infrastructure-as-Code and CI/CD automation workflows. 

Case Study 

This project presents a real-world DevOps case study focused on implementing a production-

style Infrastructure-as-Code (IaC) and CI/CD automation pipeline using Terraform, GitHub 

Actions, and Jenkins for automated AWS infrastructure provisioning and management. 

The organisation scenario assumes a cloud engineering team responsible for automating AWS 

infrastructure deployments in a secure, scalable, and enterprise-aligned manner. Traditionally, 

infrastructure provisioning was performed manually through the AWS Management Console, 

resulting in: 

• inconsistent deployments, 

• configuration drift, 

• reduced scalability, 

• lack of auditability, 

• increased deployment time, 

• and higher risk of human error. 

To solve these problems, a modular Terraform-based IaC repository was designed and integrated 

with GitHub Actions and Jenkins CI/CD pipelines to fully automate infrastructure deployment, 

validation, testing, and destruction workflows. 

The solution architecture consists of: 

• Terraform modules for reusable AWS infrastructure provisioning, 

• GitHub repository integration for version control, 

• GitHub Actions workflows for automated Terraform execution, 
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• Jenkins pipeline integration for enterprise CI/CD orchestration, 

• remote Terraform backend using AWS S3, 

• DynamoDB state locking for concurrency protection, 

• deployment and destroy automation scripts, 

• webhook-based automation triggers, 

• and AWS credential management through secure secrets handling. 

The primary infrastructure resource provisioned in this implementation was AWS S3 buckets 

created dynamically through Terraform modules. The Terraform configuration was structured 

using a production-grade repository hierarchy separating: 

• reusable modules, 

• workflow automation, 

• scripts, 

• backend configuration, 

• provider configuration, 

• variables, 

• outputs, 

• and CI/CD pipeline definitions. 

The GitHub Actions pipeline automated: 

• terraform init, 

• terraform validate, 

• terraform plan, 

• terraform apply, 

• and terraform destroy 

operations whenever code changes were pushed to the repository. Jenkins was later 

integrated as an enterprise-grade CI/CD orchestration platform capable of automatically 

triggering Terraform deployments using GitHub webhooks. 

During implementation, several real-world DevOps and infrastructure challenges were 

encountered and resolved, including: 

• Terraform backend configuration failures, 

• missing DynamoDB lock table issues, 

• remote state management problems, 
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• S3 bucket naming conflicts, 

• GitHub authentication integration, 

• Jenkins SSH credential configuration, 

• webhook triggering problems, 

• and Terraform state-lock concurrency conflicts between Jenkins and GitHub Actions. 

The project demonstrated practical enterprise DevOps concepts including: 

• Infrastructure-as-Code (IaC), 

• CI/CD automation, 

• GitOps workflows, 

• Terraform state management, 

• modular infrastructure design, 

• deployment automation, 

• remote backend configuration, 

• infrastructure lifecycle management, 

• webhook-driven automation, 

• Jenkins pipeline orchestration, 

• and secure credential management. 

The final implementation successfully achieved: 

• automated AWS infrastructure provisioning, 

• automated infrastructure destruction, 

• GitHub-integrated CI/CD workflows, 

• Jenkins-triggered Terraform pipelines, 

• secure Terraform state locking, 

• production-style repository organisation, 

• and enterprise-aligned DevOps automation practices. 

This case study demonstrates how modern organisations can adopt DevOps methodologies, 

Terraform Infrastructure-as-Code, GitHub Actions, and Jenkins automation to achieve scalable, 

reliable, repeatable, and production-ready cloud infrastructure management on AWS. 
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Task 1: Creating the Infrastructure-as-Code (IaC) Repository 

I implemented a modular Terraform IaC repository integrated with GitHub Actions CI/CD 

automation for automated AWS S3 provisioning and teardown. 

As such, I created the IaC files, modular Terraform configuration files, shell automation scripts, 

and GitHub Actions workflow files for automated AWS S3 provisioning.  

Each file (empty) was created at once by running Linux bash commands on the Ubuntu terminal, 

as can be seen in the following screenshot. 

 

 

The content of each file was created from scratch on Visual Studio Code, running Ubuntu 

through WSL (Windows Subsystem for Linux). 
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The following screenshot shows a production-grade Terraform Infrastructure-as-Code repository 

structure for the assignment. 

The current tree structure is: 

terraform-s3-github-actions/ 

│ 
├── .github/ 
│   └── workflows/ 
│       └── terraform.yml 
│ 
├── scripts/ 
│   ├── deploy.sh 
│   └── destroy.sh 
│ 
├── terraform/ 
│   ├── backend.tf 
│   ├── main.tf 
│   ├── outputs.tf 
│   ├── providers.tf 
│   ├── terraform.tfvars 
│   ├── variables.tf 
│   ├── versions.tf 
│   │ 
│   └── modules/ 
│       └── s3_bucket/ 
│           ├── main.tf 
│           ├── outputs.tf 
│           └── variables.tf 
│ 
├── .gitignore 
│ 
└── README.md 
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This structure is considered: 

• Modular 

• Reusable 

• CI/CD-ready 

• Production-style 

• Enterprise-aligned 

because it separates: 

• automation (.github/workflows) 

• scripts (scripts/) 

Terraform core configs (terraform/) 

• reusable modules (modules/) 

• documentation (README.md) 

• git exclusions (.gitignore) 

 

 

 



Page 10 of 97 

 

Terraform Project File Structure and Purpose 

terraform-s3-github-actions/ - Project Root 

• Main project folder 

• Contains: 

o Terraform infrastructure code 

o GitHub Actions CI/CD 

o Deployment scripts 

o Documentation 

Root Files 

README.md 

• Project documentation 

• Explains: 

o architecture 

o deployment steps 

o usage 

o workflow 

o technologies used 

.gitignore 

• Prevents unnecessary/sensitive files from being pushed to GitHub 

• Common ignored files: 

o .terraform/ 

o terraform.tfstate 

o secrets 

o cache files 

 

scripts/ Directory 

• Stores shell automation scripts 

 

scripts/deploy.sh 

• Automates Terraform deployment 

• Typically runs: 

o terraform init 

o terraform validate 

o terraform plan 

o terraform apply 

scripts/destroy.sh 

• Automates infrastructure destruction 
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• Typically runs: 

o terraform destroy -auto-approve 

 

terraform/ Directory 

• Main Terraform infrastructure folder 

 

terraform/main.tf 

• Core infrastructure definitions 

• Creates AWS resources/modules 

terraform/variables.tf 

• Defines Terraform input variables 

• Makes code reusable 

terraform/outputs.tf 

• Displays useful outputs after deployment 

• Example: 

o bucket name 

o ARN 

o endpoint 

terraform/providers.tf 

• Configures AWS provider 

• Connects Terraform to AWS 

terraform/backend.tf 

• Configures remote Terraform state backend 

• Usually uses S3 

terraform/versions.tf 

• Defines: 

o Terraform version 

o provider versions 

terraform/terraform.tfvars 

• Stores actual variable values 

• Example: 

o project name 

o environment 

o region 
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terraform/modules/ 

• Stores reusable Terraform modules 

terraform/modules/s3_bucket/ 

• Reusable S3 bucket module 

 

terraform/modules/s3_bucket/main.tf 

• Contains S3 bucket resource logic 

terraform/modules/s3_bucket/variables.tf 

• Defines module input variables 

terraform/modules/s3_bucket/outputs.tf 

• Exposes S3 outputs to root Terraform 

.github/ 

• GitHub configuration directory 

.github/workflows/ 

• Stores GitHub Actions workflows 

.github/workflows/terraform.yml 

• Main CI/CD pipeline 

• Automates: 

o Terraform Init 

o Validate 

o Plan 

o Apply 

o Destroy 

• Triggered by: 

o push 

o pull request 

o manual workflow dispatch 

The following screenshot shows that the IaC repository files and folders were successfully 

created and saved in the local Linux home directory within the Ubuntu WSL environment. 
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For this assignment, as shown in the following screenshot, I defined the main application S3 

bucket name in the terraform/terraform.tfvars file as my preferred bucket prefix name: 

project_name = "github-actions-s3" 

Eventually, my final bucket name created by Terraform was this: 

github-actions-s3-dev-6f351d7d as can be verified in AWS console. Please see screenshot 

just below, 

 

because Terraform automatically adds: 

• environment  

• random suffix 

using this: 

bucket = "${var.project_name}-${var.environment}-${random_id.bucket_suffix.hex}" 

as can be seen in lines 11 and 21 of each of the two respective screenshots that follow. 
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This is effectively good production-grade practice because: 

• S3 bucket names must be globally unique  

• random suffix prevents collisions  

• environment separation is clean  

• avoids manual naming conflicts 

Task 2: Setting Up Local Git Setup 

On the Ubuntu terminal, I ran:  

cd ~/terraform-s3-github-actions 

 

git init 

 

git add . 

 

git commit -m "Initial commit" 

This: 

• initialises git locally  

• tracks my files  

• creates my first commit 

Task 3: Creating the GitHub Repository 

Following are steps taken to create the GitHub repo as seen in the screenshot below. 

• Opened https://github.com and signed in to my GitHub account. 

• Clicked the “+” icon at the top-right corner of the GitHub dashboard. 

• Selected “New repository” from the dropdown menu. 

• Under Owner, selected my GitHub account. 

• Entered the repository name: 

terraform-s3-github-actions 

• Entered a repository description explaining the purpose of the project. 

• Chose the repository visibility: 

o Public → visible to everyone 

• Left “Add README” unchecked because the README file was already created 

locally. 

• Left “.gitignore” unchecked because the .gitignore file already exists locally. 



Page 16 of 97 

 

• Left “License” as No license. 

• Clicked the green “Create repository” button to create the GitHub repository. 

• After creation, GitHub generated an empty remote repository ready to be linked to the 

local Terraform IaC repository using Git commands. 

 

 

Task 4: Storing Credentials in GitHub Secrets 

Following are steps I took to store my credentials in GitHub secrets. 

 

• Opened the GitHub repository in my browser. 

• Clicked the Settings tab at the top of the repository page. 

• In the left sidebar, navigated to: 

Security and quality → Secrets and variables → Actions 

• Under the Secrets tab, located the Repository secrets section. 

• Clicked the green “New repository secret” button. 
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• Created the first secret: 

o Name: 

AWS_ACCESS_KEY_ID 

o Value:  

My AWS Access Key ID 

• Clicked “Add secret” to save it. 

• Repeated the process for the second secret: 

o Name: 

AWS_SECRET_ACCESS_KEY 

o Value:  

My AWS Secret Access Key 

• Clicked “Add secret” again. 

• Repeated the process for the third secret: 

o Name: 

AWS_REGION 

o Value:  

My AWS deployment region (eu-west-2) 

• Clicked “Add secret” to save the region value. 

• After completion, the repository secrets became securely stored and encrypted within 

GitHub Actions. 

• These secrets are then automatically used by the CI/CD workflow (terraform.yml) 

during Terraform deployment and infrastructure automation. 

See the screenshot that follows. 
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The opened terraform.yml workflow file, just below, is configured to automate Terraform 

operations and securely authenticate to AWS using GitHub repository secrets. (Please see lines 

80 to 89). 
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Task 5: Connecting Local Repo, and Pushing to GitHub 

I ran the following Linux commands on my Ubuntu terminal to connect local repo to GitHub. 

git remote add origin https://github.com/samuelakosaonyejekwe/terraform-s3-

github-actions.git 

 

git branch -M main 

 

git push -u origin main 

 

5.1: Watching Workflow Run 

• Went to my repository on GitHub  

• Clicked the Actions tab 
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5.2: Fixing Terraform Backend Lock Table Error 

Earlier, my Formatted Terraform files workflow failed because my backend configuration 

was trying to use a DynamoDB table for Terraform state locking, but the table did not exist yet. 

As can be seen in the screenshot that just follows, the key error is: 

Unable to retrieve item from DynamoDB table "terraform-state-lock" 

and: 

ResourceNotFoundException 
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My backend.tf file, as seen below in line 33, contains this: 

dynamodb_table = "terraform-state-lock" 



Page 22 of 97 

 

 

Terraform uses this table to: 

• prevent simultaneous state modifications  

• avoid state corruption  

• implement state locking  

But the DynamoDB table must already exist before Terraform starts. 

 

5.2.1: The Fix 

Step 1: Create The DynamoDB Lock Table 

I ran the following Linux command on Ubuntu terminal: 

aws dynamodb create-table \ 
  --table-name terraform-state-lock \ 

  --attribute-definitions AttributeName=LockID,AttributeType=S \ 
  --key-schema AttributeName=LockID,KeyType=HASH \ 
  --billing-mode PAY_PER_REQUEST \ 

  --region eu-west-2 
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Step 2: Verify Table Creation 

I ran: 

aws dynamodb describe-table \ 
  --table-name terraform-state-lock \ 

  --region eu-west-2 

And then I saw: 

"TableStatus": "ACTIVE" 
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Step 3: Rerun Workflow as Trigger Workflow rerun 

I ran on Ubuntu terminal for workflow rerun: 

cd ~/terraform-s3-github-actions 
 

git commit --allow-empty -m "Trigger workflow rerun" 
 
git push 

 

See the following screenshot. 
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5.3: Fixing Error After Running Terraform workflow directory Workflow 

This error occurred because backend S3 bucket with the name:  

samuel-terraform-state-bucket 

already exists or already taken by another user, but not in my AWS account.  

See the screenshot that follows.  

 

 



Page 27 of 97 

 

Step 1: Creating Backend Bucket 

This error was fixed by creating backend bucket manually. I did this by replacing: 

samuel-terraform-state-bucket 

(which already existed) 

by: 

samuelakosaonyejekwe-tf-state-eu-west-2 

line 15 of the backend.tf file. See the screenshot that follows. 

 

This backend bucket is not created by Terraform automatically and is different from the 

application bucket. 

It stores: 

• terraform.tfstate  

• Terraform locking/state data 

Before Terraform can even start running, this backend bucket must already exist manually. 
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Step 2: Versioning of the Backend Bucket 

After that, I enabled versioning of the backend bucket using the bash command: 

 

 

Step 3: Pushing fixed backend.tf file to GitHub 

The following screenshot shows the run commands that push the fixed backend.tf file to 

GitHub. 

 

 

Step 4: Verifying Backend Bucket in AWS Console 

The following screenshot reveals the backend bucket provisioned by GitHub.  
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Task 6: Creating deploy.sh and destroy.sh files, and pushing these 

files to GitHub 

The following bash commands were run to create the deploy.sh and destroy.sh files within 

the scripts folder. 

 

I ran the following Linux commands on Ubuntu terminal to push the deploy.sh and 

destroy.sh files to GitHub. 

cd ~/terraform-s3-github-actions && \ 

chmod +x scripts/deploy.sh scripts/destroy.sh && \ 

git add . && \ 

git commit -m "Added deployment and destroy automation scripts" && \ 

git push origin main 
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The deploy.sh and destroy.sh files are created to automate and simplify Terraform 

infrastructure operations in a professional DevOps workflow. 

They act as reusable operational scripts so we do not have to manually type long Terraform 

commands every time. 

deploy.sh 

Purpose: 

• deploy infrastructure automatically 

Typically handles: 

terraform init 
terraform fmt 
terraform validate 
terraform plan 
terraform apply 

So instead of typing the just above every time manually, we simply run: 

./scripts/deploy.sh 

 

destroy.sh 

Purpose: 

• destroy infrastructure safely and consistently 

Typically runs: 

terraform destroy -auto-approve 

Instead of manually typing destroy commands repeatedly. 

We simply run: 

./scripts/destroy.sh 

Adding deployment and destroy automation scripts 

The screenshots below show the GitHub Actions page for the Terraform CI/CD Pipeline 

workflow. The workflow run titled: 

Added deployment and destroy automation scripts 

was successfully executed on the main branch. 

The pipeline supports both: 

o Terraform deployment automation 

o Terraform destroy automation 
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The workflow is configured with a manual trigger (workflow_dispatch) allowing users to 

select Terraform actions directly from GitHub Actions. 

The dropdown menu shows the available Terraform action: 

destroy 

indicating that infrastructure destruction can now be executed automatically through the CI/CD 

pipeline. 

• The successful workflow confirms that: 

o Deployment automation scripts were integrated successfully 

o Destroy automation scripts were integrated successfully 

o The Terraform CI/CD pipeline is fully operational for infrastructure lifecycle 

management using Terraform and GitHub Actions. 
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Adding Terraform destroy workflow  

 

Real Production Usage 

In enterprise environments: 

deploy.sh 

may also include: 

• environment selection 

• logging 
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• security checks 

• policy validation 

• Terraform workspace switching 

• notifications 

 

destroy.sh 

may include: 

• confirmation prompts 

• protection against production deletion 

• approval checks 

• backup creation before destroy 

 

Added Terraform destroy workflow 

I ran the following Linux commands to push the destroy.sh file to GitHub. 

cd ~/terraform-s3-github-actions 
 
git add . 

 
git commit -m "Added Terraform destroy workflow" 
 

git push origin main 
 

 

The screenshot below shows a successful GitHub Actions workflow execution titled: 

Added Terraform destroy workflow 
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The Terraform CI/CD pipeline successfully executed all deployment stages including Terraform 

Apply and Terraform Destroy. 

AWS authentication was securely configured using GitHub repository secrets. 

The workflow confirmed successful Terraform infrastructure provisioning and destroy 

workflow integration. 

The successful execution verifies that automated infrastructure destruction was successfully 

integrated into the production-grade Terraform IaC repository. 
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Task 7: Provisioning and configuring a Jenkins Server  

7.1: Create a Custom VPC and Subnets 

Region: Europe, London (eu-west-2) 

No of Availability Zones: 2 (eu-west-2a/b) 

Subnets: 2 Public and 2 Private 
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7.2: Launch an instance within the custom public subnet 

I provisioned an EC2 instance with Jenkins pre-installed, using the following configuration 

details to set up the server.  

Launch an instance within the custom public subnet 

Instance type: t3.medium 

AMI: Ubuntu 24.04 

Security Group rule: Open port 22, 80 and 8080 (i.e. Custom TCP Protocol) 

User data: can be found at: 
https://drive.google.com/file/d/1Hb3fVTGIHiBT9OcJiH4bHrm6WVfWBhtM/view?

usp=sharing   

 

 

https://drive.google.com/file/d/1Hb3fVTGIHiBT9OcJiH4bHrm6WVfWBhtM/view?usp=sharing
https://drive.google.com/file/d/1Hb3fVTGIHiBT9OcJiH4bHrm6WVfWBhtM/view?usp=sharing
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• SSH into ready EC2 instance via terminal to get the Jenkins password 
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Task 8: Jenkins Initial Configuration and Administrator Setup 

• Printed out the Jenkins password using the command below:  

sudo cat /var/lib/jenkins/secrets/initialAdminPassword  

 

Server-generated password was: 

f92d7f39858e486396098dd6858a81c2 

 

• Logged in to Jenkins server via the web using my public IP address and Jenkins port 

number: 18.171.241.211:8080  



Page 43 of 97 

 

 

 

• I inputted the password (f92d7f39858e486396098dd6858a81c2) and installed suggested 

plugin 
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• I configured the login details for an admin user using my preferred details. 
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Task 9: GitHub Integration 

I integrated the Jenkins server with my GitHub account. 

9.1: Generating Token from GitHub  

I created a Personal Access Token (PAT) because GitHub and Jenkins require secure 

authentication and authorisation for Jenkins to access repositories, trigger pipelines, and integrate 

with my GitHub account. 

Step 1:  

• I signed in to my GitHub account and navigated to the Settings option from the profile 

dropdown menu. From the left navigation panel, I scrolled down and selected Developer 

settings. I then accessed Personal access tokens and chose the Tokens (classic) 

option. 
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Step 2:  

• I clicked on Generate new token and selected the Generate new token (classic) 

option. The token value generated was: 
 

 

 

[REDACTED]
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9.2: Creating a GitHub Credential in Jenkins 

Action 1: Storing the token securely in Jenkins. 

The following are steps taken to store the token securely in Jenkins.  

• Returned to the Jenkins dashboard. 

• Selected the settings (gear) icon located at the top-right section of the Jenkins dashboard. 

• Under System Configuration, clicked on System. 

• Scrolled down to the GitHub integration section. 
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• Clicked the Add GitHub Server drop-down menu and selected GitHub Server. 

• Under Credentials, selected Add and chose Global credentials. 

• On the Add Credentials page, selected Secret text under the Kind field and 

proceeded to the next step. 

• Pasted the copied Personal Access Token (PAT) into the Secret field. 

• Updated the credentials field by selecting the newly created GitHub credential. 

• Clicked Test Connection to verify successful integration with GitHub. 

• Ensured that the Manage hooks option was enabled. 
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9.3: Generating a Public Key from Jenkins Instance and adding it to GitHub  

For secure code checkout, Jenkins needs SSH access to GitHub. For secure code checkout, 

Jenkins needs SSH access to GitHub.  

• SSH into my Jenkins instance via terminal  

• I ran the command: 

ssh-keygen -t rsa  

to generate SSH key 

 

• To print out the generated public key, I ran the command: 
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cat ~/.ssh/id_rsa.pub 

 

 

• Navigated to my GitHub profile. 

• Clicked on Settings within GitHub. 

• Navigated down the left-hand panel to the Access section and selected SSH and GPG 

keys. 

• Clicked on New SSH Key to create a new key entry. 

• Pasted the copied public SSH key into the Key field. 

• Selected Add SSH Key to save and register the SSH key with the GitHub account. 

 

 

• Back to my Jenkins Instance, I ran the command: 
cat ~/.ssh/id_rsa  

to print the private key 
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• Returned to the Jenkins dashboard. 

• Clicked the settings (gear) icon located at the upper-right corner of the Jenkins 

dashboard. 

• Under the Security section, selected Credentials. 

• Clicked on Add Credentials to create a new credential entry. 

• Under the Kind field, selected SSH Username with Private Key. 

• Pasted the copied private SSH key into the appropriate field. 

• Navigated to the top-right section and selected Manage Jenkins. 

• Under the Security category, clicked on Security settings. 

• Scrolled down to the Git Host Key Verification Configuration section. 

• Under Host Key Verification Strategy, selected No Verification. 

 



Page 52 of 97 

 

 

 



Page 53 of 97 

 

 

 



Page 54 of 97 

 

 

 

Task 10: Creating Jenkins Pipeline Job 

10.1: Create New Jenkins Job 

• Click New Item 

• Under Item Name, type: terraform-pipeline 

• Select: Pipeline 

• Click OK. 
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Task 11: Connecting GitHub Repository to Jenkins Pipeline 

Step 1: Configure GitHub Integration 

• Under: 

Pipeline 

• Set:  

Field Value 

Definition Pipeline script from SCM 

SCM Git 

 

Step 2: Configure Git Repository 

• Under Repository URL: 

git@github.com:samuelakosaonyejekwe/terraform-s3-github-actions.git 

 

Step 3: Select SSH Credential 

• Under Credentials: 

  select: 
github-private-key 

 

Step 4: Configure Branch and apply & save 

• Under Branch Specifier: 

*/main 
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Task 12: Creating Jenkinsfile for Terraform Pipeline 

 

12.1: Create Jenkinsfile Locally 

Inside my repository root: 

terraform-s3-github-actions/ 

I created:  

Jenkinsfile 

This Jenkinsfile can be viewed at:  

https://github.com/samuelakosaonyejekwe/terraform-s3-github-

actions/blob/main/Jenkinsfile  

 

Task 13: Push Jenkinsfile to GitHub 

I ran locally: 

cd ~/terraform-s3-github-actions 

git add Jenkinsfile 

 
git commit -m "Added Jenkins Terraform pipeline" 
 

git push origin main 

 

https://github.com/samuelakosaonyejekwe/terraform-s3-github-actions/blob/main/Jenkinsfile
https://github.com/samuelakosaonyejekwe/terraform-s3-github-actions/blob/main/Jenkinsfile
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Task 14: Configuring AWS Credentials for Jenkins User 

Jenkins executes Terraform as Jenkins NOT Ubuntu. 

14.1: Install AWS Credentials Plugin 

Inside Jenkins: 

Dashboard → Manage Jenkins → Plugins 

Search for: 
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AWS Credentials 

Install it. 

Restart Jenkins. 

 

 

 

14.2: Add AWS Credentials to Jenkins 

• Go to: 

Manage Jenkins 
    ↓ 
Credentials 
    ↓ 
(System) 

    ↓ 
Global credentials 
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• Click: 

Add Credentials 

 

14.3: Enter AWS Keys 

• Configure: 

Field Value 

Kind AWS Credentials 

Scope Global 

ID aws-jenkins-creds 

Description AWS Jenkins Terraform Credentials 

Access Key ID MY_ACCESS_KEY 

Secret Access Key MY_SECRET_KEY 

 

• Click: 

Create 
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Task 15: Test Pipeline Manually 

15.1: Build Now 

Inside Jenkins: 

• open  

terraform-pipeline  

• click:  

Build Now 
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Task 16: Realistic Infrastructure Test 

Since GitHub Actions already created the original S3 bucket, my Jenkins pipeline should now 

provision a NEW resource. 

I created another S3 bucket through Terraform.  
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16.1: Modified Terraform 

I modified the terraform/main.tf file, as can be seen at:  

https://github.com/samuelakosaonyejekwe/terraform-s3-github-

actions/blob/main/terraform/main.tf  

 

Task 17: Pushing Terraform Change 

I ran: 

cd ~/terraform-s3-github-actions 

git add . 
 

git commit -m "Added Jenkins pipeline S3 bucket" 
 

git push origin main 

 

What happens is this: 

Push to GitHub 
      ↓ 
Jenkins Pipeline Triggered 

      ↓ 
Terraform Init 
Terraform Validate 

Terraform Plan 
Terraform Apply 
      ↓ 
New AWS S3 Bucket Created 

https://github.com/samuelakosaonyejekwe/terraform-s3-github-actions/blob/main/terraform/main.tf
https://github.com/samuelakosaonyejekwe/terraform-s3-github-actions/blob/main/terraform/main.tf
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A new S3 bucket was provisioned as can be verified in AWS console. 
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Task 18: Configure GitHub Webhook 

• Inside GitHub repository: 

Settings → Webhooks 

Payload URL: 

http://18.171.241.211:8080/github-webhook/ 

Content Type: 

application/json 

Event: 

Just the push event 

Active: 

   ✔ checked 

Save webhook. 
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The webhook was confirmed to be working after selecting the webhook and clicking on Recent 

Deliveries. 
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Task 19: Enabling Webhook in Jenkins Job Configuration 

I enabled: 

Build Triggers 

☑ GitHub hook trigger for GITScm polling 

Step 1: Open Pipeline Job 

• Go to: 
Jenkins Dashboard 

    → terraform-pipeline 

Step 2: Click Configure 

• On the left menu: 

Configure 

Step 3: Open General Section 

Scrolled upward until I saw: 

→ Build Triggers 

It is between: 

• General  

• Pipeline  

sections. 

Step 4: Enable GitHub Trigger 

• Find: 

GitHub hook trigger for GITScm polling 

and tick the checkbox. 

Step 5: Save 

• Scrolled down and clicked: 

Save 
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This tells Jenkins to automatically start this pipeline whenever GitHub sends a webhook push 

event. 

Without this checkbox: 

• GitHub webhook works  

• but Jenkins ignores the push 

 

Task 20: Testing the Webhook 

I triggered a real push. I made a tiny change on my README.md file. 

From my Ubuntu/WSL terminal, I ran: 

cd ~/terraform-s3-github-actions 
 

echo "# webhook test" >> README.md 
 
git add . 

 
git commit -m "Testing Jenkins webhook" 
 

git push origin main 
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20.1: In GitHub 

Webhook sends push event to Jenkins. 

 

Under: 

Recent Deliveries 

I now see: 
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push 

instead of only: 

ping 

 

20.2 In Jenkins 

My pipeline automatically started. 

I now see: 

Started by GitHub push 

instead of: 

Started by user 

A new build appears automatically. 

 

 

Task 21: Explaining Error that Occurred after Testing Webhook 

My pipeline is working well overall.  

From the console output: 

• GitHub webhook triggered Jenkins successfully  

• Jenkins cloned the repo successfully  

• Jenkins read the Jenkinsfile  

• Terraform was found and executed  

• terraform init succeeded  

• terraform validate succeeded  

So, my CI/CD pipeline is already functioning correctly up to the Terraform planning stage. 

The failure (#3 build) occurred during: 
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terraform plan 

Specifically: 

Error acquiring the state lock 

and: 

ConditionalCheckFailedException 

 

Terraform uses my DynamoDB table to lock the Terraform state so that: 

• two users  

• or two pipelines  

cannot modify infrastructure simultaneously. 

Right now: 

• a previous lock still exists  

• or Terraform thinks another operation is running.  

The issue is only stale Terraform state lock. 
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21.1: Fixing the Error 

Step 1: In Jenkins: 

• Go to: 

terraform-pipeline 

   → Configure 
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• Then enable: 

Do not allow concurrent builds 

This is extremely important for Terraform pipelines. 

Terraform state must NOT be modified simultaneously. 

Without this setting: 

• Jenkins may trigger another build  

• while previous state operation is still active  

• causing lock conflicts again.  

 

• After Enabling 

Click: 

Save 
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Step 2: Clearing DynamoDB Lock 

• Used the AWS CLI to list available DynamoDB tables in the eu-west-2 region 

• Confirmed that the Terraform lock table being used was: 

  terraform-state-lock 

• Scanned the DynamoDB lock table using: 

  aws dynamodb scan 

• Verified that a Terraform state lock entry existed inside the table 

• Identified the active LockID associated with the Terraform remote state file 

• Confirmed that Terraform state locking was functioning correctly through DynamoDB 

• Navigated into the Terraform working directory: 

  ~/terraform-s3-github-actions/terraform 

• Attempted to execute: 

  terraform force-unlock 

• Encountered a backend initialisation error because the Terraform S3 backend had not yet 

been initialised locally 

• Terraform requested execution of: 

  terraform init 

• Executed: 

  terraform init 

• Successfully initialised the Terraform S3 backend configuration 

• Downloaded and initialised required Terraform providers: 

o hashicorp/aws 

o hashicorp/random 

• Generated the provider lock file: 

  .terraform.lock.hcl 

• Confirmed Terraform backend and provider configuration were operational 

• Manually removed the stale Terraform state lock from DynamoDB using: 

  aws dynamodb delete-item 

• Deleted the specific LockID associated with the failed Terraform operation 

• Cleared the stale Terraform lock entry from the DynamoDB table 

• Re-scanned the DynamoDB lock table after deletion 
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• Confirmed successful lock removal when the scan returned: 

  "Items": [] 

• Verified that no active Terraform state lock remained in the backend table 

• Overall, the screenshots demonstrate: 

o successful Terraform backend initialisation 

o successful DynamoDB state-lock inspection 

o successful stale lock troubleshooting 

o successful manual lock removal 

o operational Terraform remote backend configuration using: 

▪ S3 state storage 

▪ DynamoDB state locking 

▪ AWS CLI administration 

▪ Jenkins/GitHub-integrated CI/CD workflow management 

 

The following screenshots show bash commands run: 
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21.2: Triggering Jenkins Again 

I ran on Ubuntu terminal:  

cd ~/terraform-s3-github-actions 
 
echo "# retry after disabling concurrent builds" >> README.md 

 
git add . 
 

git commit -m "Retry after disabling concurrent builds" 
 
git push origin main 

 

 

Once I pushed the changes to GitHub, the configured webhook notified Jenkins automatically, 

causing the Jenkins pipeline to start and execute the workflow again. 
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The Terraform state lock conflict occurred because both Jenkins and GitHub Actions were 

simultaneously attempting to execute Terraform operations against the same remote 

backend infrastructure state. Both systems were configured to use the same: 

• S3 Terraform state file 

• DynamoDB lock table 

• Terraform backend configuration 

As a result, when one CI/CD system acquired the Terraform state lock, the other system 

was denied access and failed with a DynamoDB conditional lock error. This demonstrated 

how concurrent infrastructure deployments from multiple automation platforms can 

create Terraform state-lock conflicts when they target the same backend resources. 

 

Jenkins Build History Explained 

• Jenkins pipeline was successfully integrated with GitHub using webhook automation. 

• Build #2 completed successfully after fixing the Jenkins SSH credential configuration. 

• Build #3 confirmed that GitHub webhook triggering was working correctly because 

Jenkins automatically started after a GitHub push. 

• Build #3 failed during Terraform execution due to Terraform state lock conflict in the 

remote backend. 

• The failure demonstrated that Terraform DynamoDB locking protection was functioning 

correctly to prevent simultaneous infrastructure modification. 

• Build #4 was triggered after manual Terraform lock removal but still failed due to 

concurrent Terraform execution attempts. 

• The failure occurred because both Jenkins and GitHub Actions were running Terraform 

operations simultaneously against the same backend state. 

• Build #5 completed successfully after disabling concurrent Jenkins builds and mitigating 

Terraform state-lock conflicts. 

• The successful build confirmed stable Jenkins webhook automation and successful 

Terraform pipeline execution. 

• The screenshots demonstrate real-world DevOps troubleshooting involving: 

o Terraform remote state management 

o DynamoDB state locking 

o GitHub webhook automation 
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o Jenkins CI/CD orchestration 

o Infrastructure concurrency conflicts 

o Multi-pipeline Terraform execution 

• The ultimate production-grade solution is to: 

o Use only one CI/CD platform for Terraform deployments, or 

o Separate environments using different Terraform state files and lock tables. 
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When the Terraform state lock was removed, the Jenkins pipeline executed successfully after the 

GitHub webhook trigger, as shown in Builds #5, #4, and #3. However, the GitHub Actions 

workflow failed because both Jenkins and GitHub Actions were configured to run Terraform 

operations simultaneously against the same remote backend infrastructure state. As a result, both 

CI/CD systems attempted to acquire the Terraform state lock on the shared S3 backend and 

DynamoDB lock table at nearly the same time. Although one pipeline successfully obtained the 

lock and completed execution, the other pipeline failed due to Terraform state concurrency 

protection mechanisms designed to prevent simultaneous infrastructure modifications and 

potential state corruption. 

The ultimate production-grade solution is to avoid running multiple Terraform deployment 

pipelines against the same backend state concurrently. In enterprise DevOps environments, a 

single CI/CD platform should be designated as the primary infrastructure deployment 

orchestrator. Therefore, either Jenkins or GitHub Actions should exclusively handle Terraform 

apply and destroy operations for the shared infrastructure environment. 
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Additional production-grade mitigation strategies include: 

• Enabling concurrency control within GitHub Actions using: 

• concurrency: 

•   group: terraform-production 

•   cancel-in-progress: false 

• Enabling: 
  Do not allow concurrent builds 

within Jenkins pipeline configuration. 

• Separating environments and Terraform states: 

o Jenkins → development environment 

o GitHub Actions → production environment 

• Using separate backend state files and DynamoDB lock tables per environment. 

• Introducing pipeline approval gates and deployment sequencing. 

• Implementing Terraform Cloud or enterprise remote execution platforms for centralised 

state management and locking orchestration. 

This issue demonstrates a real-world DevOps challenge involving distributed CI/CD 

orchestration, Terraform remote state management, and infrastructure concurrency control in 

multi-pipeline environments.  

See screenshots that follow. 
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Jenkinsfile Integration and CI/CD Automation 

The terraform-s3-github-actions project was enhanced through the introduction of a root-

level Jenkinsfile, which enabled integration with Jenkins for automated CI/CD execution. The 

Jenkinsfile transformed the project from a manually executed Terraform deployment into a 

fully automated Infrastructure-as-Code pipeline capable of performing source code checkout, 

Terraform initialisation, validation, planning, and deployment automatically whenever code was 

pushed to GitHub. 
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Written using Jenkins Declarative Pipeline syntax, the Jenkinsfile introduced a structured, 

stage-based workflow that included stages such as Checkout Code, Terraform Version, 

Terraform Init, Terraform Validate, Terraform Plan, and Terraform Apply. This improved 

deployment transparency, debugging, monitoring, and operational control by separating the 

CI/CD process into clearly defined stages. 

The Jenkinsfile also implemented the “Pipeline as Code” concept, allowing deployment 
workflows to be version-controlled directly alongside the infrastructure source code. This made 

the CI/CD process reproducible, auditable, maintainable, and scalable across different 

environments. Through GitHub webhook integration, Jenkins could automatically trigger 

infrastructure deployments on every repository push event, reducing manual intervention and 

minimising human error. 

A key justification for the Jenkinsfile was its role in centralising Terraform automation and 

safely coordinating remote backend operations involving Amazon S3 state storage and 

DynamoDB state locking. The pipeline therefore supported not only automation but also 

deployment governance, Terraform state management, operational consistency, and enterprise-

style DevOps practices aligned with modern cloud infrastructure deployment standards. 

 

terraform-s3-github-actions/ 

│ 
├── Jenkinsfile 
│ 
├── .github/ 
│   └── workflows/ 
│       └── terraform.yml 
│ 
├── scripts/ 
│   ├── deploy.sh 
│   └── destroy.sh 
│ 
├── terraform/ 
│   ├── backend.tf 
│   ├── main.tf 
│   ├── outputs.tf 
│   ├── providers.tf 
│   ├── terraform.tfvars 
│   ├── variables.tf 
│   ├── versions.tf 
│   │ 
│   └── modules/ 
│       └── s3_bucket/ 
│           ├── main.tf 
│           ├── outputs.tf 
│           └── variables.tf 
│ 
├── .gitignore 
│ 
└── README.md 
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The GitHub Actions Flow 

Terraform Layer 

Defines: 

• S3 bucket  

• Encryption  

• Versioning  

• Security  

• Lifecycle policies  

GitHub Actions Layer 

Automates: 

• terraform init  

• terraform validate  

• terraform plan  

• terraform apply  

whenever code is pushed to GitHub. 

 

Production Workflow 

The production flow for this DevOps project begins with me making infrastructure changes 

locally within the Terraform IaC repository using Visual Studio Code running on Ubuntu WSL. 

The repository contains modular Terraform configuration files, reusable modules, shell 

automation scripts, GitHub Actions workflow files, and a Jenkinsfile for pipeline automation. 

The workflow starts when I update Terraform configuration files such as: 

• main.tf 

• variables.tf 

• backend.tf 

• terraform.tfvars 

• Jenkinsfile 

• GitHub workflow files 

 



Page 93 of 97 

 

After modifications are completed locally, Git commands are executed: 

• git add . 

• git commit 

• git push origin main 

This push operation sends the updated Infrastructure-as-Code repository to the GitHub remote 

repository. 

Once the code reaches GitHub, two automation systems become involved: 

• GitHub Actions 

• Jenkins Pipeline 

GitHub Actions automatically detects the push event through the configured workflow file: 
.github/workflows/terraform.yml 

which initiates the CI/CD pipeline. 

The GitHub Actions workflow then performs automated Terraform operations including: 

• terraform init 

• terraform validate 

• terraform plan 

• terraform apply 

• terraform destroy (when manually selected) 

AWS authentication is securely handled using encrypted GitHub repository secrets: 

• AWS_ACCESS_KEY_ID 

• AWS_SECRET_ACCESS_KEY 

• AWS_REGION 

Terraform then connects to AWS using the configured provider and remote backend. The 

backend uses: 

• an S3 bucket for Terraform state storage 

• a DynamoDB table for Terraform state locking 

This prevents simultaneous infrastructure modifications and protects the Terraform state from 

corruption. 

The Terraform layer provisions and manages AWS infrastructure resources such as: 

• S3 buckets 
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• versioning 

• encryption 

• lifecycle policies 

• backend state management resources 

Simultaneously, Jenkins is integrated into the production workflow through GitHub webhooks. 

A webhook configured in GitHub sends push-event notifications directly to the Jenkins server 

endpoint: 
  /github-webhook/ 

The Jenkins pipeline job: 
  terraform-pipeline 

is configured to: 

• pull source code from GitHub 

• authenticate using SSH credentials 

• read the Jenkinsfile 

• execute Terraform commands automatically 

Once triggered, Jenkins performs: 

• Terraform initialisation 

• Terraform validation 

• Terraform planning 

• Terraform apply operations 

using AWS credentials stored securely within Jenkins Credentials Manager. 

The complete production CI/CD workflow therefore becomes: 

I Push 
↓ 
GitHub Repository Updated 
↓ 
GitHub Actions Triggered 

↓ 
Terraform Validation and Deployment 
↓ 
GitHub Webhook Sends Notification 
↓ 
Jenkins Pipeline Triggered 

↓ 
Terraform Executes via Jenkins 
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↓ 
AWS Infrastructure Provisioned Automatically 

This production-style workflow demonstrates: 

• Infrastructure-as-Code automation 

• Continuous Integration 

• Continuous Deployment 

• GitOps practices 

• Terraform remote state management 

• Multi-platform CI/CD orchestration 

• Automated infrastructure provisioning on AWS 

 

Terraform GitHub CI/CD Pipeline Workflow Runs 

The following screenshot shows the GitHub Actions dashboard for the repository: 

terraform-s3-github-actions 

The repository is using a GitHub Actions workflow named: 

Terraform CI/CD Pipeline 

to automate Terraform infrastructure deployment and management. 

The dashboard displays the workflow execution history containing multiple CI/CD pipeline runs. 

Successful workflow runs are indicated with green check icons, while failed runs are indicated 

with red cross icons. 

The successful workflow runs shown include: 

o Added Terraform destroy workflow 

o Added deployment and destroy automation scripts 

o Fixed Terraform lifecycle configuration warning 

o Trigger workflow rerun 

The failed workflow runs shown include: 

o Formatted Terraform files 

o Fixed Terraform workflow directory 

The workflow history demonstrates progressive troubleshooting and improvement of the 

Terraform CI/CD pipeline configuration. 

The pipeline executions were performed on the: 
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Main 

branch. 

The displayed durations indicate the execution time for each workflow run, ranging from a few 

seconds to over one minute depending on the Terraform operations performed. 

The Actions dashboard confirms that: 

o GitHub Actions CI/CD automation is fully configured 

o Terraform workflows are actively being tested and improved 

o Infrastructure deployment and destroy operations are integrated into the DevOps 

pipeline 

o The repository follows a production-style IaC workflow using Terraform and 

GitHub Actions. 
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Conclusion 

In conclusion, this project successfully demonstrated the implementation of a production-style 

DevOps workflow using Terraform, GitHub Actions, and Jenkins for Infrastructure-as-Code 

(IaC) automation on AWS. The project established a fully functional CI/CD pipeline capable of 

provisioning, validating, deploying, and destroying cloud infrastructure resources in an 

automated and repeatable manner. 

The implementation began with the creation of a modular and enterprise-aligned Terraform 

repository structure that separated infrastructure configuration, reusable modules, automation 

scripts, workflow definitions, and documentation into organised directories. This modular design 

improved maintainability, scalability, and reusability while aligning with real-world DevOps 

engineering practices. 

The project further demonstrated the successful integration of GitHub Actions as a CI/CD 

automation platform. Through the terraform.yml workflow, Terraform operations such as 

init, validate, plan, apply, and destroy were automated securely using GitHub repository 

secrets. The workflow executions validated that infrastructure provisioning and lifecycle 

management can be performed efficiently through automated pipelines without manual 

intervention. 

An important aspect of the assignment involved troubleshooting and resolving real-world 

DevOps issues. Errors relating to missing Terraform backend resources, DynamoDB state 

locking conflicts, and backend S3 bucket configuration were successfully identified, analysed, 

and corrected. This provided practical exposure to Terraform remote state management, state 

locking mechanisms, and concurrency protection within CI/CD environments. 

The deployment and integration of Jenkins introduced an additional enterprise-grade CI/CD 

automation layer into the solution. Jenkins was successfully configured with GitHub integration, 

SSH authentication, AWS credentials management, webhook triggering, and Terraform pipeline 

execution. The webhook-based automation proved that infrastructure deployment pipelines can 

be triggered automatically whenever changes are pushed to GitHub repositories. 

The project also highlighted the importance of secure DevOps practices. Sensitive credentials 

were securely managed using GitHub Secrets and Jenkins credential management systems. In 

addition, Terraform remote backend storage using S3 and DynamoDB demonstrated how 

infrastructure state can be centrally managed while preventing concurrent modifications and 

infrastructure corruption. 

Overall, the assignment provided practical experience in modern cloud automation, 

Infrastructure-as-Code implementation, CI/CD pipeline engineering, Terraform state 

management, Jenkins automation, GitHub integration, and AWS infrastructure provisioning. The 

completed solution reflects real production DevOps workflows commonly used in enterprise 

cloud environments and demonstrates a strong understanding of automated infrastructure 

deployment and continuous delivery principles. 

 


