School: CLOUDBOOSTA Course: Cloud Computing & DevOps

Module: High Availability (HA)

Name: AKOSA SAMUEL ONYEJEKWE Class 4: Assignment 2 of 4_ Auto

Scaling group (ASG) Provisioning

Student No: CBALCO168 Issue Date: March 17, 2026

Required to:

1. Create an Application Load Balancer (ALB).

2. Provision an Auto Scaling group (ASG) for a highly available infrastructure on AWS.
Goal:
To set up a highly available and redundant cloud infrastructure that will automatically recover
from failures.
To Achieve:

Minimal downtime, and meet/exceed user satisfaction

Deployed Resources:

e A VPC with 4 subnets (2 public and 2 private) across 2 Availability Zones
e An Internet-facing Application Load Balancer (ALB) to distribute traffic
e An Auto Scaling Group (ASG) that maintains application uptime by launching EC2

instances in multiple AZs




Architecture diagram

CIDR: 10.0.0.0/16
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Result:

ALB DNS Name: new-CBA-LB-1538971237.eu-north-1.elb.amazonaws.com pasted on
browser to give:

AWS ALB + EC2 High Availability Demo

Walch lcad balancing in aclion!

Current Instance:
Hosthame:
Private IP: 10.0.9.134

% REFRESH 6-10 TIMES  See IP change across instances!
PROOF: ALB distributes traffic for zero-downtime HA.

Lab Verification Steps

1 Access var ALB DNS (nol diteet FC2 1P)

2. Refresh pags — Traffic hits different EC2s

3 Stop 1 instante — ALB roules around it instantly
4 Scale up —+ ASG adds Inztances sutomatically

@ HA Core Principles ¥ Key Benefits % Architecture

Key Observations

e Auto Scaling Activity

o Activity history confirms successful scaling events, with new EC2 instances

initiated in response to capacity changes.



@ Ask Amazon Q () Ja)

e EC2 > AutoScaling groups ) new-CBA-ASG o &
X = [ .
¥ Network & Security ——
Secunty Groups
Elastic Py
Placement Sioips Activity history (2) ©
Koy Pairs
Q Fittar octivity histary B Fitrer by a dote and time rangs 1 ©
Netwark Interfaces
¥ Load Balancing Status v | Description v Cause
Load Balancers
Target Gr Launching a new EC2 At 2026-03-17T21:04 047 & user request created an AutoScalingGroup changing the desired
Target Groups
@ Successful nstance: i- fram O to 2. At 2026-03-17T721:04:04Z an instance was started in response to a difference bhe
Trust Stoves 0e2791b272758253¢ desired and actual capaxity, increasing the capacity from O to 2
¥ Auto Scaling Launching a new EC2 At 2026-03-17T21:04:042 3 user request created an AutoScatingGroup changing the desirec
Auto Scaling Groups @ Successtul nstance: i- from 0 to 2. Ax 2026-03-17721:04:04Z an Instance was started in response to a difference be
0193f1481dab55e58 desired and actusl capacity. increasing the capacity from O to 2
“ »

o Indicates proper ASG lifecycle execution and event-driven provisioning.

e Instance Health & Multi-AZ Distribution

o Instances across eu-west-2a and eu-west-2b are in Healthy state, confirming:

= Successful target group registration

= Passing load balancer health checks

e EC2 > AutoScaling groups > new-CBA-ASG ®
¥ Network & Security o
2 < Automatic scaling Instance management Instance refresh Activity Monitoring Tags
Security Groups
Elastic s
Placerment Group \
snces 2 clezy
Ky Pairs
Q Fiiter nstances 1
Network lnterfaces 2 : ®
v Load Balancing Instance ID A | Ufscycle @ | Instanc... ¥ | Weight,., ¥ Launch... % Avallab,,. & Health... ¢ | P
Load Balancers 1-01931481d3655e58 A  InService 13 micro - aew-CBALT & eunt-az2 @ Healthy
Target Groups
i-0e2751b2 72758253\ InService t3micro new-C8A-LT ¢ cunt-azl . @ Healthy

v Auto Scaling

Auto Scaling Groups

Instance lifecycle policy for lifecycle hooks

Controls instance behavior when an Instance transitions thrawgh its lifecycla states
Setting
Settings Ter i, hwk hand behavi
Terminate (default)

-

o Demonstrates effective multi-AZ high availability design.

e Automated Self-Healing Behaviour

o Upon instance termination, the ASG automatically:
= Detects capacity drift (actual < desired)

= Launches a replacement instance using the launch template



o Confirms implementation of self-healing, immutable infrastructure.

e Provisioning Timeline

o Replacement instances are typically launched within ~2 minutes of termination.

o Full readiness (including health checks) occurs within 3-5 minutes.

e Load Balancer Integration

o Terminating instances are marked Unhealthy and deregistered from the target

group.
e EC2 Auts Scaling groups new-CBA-ASG Q M
¥ Network & Security o .
Instances (3) @ ( Actions v )
Security Geoups
Elastic IPs Q it 1 @
cement Geoups
Instance 1D - Lifecycle @ Instanc,.. ¥ Weight.,, ¢ Launch.,, ¢ Avaitab.,. v Heatth .., v
Key Pair
Netwoek Interface 0193F1481da655¢58 2 Terminating t3.mico new-CBA-LT & eunt-az2. & Unhealthy
¥ Load Balancing 028d7dedfObeatd72 O nService 13 micro CBA-LT |  eunt-az2 @ Healthy
ad Bancers 0827911 253e A InService 13.micro CBALT |3 eunt-axl .., @ Healthy
Target Groups
. »
Trust Stores
¥ Auto Scaling Instance lifecycle policy for lifecycle hooks iu
Auta Sealing Groups Contrals instance behavior when 20 instance transitions thraugh its lifecycle states.
Ter hook abandon behavi
Terminate (default)

o Connection draining (deregistration delay) ensures in-flight requests complete

gracefully.

o Newly launched instances are registered and begin serving traffic only after

passing health checks.

e Continuous Capacity Enforcement

o ASG continuously reconciles desired vs actual state:

= As one instance terminates, another is simultaneously provisioned

o Ensures no sustained capacity degradation.



e L.‘ y Instances @ E—‘
v Images 1 Instances (5) e @ nnect ( Instance state ¥ ) ( Actions v ) Launch instances ¥
Mis
i‘-::"l.-.::‘.:;q Q Fnd Instance by attribute or tag fease-sensitiva) All states W 1 @
v Elastic Block St Name 2 v Instance 1D Instancestate ¥ | Instancetype @ | Status check Alarmstates | 2
w:s,w: a - new-CBA-app 10616 1a36cad2c1ctil @ Running Qa 3. micro @ 2/7 thecks passec View alarms +
Snapshots now-CBA-app 1-028d7dedibeatd?2 (O] od @ Q t5.micro View alarms +
Lifecycle Manager new-CBA-app 015311481 Gj Terminated @ @ t3.micro - View alarms 4 ¢
v Network & Security new-CRA-app 27911 @ Stopped @& A 13 micro - View alarms +
Security Groups new-CBA-app 01652245 7de38¢4 @ ruming @ @ 13.micro @ 3/3 checks possec  View alarms +
Elastic 1Py e L
PARCEment Srouns Select an instance B v

Key Pair

e Zero-Downtime Traffic Handling

o During browser refresh cycles, observed IP address changes confirm:
= Traffic is distributed across multiple backend instances

= The Application Load Balancer (ALB) is actively routing to healthy

targets

Current Instance: Current Instance:

Hostname: Hostname:
Private IP: 10.0.9.134 Private IP: 10.0.17.165

o Validates seamless failover and zero-downtime availability.

e Operational Visibility

o Monitoring and console updates reflect real-time lifecycle transitions:
* Launching — InService — Draining — Terminated

o Provides clear observability into scaling and health events.

Summary

The system demonstrates a resilient, self-healing Auto Scaling architecture, where instance

failures or terminations trigger automated replacement, seamless load balancer re-integration,



and uninterrupted traffic distribution-ensuring high availability and operational continuity across

the instances.

Screenshots of model setup on AWS console follow.



@ Ask Amazon Q i.‘__-] ﬂ I:_'I : ackhalm} *

cha_admin

= VPC > Your VP

3 Create VPC @ &

Create VPC i

MANVPLis an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances. Mouse ower a resource tn highlight the related resources.

VPC settings Preview
Resources to create  Info
Create onby the Y resouroe o the YPCaad ather nettorking resouices
) WPC anly | [ © P and more ] VPC show details Subnets (4)
Yrar AW virmal nrowork Subhnrts withinthes VPL

Name tag auto-generation Infa
Eniler a value for Lhe MNa T
1ans lor all resouiies

Alto-gensrate

new-CBA-vpe eu-north-1a

= value will be used Lo aulo-penerale Mame

0 new-CAA-subnat-publict-¢

new-CRA B new-CBA-subnet-private1-
IPv4 CIDR block Info eu-north-1b
Cietarmine the starting 17 and the size of your WPC using OI0R nodation
: B new-CBA-subnet-public2-¢
10.0.00/16
CIDR Lo, sioa niusl be Lalween 216 and #28, B new-CBA-subnet-private?

IPvE CIDR block Info
© Mo IPvE CIDR block
{1 Amazon-provided IPve CIDR block of [ ]

Tenancy Infa
Default v |

» Encryption settings - optional

Mumber of Availakility Zones [A25]  nfe

numberaf &Z5in

bt pr dan siehacts We recomm

» Customize AZs

Mumber of public subnets  info
The

nber of public subveets Lo add Loopaur WPC Use pebdic subnets Tar web

thal need Lo be publicly acoecsibles over e inwemsei

Mumber of private subnets  info

Thie nuenbar ol grivale subneds w agd Lo yows WPC. Use private subnes o
sere backend resourcas thal don'l need public acpess

o @ED 4

* Customize subnets CIDR blocks

NAT gateways ($) - updated  infa

MAT gateseay allrars priv

temiet frmm any a
et et print for the

i, Aadcitional changes apply,

Mone Regional - new @

(i) Introducing regional MAT gateway =
AWS now offers a multi-A7 NAT Gatoway,
eliminating the need for separate MNAT Gateways
acrozs availability zones.

MAT gatesways (3 info

Cliust niber af Availability Zeases AZ5) inwhich Lo creale NAT gilaveys

Ly
ch MAT galawey

WPC endpoints  Infa

rodpoints can halp sedisce heal
arrossing %4 deeactly fr

ustnmize this

Mane | $3Gatenay

can T



DMS options  afe
Enable DNS hostnames
Enable WS resolution

» Additional tags

Cancel

Preview code

Create VPC




e VPC > Your VPCs

Transit gateway route
tables

Transit gateway multicast

Metering policies

v Traffic Mirroring
Mirror sessions
Mirror targets

Mirror filters

Network Manager 12
Cloud WAN |2

VPC IP Address Manager
2

AWS Firewall Manager |2

vpc-0a316e7a494412173

vpc-0a316e7a494412173 / new-CBA-vpc

Details info

VPCID

[F] vpc-0a316272494412173

DNS resolution
Enabled

Main network ACL
acl-0195222eaa2062c98

IPv6 CIDR (Network border
group)

Encryption control ID

State
® Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

Block Public Access

© oF

DHCP option set
dopt-0d6ed4c9affe0f4e2

|Pv4 CIDR
10.0.0.0/16

Route 53 Resolver DNS Firewall
rule groups

DNS hostnames
Enabled

Main route table
rtb-0689a0077 1addc1df

IPv6 pool

Owner ID
I3 009850210027



Europe (Stockholm} v

2 cha_admin
6 VPC > YourVPCs > vpc-0a316e7a494412173 ® &7
Transit gateway route a
tables
Trafsit gateway rulticast Resource map info (D show all details
Metering policies
v Traffic Mirroring VPC Subnets (4) Route tables (4)
. - Your AWS virtual network Subnets within this VPC Route network traffic to res
Mirror sessions
Mirror t t B & .
HIOriArgEts new-CBA-vpc eu-north-1a new-CBA-rth-public
Mirror filters © new-CBA-subnet-public1-eu-north-1a

new-CBA-rtb-private2-eu

B new-CBA-subnet-privatel-eu-north-1a
rtb-0689a00771addc1df

Network Manager (2 th-1b
eu-north-

Cloud WAN # new-CBA-rtb-privatel-eu
ou L2 © new-CBA-subnet-public2-eu-north-1b i

VPC IP Address Manager
12 I B new-CBA-subnet-private2-eu-north-1b

AWS Firewall Manager |2



=)

e VPC » YourVPCs » wvpc-0a316e7a494412173 @ E)r_‘

Transit gateway route -
tables
Transit gateway multicast Resource map info @ show all details
Metering policies
v Traffic Mirroring Subnets (4) Route tables (4) Network Connections
2 ; Subnets within this VPC Route network traffic to resources Connections to other networ
Mirror sessions
Mipor Tagets eu-north-1a new-CBA-rth-public new-CBA-igw
Mirror filters @ new-CBA-subnet-publicl-eu-north-1a
new-CBA-rtb-private2-eu-north-1b new-CBA-nat-publicl-eu-n
new-CBA-subnet-private1-eu-north-1a
rth-0689a0077 1addc1df new-CBA-vpce-s53
Network Manager |2
eu-north-1b
Cloud WAN (2 new-CBA-rtb-private1-eu-north-1a

© new-CBA-subnet-public2-eu-north-1b
VPC IP Address Manager
2 I B new-CBA-subnet-private2-eu-north-1b

AWS Firewall Manager |2



s @

(@ Ask Amazon Q

B & & @

Europe (Stockholm) =

e VPC > Subnets

VPC dashboard <

Subnets (7) info

Last updated
2 minutes ago

Q, Find subnets by attribute or tag

AWS Global View 12
|

| Fifter by VPC v | 2

¥ Virtual private cloud
Your VPCs
Subnets

Route tables l

Internet gateways L
4 —_,

Egress-only internet
gateways

Name a |

new-CBA-subnet-private1-eu-north-1a
new-CBA-subnet-private2-eu-north-1b
new-CBA-subnet-publicl-eu-north-1a

new-CBA-subnet-public2-eu-north-1b

Select a subnet

NUED Aantinn cotc

Subnet ID

TN P e | p o

subnet-096cd4878befcfc7b

subnet-042e13797ee7a798c

subnet-0f75b1ff4b0333c7c

subnet-073c0dfc634277 5ee

subnet-D5e44a40e9e9cbbbc

poli

State

A rEE L

@ Available
@ Available
@ Available
@ Available
@ Available

v |

© (s v ) @

VPC v |

VT A A et

vpc-03fbe371162b723f8

vpc-0a316e7a494412173 | new...

vpc-0a316e7a494412173 | new...

vpe-0a316e7a494412173 | new...

vpe-02316e73494412173 | new...

8 v




@ Ask Amazon Q I:—z] ﬂ I“'I E:n;t Europe [Stackholm) »

s

= WVPLC » Subnets » subnet-073c0dfce3dli?7Ses » Edit subnet settings o ;|

Edit subnet settings ..«

Subnet
Subnet 1D Naire
[0 subnet-073c0dfea3427 7522 5] new-CBA-subnat-publict-su-north-1a

Auto-assign IP settings i

Enable s0Ws to outomatically assign a public 1Pva or 1PeG address Lo a new primary nebwork interfacn for an instance in this subnet

Enable auto-assian public IPvd address  1nfo

Resource-based name (RBN) settings i
Specify the hostname type for EC2 instances in this subnet and optional RBH DNS query settings.

|| Enable resource nams DMS A record on launch  nfe
Infa

Hostname type  Info
| RESOUFCE NAE
0 Ik name

DNS64 settings

Emable ONS64 to allow IPvE-only services in Amazon VP to communicate with IPvd-only services and networks.

Inta

Cancel Save i

Ecluuﬂs'ngll Faedhack r afe Mo & 3fF = Privacy TR




@ Ask Amazon Q I:—z] ﬂ I“'I E:n;t Europe [Stackholm) »

s

= WPL > Subnets > subnet-0Sed44a40e%efcEbbc » Edit subnet settings o ;|

Edit subnet settings ..«

Subnet
Subnet 1D Naire
[0 subneat-05e4dadnsdedcahbe 5] new-CBA-subnat-public2-eu-north-1k

Auto-assign IP settings i

Enable s0Ws to outomatically assign a public 1Pva or 1PeG address Lo a new primary nebwork interfacn for an instance in this subnet

Enable auto-assian public IPvd address  1nfo

Resource-based name (RBN) settings i
Specify the hostname type for EC2 instances in this subnet and optional RBH DNS query settings.

|| Enable resource nams DMS A record on launch  nfe
Infa

Hostname type  Info
| RESOUFCE NAE
0 Ik name

DNS64 settings

Emable ONS64 to allow IPvE-only services in Amazon VP to communicate with IPvd-only services and networks.

Inta

Cancel Save i

Ecluuﬂs'ngll Faedhack r afe Mo & 3fF = Privacy TR




ckhi L] : o ;
ckhiolrmj cha_admin

= ECZ » SecurityGroups » Createsecurity group ':D IIT

Create security group

A security group acts as 8 virtual firewsll for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Security group name nfo

new-CBA-zg

Mame cannat be editad after creation

Description info

Enabile wieb access ta LB

YPC info
vpc-0aZ16efad9441 27175 [new-CBA-vpe) v

Inbound rules i

Type life Protocol Port ramge  |nfo Source  Infw Description - optional 1nie

Infa

HTTP v A, ¥ | { Delete )

HTTPS v An... ¥ | Delete

Add rule

[ % Rules with source of 0.0.0.0/0 or /0 allow all IP addresses to scoess your instance. We recommend setting security group rules to allow access from known |P addresses only, * ]

Outbound rules v

Type Info Protocol Port ramge  Info Destination Info Description - aptional infa

Infa

All trathic L . w | | G

Add rule

Ay Rutes with destination of 000,040 o /0 alloe your instances to send traffic to amy IPe o |Pe addiess, We recommend serting security group rules to be more restrictive aned x
to only allow traffic to specific known IP addreszes.

Tags - optional

At s 3 tabel that you assign Lo 2 A5 resource, Each tag consists of 3 key and an apional value. You can use tags to search and filtor your resouces or 1rack yaur AWS costs,

No tags associabed with the resoue:

Add new tag

¥oui can add upcto S0 more tags

Cancel | Create sscurity group




= ECZ > Targetgroups

Steg 1

@ Create target group

e

» Create target group

Create target group
A target group can be made up of ane ar more targets, Your load balancer routes requests to the targets inoa targel group and performs health
checks an the targets.

Settings - immutable

Choose 2 tanget type and the load balancer and listener will route traffic to vour target. These settings can't be modified after target group

creation.”,

Target type

imdicatn what resouroe type you want to taeget. CGoly the solected resnisce type can be s

© Instances

Supparts Inad balancing toinstancas ina

L Integrate with Auta Scaling Graupsar
ELS services far antomatic management

S

tabile for: DALRS ENLES  GWLE

ferpd tn thes target group.

1 IP addresses

Suppastsload balancing to Wiand on-
premisas resnirces, Facilisates mlting to P
arkdrawies snd netwark intefaces on the
samin instance. Supperts 1P targeis.

rar: [AEEY (NIET Gwia

) Lambda functicn
Supports load betancing Lo a zsingle Lambda
function. ALE required as tiaffic sourca.

Snttabla for: ALE

Target group mame
Mame must be pnigue per Regeon p=f AWS accaount

new-CHA-tg

1 Application Load Balancer

Allaws use of statk IP addresses and
satelink with an Application Load
LB required as traffic soure

foar: LR

Accepls: g2 A-Z, 0-9, and Iy phien L Can'l begin or end

Protocal
Protoced for e

HTTFP

Fort

Pt nuribsar vl Largals receiwa ralfic Can ba overriddan [or individual Gargals daria

willi hyphen. 1-32 todal cheraclers; Counl. 10/32

e load Badancer ami Largets.

sirakion,

Hil

1-G5525

1P address type

Gy targets with the indicated I8 address type can be registered to this tanget groop,

O 1Pva

Each instance has a default network interface (etho) that
cthe ane that will ba

The instance's pimary private IPvd addre

IPyE

E s

VPC
Setecl Ue WP with the
eddiess type selacted &

Larvies Lhat wau v
are avallebie in thiz JisL

vpe-dai16e 94412773 (new-CEA-vpo)
A6

Protocol version
© HTTR

Send regu

0 Largets
salures are g

{2 gRPC

Send reguesls Lo Largels usin

Health checks

u HTTRY L. Supported whien te request protoced
Lavaitable.

ssigniad e primary private M aod
gd 10 thetarget

1 noe U registar must hizwe 30 asslgned primary IPE agdrass, This = oonfigured an the
racance’s defaple network interfaca dechil), Learn mare (%

anl Lo include in the targel group. Only ¥PCs Lhat support the IP

- ©

s Lo Largets using HTTPA 1L Supporced when Ui request protoced js HTTRSLT o HTTR/Z,

TTFZ or yRPC Ll

Create YPC &

The assedated lead balancer pericdically sends requests, per the settings below, to the registered targets to test their status,

Health check protocal

HTTR v |

Health check path
L=

Sindex bl

the default path af " to perfosm health checks an the o

or specfy a custam path if peefered

-




Up oo 1024 claraciers allowed,

* Advanced health check settings

Health check port

The port the Lead balancar usas when pesforming health checks on targets By defauly, the health check poit is the :ame as the target grovp's traffic poot. Howeva
you can specify a differeat port as a0 ovarride

O Traffic port
Cuerride

Healthy threshold

Fhe number of consecutive haalth chacks successes vaguinad before considering a0 unhealthy target haalthy
2
2-10

Unhealthy threshold
Tl

utiwe health check fai ed before wan 1o i barget unfiealidng

nuritber of oo

2

2.0

Timeout
The amourt of timea, in secanss, during which no FESMIORSS MEAns 5 feiled haalth check

5 seronds

Interval
1 abie arvesant of Liire batween health checks off

individual Largel

10 seconds
L300
Success codes

he H1TP cndes toose when checking fos a sieccessful resprnse from atarget. ¥ou can sperify multpie values {for esample ") or & range of walues (for

reampla, *200

200

Target optimizer - optional it

Use @ target control pert whaon the targel has a strict concorrency Limit

Target contral part
hr part e which thr targee comrmumictes.its cap

This walur can't ba madifiad aftar targes group o

Enter target comtrol port

walid mnge: 1-B5555

Attributes

(i) Certain default sttributes will be applied to your target group. You can view and edit them atter creating the target group.

» Tags - optional

Cansider adding tags to your target group, Tags enable you ta categonze your AWS resnurces 50 you can more 2asily manage them

Cancel




EC2 Target groups  » Creste target group

Stegr 1

Create targsat group Review and create

3 Riwiow WORLIE Lorech g canfiguration Boelfare creat ing
Sreqd - resanmenced T N 5
Registor targeos

Step 1: Target group details

Sten 3
@ Review and create
Target group details
Name Target type
new-CBA-tg Instance

2] Cloudskel

VPC
vpe-Da316e70484412175 B

IP address type
Py

Health check details

Health check protocol Health check path

HTTP Sindes.html
Timeout Healthy threshald
5 seconds )

Step 2: Register targets
Targets (0)
Instance 1D v MName

Femdhack [

Eurppe [Stackholm) »

Protocol : Port Protocol version

HTTF: 80 HTTP

Health check port Interval

traffic-port 10 secands

Unhealthy threshold Success codes

? 200

v Port - Zone v
Mo targoets added

Cancel

‘Create target group.




ECZ > Load balancers » Create Application Load Balancer o

Create Application Load Balancer i

The Application Load Balancer distributes incoming HTTR and HTTRS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based on request attributes.
When the load Balancer recsives 2 conncd ton request, iE evatuates the Ustenes rules in prionity order b determine which rule to apply, and i applicable, it sclects o target fram the tagat growp
far the rule action.

» How Application Load Balancers work

Basic configuration

Laad balancer name

Mamp mizse e unigae withm yoar AWS acenune and ran't be changed afer the Inad batancer = createsd
new-CBA-LE
& maamum af 32 alphanumerss characters mcluding hyphens are allowed, But the name mast nat begin arend with a byphen

Scheme | Info
Schame can'l be dianged aller the load balancer &= created

fnternal

Load balancer IP address type  Info
Select the front-end IP address type to assign 10 the load balancer. The WPC and subnats magped to this load bl

© 1pva

Includes vty IPed addresses

[ Dualstack

Includes Pyd g IPuG addresses,

5. Mulblic M adovazzes have an additional cost

Uit the sedected IN addrazs

WCET

- Dualstack without public [Pud
Includes o public PeG address, and private Ped god 1P address

th internet-facing locd Laloees anly.

Coaripi

Network mapping e
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

YPC | Info

The inad hakaneal la withinthe selacted 3L The selacted VIPC is alsa whare tha laad Balancer targets must be hostad nabass

rating ta Lamhbda promises tangets, oo if using WPC preting. To confirm the PG fol targets, view targer graups 3
vpc-0a316e72494412173 (new-CBA-vpe) ” @ Create VBC 13
100006

IP pools | info

saurer far yrar Inad balancars IP addresses. Create o view Pools in the Amazon PO EP Address Manager consale |2

Yol can pptinnally che canfigurs wn IP&M poal as the prefrme

_| Use IFAM pool for public IPv4 addresses

The Ak pood you choase will ba the preferrad source of public 1P addresses, If the pool Is deplated 1P sddrasses will e assigned by &S

Availability Zones and subnets | (nfo
sebecr at laast ran Auzilahility 2ones and s suhnes froe ezch yone. & lozd halancer neda will be placed in each selacted zone and will autemariczlly wosie @ racpansa o traffic. The lnad haiancer raures reaffic totargers
i tha salarted avs

fonasanly

eu-north-1a (eunt-az1)

Subnet
anly CIDR blacks correspending t the lazd o ol | o are uzed At least 8 qeaiahbla P addreszes are remmired for your Inad balzacer to scale afficently
subnet-073cidfeai4 27758 (new-CRA-subnat-publicl -au-north-1a) -

TO00.0/20

eu-north-1b (euni-az2)

Subrnat

Only CIOR blacks correspeacding to the: Lo e P aadelress Ly sl At deast & avaiable P addresses are reguired for yoor lasd balaneer to sale efficently.

| subnet-05e44a40eFeIcsbbe (new-CBA-subnet-public2-eu-nerth- 1k} = ‘
10.0.16.0/20

Security groups i

A security group is 3 ==t of firewall rules that control the tratfic to your load balancer. Select an existing security group. or you can create @ new seurity group 1.

gGraeps v @

[ new-CRA-sg (5g-0Mb2e0d46 162 7¢334) x]

Security groups

Sefect up to 5 s




Listeners and routing inm
A listener is a process that checks for connectian requests using the port and protocel you configure. The nales that you define far a listener detenmine how the load balancer routes
requasts to its registered targets.

¥ Listener HTTP:80 !l. Remave |
Protocol Fart
HTTR L 80

1-65535

Default action e

The default actian is used iF nocother rules apply. Chaase the default actan far traffic on this listener.

Routing action

[o Farward to target groups ] | () Redirect to LIRL () Return fixed respanse

Forward to target group  1nfa
i, hnese A targat group and sgecify roating weight or create targer graup LA

Targat group Waight Percent

nizw-CEA-Tg HTTF v @ 1 AOGESS
Target type: Instance, IPvd | Target stickiness Of HimT
i

+ Add target group

Yoarcan add gt 4 mare target graups

Target group stickiness | Info
Enables e load Salances Lo bind 3 user's sessioon 1o 8 specilfic Largel group. To uss slickiness Lhe chignlenusl supporl cockies, [ yow wanl Lo Lind 3 usar’s sessan 1o a spedilic Largpal, larm g
Groun attribate Stickiness.

e Targel

Turn on target group stickiness

Listener tags - optional

Lansider arkdng tags to yoar listenes. 1ags anahle youtn cacegoeira yaur BWS rasaurces 53 Wil can mers aasily manage them

Add listener tag

Wous canadd up ta 50 mane tags

Add listener

v can add up to £8 mare listeners.

¥ Load balancer tags - optional
Consider adding tags to vour lead balancer, Tags enable you to catogorize your AWS resources 5o yow can more easily manage them, The "key' is required, but "Value' is optional. For
ecample, you can have ¥ey = production-webserver, or Key = webserver, and Yalue = production.

Optimize with service integrations - optional inf

ces with this load Balancer at launch. You can 2iso add these and other servioes after youd Load Balancer is taated by reviewing the lad balancer’s

Cptimize your load batancing architecture by Integrating AWE s
“Inteqiations” tah.

Amazon CloudFront + AWS Web Application Firewall (WAF) - new ins
Optimizes: Performance, Availability, Security

| Apply application Layer aceeleration and security protections - in frort of the load balancer
autnmatically coafigures and rreares a Claudrmnt distribetion with the basic recammended 84S WEF sarunty protectinns, and assariames & to paur losd balzneer. Additianal charges apply 12

# Benefits and considerations

AWS Web Application Firewall (WAF) 1o
Diptimizes: Security

|| Apply application layer security protections - in frant of targats

rity eonfig mitom proacections. Additional charges

atian with basic recoe reiate amg of your psisting SWAF confiburations foe

waur cheiee of either o pre-defined s od A0S WAF security protecoans, or as

apply 1A

» Benefits and considerations

AWS Global Accelerator i
Optimizes: Performance, Availability




| Apply global load balancing across multiple regions

¥ relaralis in your account willh Leee global ste lic IPS Lhal acl e a Fixed @by poiod Lo your oed Balencer, [ you de ol need glabel static 1P or Lral o memagement across imalliple regions, select

. Additiorial charges apply 17

» Benefits and considerations

Review

Revlew the Load balancer confipurations and meke chanoes If neaded. after vou finlsh raviesing the configurations. chpose Create load balancer

Summary

feview and corfire wour cnnfigierations Fstimate rast [t

Basic configuration Edit Metwork mapping 1? Edit Security groups 1?7 Edit Listeners and routing Edit

Mame; new-CBA-LE VPG wpe-0a3 16070454410 21 73 N CBA- 5y HTTR.EO I_FEJ_r:.gg[:J_L_q 1 target group
Scheme: Internet-facing Public IPvd IPAM pool: - 5g-Ofb2eadnlnG2/d334

IP addrass cype: IFvd dwailakility Zones and subnets:

= ou-north-1a

subnet-073 4y e
new-CBA-subnet-publict-zu-north-1a
cu-north-1b
subnat-05ed4adlaledcthbe
new-CBA-subnet-public2-eu-north-

Service integrations Edit Tags Edit
Amazan ClovdFront + AWS Web Application Frewall (WaF):
AS AF: -

A5 Global Accelerstor: -

Attribubes

[ (i) Certain default sttributes will be zpplied to your load balsncer. You can view and edit them after creating the load balancer, ]

Creation workflow and status

» Server-side tasks and status

After completing and submitting the sbove steps, all server-side tasks and their statuses become available for monitoring,

Cancel




@ Ask Amazon Q E:] ﬂ

pe [Stackholm} *

cha_admin

ECz » Launchtemplates > Create launch template

Create launch template

Creating a leunch tem plate allows you to create a saved instance configuration that can be reused, shared and launched at a
Larer dme. Temnplates can have mulbple wersions.

Launch template name and description

Launch template name - reguined

ew=-CRA-LT

Must br unigue to thes account, Max 128 chars. Me v speal charackers Gike &' g,

Template version description

Versian 1

Mas 255 chads

Auto Scaling guidance | info

Selech e il you inlend L wse Uis cenplale with EC2 Avle Saaling
Prowide guidance to help me set up a template that | can use with EC2 Auta
Scaling

» Template tags

* Source template

Launch template contents

Specify the details of your leunch template below. Leaving & field blank will result in the field nat being inclueded in the launch

template.

¥ Application and OS Images (Amazon Machine Image) - required .0

AnAMI cantaing the aperating system, applicatian seever, and applications for your instance, IF you den't see a suitahle
AMI below, use the search fisld or choose Browse more AM|s,

Q, Search our full caialog inctuding 70008 of application and G5 images

Recents Quick Start
Amazon macs Ubuntu Windows Red Hst || SUSE Linux Q
Linus
A Broawse mare A s
WS . e : 1ncluding asis frarm
-a.__ £ ‘ ubuntu® B ricrosoft o, RedHat BNSS, Marketp :rp an
Bac SUSE tha Coarmmundy
Amazon Machine Image (AMI)
Amazon Linux 2023 kernel-6.1 AMI
armi-0a2aR IEI46E a4 T [54-0it [«86) vet-preferned [ ami-Decd 04687 Tebas 172 (54-0it (Arm), ueti b
Wirtualization: hivrn EMA enabled: true Root devee type gbs
Description

Armazan Lines 2023 (kermel-6.1) s a madem, general purpose Linuxc-based 05 that comes with 5 years of long term

suppart. itis optimized for AWS and designed to provide a secure, stable and high-performance execution environment to

develop and run your cloud applications.

Arnazon Linws 2023 AMI 20235.10.20260302.1 x86_64 HVYM kernel-6.1

Architecture Baot mode AMI 1D Fublish Date Lisername {D

Gi-bitl.. ¥ uefi-proferred ami-Jaaabib8e8Sfad?  2026-03-03 BL2-user
¥ Instance typﬂ Info | Get advice Advanced
Instance type

3 micro

Family= 12 ZvCPU B Merwry  Clrranl generadan: Lras

B 2l generations

On-Desriand Libax Hase pr

D103 USDop Howr

o &

¥ Summary

Software Image (AMI)
Amazon Linug 2023 AM1 20257100 read more

ami - Dacab3ea9dnaafad ¥

Wirtual server type (instance type)
t3.micra

Firewall {security group)
Mew security group

storage [valumes)
1 volumeds) - & Gig

Cancel  Create launch template



LTSI IO AR ITILAY, D5 PRILITE LUE Ual PEF Haur *
On-Demand Ubioneby Pro base pricing: 00943 USD per Hour Compare instance types
On-Demaind RHEL bese D0336 US0 per How
On-Demand SUSE base gricimg: 00108 USD cer Hour

Addltional costs apply Far AMIs with pre-installed software

¥ Key pair (login} o

‘You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before
woodl launch the instanoe.

Key pair name

new-CEA-Reypair v (} Create new key pair

¥ Network settings o

subnet  info

Don't include in launch template v 3 Create new subnet |12

When you spacify 3 subaet, & natwerk interface k= sptemartically added to your template
Availability Zone | 1nfo

¥ Enable additional z2ones |2
Mot appticable for EC2 Aule Saling

Firewall {security groups)  Infa

A securily growp iva sel ol lrewall roles tal central Lhae traffic Foee your iretance, Sdd rules 1o allee specilic allic tooreacl your instano,

T selact existing security group | [ © Create securivy group _]

SOOMFILY Qroup name - regquired

new-CBA-LT-sg

Thiz zacurily grovp will beadded o 2l natwork interfaces, Tha name can't e editad atter the sacusly group s ceatad. Max wengih is Z55
characters. Valid characiers: a-z, A-Z, 0-9, spaces, end ._-/ D& @Er=8, 015

Description - required  Info

Enable web sccess to LT

VPC Infa

vpc-0aZ 1687249481 2773 [new-CBA-vpe)
MDALNG

Inbound Security Group Rules

¥ ity grovg e TSR, B0, s DhlesdE 1061 70334)

Type Info Protocol  Info Part range  info
Source type  info Source | Info Description - gptional  info
Custom - | | Q@ Add CIDR, prefix (ist or security e.0. 55H for odmin desktop

[ sg-Ufb2eed61bE27d334 ){]

( Add security group rule )

¥ Advanced network configuration

¥ Storage {(volumes} e

EBS Volumes Hide details

P yolame 1 [8M1Root) ; & Gib, EBS, General purpase S50 (gp3), 3000 10PS

ARl valimes are net includad in the templata unless madified

¥ Resource tags inf

ho resource tags are currently included in this template. Add a resource tag to inclede it in the lzunch template.

Add mew tag



Yowcan add up Lo 50 more Lags.

¥ Advanced details o
l&M Instance profile | info

Don't include in launch template

Haostname type  infa

Don't include in launch template

DN5 Hostname  Infe
| Enable rezource-baszed IPvd (A record) OWS requests

| Emable resource-based IPvE (AAAS rocard) DNS requosts

Instance auto-recovery  Info

Dam't incliide in launch template

Shutdown behavior  Info

Mot appdivable for EC2 Aulw Sualing

Stap - Hibernate behavior  infa

Mt appiicable for Amazon BC2 apts sesling

Termination protection  Info

Ban't inclicde in launch template

Stop protection  Info

Don't include in launch template

Detailed CloudWatch monitoring | Info

Don't include in launch template

Credit specification  info

Don't include in launch template

Placement group | Info

Droam't include in lavnch template

EBS-optimized instance | info

Don't include in launch template

Instance bandwidth cenfiguration | info

Mam't include in facnch rompl:urc

Purchasing option | Infe
0 Don't include in launch template
() Copacity Blocks
Launch instancas for yoer achive capasity hlacks
[ Interruptible Capacity Reservations

Leunch instances for your imterrapoilie Caparity Raservations

() Spot instances
fenuest Spat Instances at tha Spot price, ceoper at tha Gr-Nemand price

i Spat issciected you will not be able to cre

Capacity reservation  iInfo

Dom't include in lasnch template v
Tenaney  Info

Dom't include im launch template v
RAM disk 1D info

Dor't include in launch template v
Kernel 1D | Info

man't include in lagsnch template ¥

(7 Create new 1AM profile

(3 Create new placement group |2

wn Autn Sealing groap that spans across multiple proicoing apssaos and instance types



Nitro Enclave | info

Dom't include in launch template .

Licemse configurations  info

on't include i launch remplate v 6

CPU options - update  Info

Configure TFUs for your instance 1o oplmize pesformance and save o0 Licanzing costs
© Use default CPU opticns
Spicily CPU options

Default active vCPUs Total vCPLS
2 2

Nested virtualizatlon  infa
Mesran virraalization iz nar glle/ e rtedd wirh the salestard instanca TpR

Metadata accessible  info

Enabled v

Metadata IPvE endpoint | 1nio

Don't include in lawnch template v

Metadata version  Info

¥2 only ftoken requined) v

& For V2 reguests, you must inclisde a session token Inall Instanee
metadata requests. Applications or agents that use VW1 for instance
metadata access will break.

Metadata response hop limit ~ Info
2

Allow tags in metadata  info

Dan't include in launch template v

User data - optianal | infa

Uplasd a file with your ser data or enzer e inthe feld

T Choose file

#ifhin/bash
# Switch to root ussr '
sl 2y
# Fetch IMDSv2 Token
TOKEM=F{cwer -X PUT "hetp://160.254.169.254 Matest/api/token” -H "X-
aws-ec-metadata-token-til-seconcds: 276007
# Retricve instance motadata using IMDSw2
PRIVATE_IP=$[curl -H "¥-aws-ec2-metadata-token: $TOKEN" -5
httpe/f169.254. 160, 254/ latest /mera-dats local-ipvd)
HOSTHAME=4(curl -H "¥-aws-cr2-metadata-token: $TOKEN" -=
It f A1 RD.E54. 150, 254 atest fmeta-data/hostnama]
v

# Update and install &pache (httpd)

&

| Uszer data has already been basefd encoded

[E‘ Cloudshed Feedhack e Mohile App



= L# 3] 3 Europe (Stockholm) »

e ECZ > Launch templates > new-CBA-LT ® B2
¥ Network & Security - Launch template ID Launch template name Default version Owner
Security Groups I 1t-049763a251594e63f 0 new-CBA-LT ! [0 arn:aws:iam=00985021002
7wuserfcba_admin
Elastic IPs
Placement Groups i .
Details Versions Template tags
Key Pairs
Network Interfaces
. Launch template version details ( Actions ¥ ) ( Delete template version )
¥ Load Balancing
Load Balancers Version Description Date created Created by
6y Version 1 [ 2026-03-17T20:47:02.000 0 : :iam:z00985021002
Target Groups 1 (Default) v L version O O] armaws fam:
Z 7:userfeba_admin
Trust Stores ‘ . .
Instance details Storage Resource tags Network interfaces Advanced details
¥ Auto Scaling
Auto Scaling Groups AMI ID Instance type Availability Zone Availability Zone Id
0 ami-0aaa636894689fad7 0 t3.micro - -
Key pair name Security groups Security group I1Ds

i
settings 0 new-CBA-keypair 5 I3 sg-0120b2b220dde1922



= Ask Amazon Q

8 &

per [Stackholmp *

cha_admin

Stap 7

@ Choose launch template

Srap 2

Cheose instancy Laun

Stap 3 - oationd|

Integrate with other services

Slepd - opdioniol
Configure growp size and scaling

Srep 5 - ppdional

Add notifications

hoap k- opdianal

add tags

Stap 7

Riview

Faedback

ECZ » Auto Scaling groups »  Create Auto Scaling group

Choose launch template

specify o launch template that contains seek riggs commimon bo all EC2 instances that are launchod b‘y this Auto Scal ng graup

Mame

Auto Scaling group mame
Lily Lhe group.

Crilir o fiene Lo

o R

new-CRA-AS0G

Must be unicure te thic acoaunt in the e

Launch template i

n 255 chararters.

(D) Foraccounts created after May 37, 2023, the EC2 console anly supports creating Auta Sealing groups with launch templates,
Creating Aucn Scaling graups with launch configurations is not recommended bt still available via the CLE and AP uneil

December 31, 2023,

Launch template

Dhooss 2 leunch tenplate thel cantaing tha instance-tevel seclings, sich as the Aanazon Maching inege AMIL instanca Lype, key

new-CRA-LT

Create a launch template (2

Version

Default (1) L4
Create a-lsunch template

Description
Viersian 1

AMI D
ami-Oaaak3eE94680fa47

Key pair name
new-LBa-keypair

Additional details

Storage (volumes)

©

version (2

Launch template
new-COA-LT 1A
=049 7632251 504e63F

Security groups

Security group DS
59-0120b26220dde1922 |

Date created

Tue Mar 17 2026 224702
GMT+HI20] [Eastern European
Standard Tims)

i, and seturity grous.

v @

Instance type
tEmicra

Request Spot Instances
Mo

Cancel  Next i

Termis Caok




@ Ask Amazon Q I:—z] ﬂ i ckholm}

= EC2 » huteScaling groups »  Create Auto Scaling group o
Stap 7 i e
@ Choase launch tamplace Choose instance launch options .«

5 Chioase the VPC netwark emdronmoent. that veur instances are launchoed into, and custamize the instance types and purchase optionsg,
Srap

@ Chaose Instance launch aptlons

Instance type requirements infa ( Override launch template :}

5iap 3 - optianal
@ Integrate with other services You can keep the 5
template by spe

ne instance attributes ar instance type from your launch template, ar you can choose to averrlde the faunch
ng different instance attributes or manuzlly adding instance types.

Slep 4 - opdioil

@ Configure group size and szaling Launch templata Wersion Description
niove-CRALT (A Diefailt Worsion 1
Step 5 - option 1t-049 7533251594 6037
& Addnotifications
Instance type
atap b - il 3 muicre
@ add tags
Stap 7
& Review MNetwork o

Far mast applications, you can use multiple Svallability Zones and let EC2 Auta Scaling balance your instances across the zones. The
default WPC and default subnets are suitable far getting started quickly.

VPC

Chnasa the VRO that defines the virtial netwark for yoor Auta Sealog groop
vpr-0a316e7a494412173 (new-CBA-vpo) v @
10.0.0.0/18

Createa WPC 1Y

Availability Zenes and subnets

Defing which vallability Zones and subnets your AUTS SCaling Group can use in the chosen yPo

Selact Avaliahility Zones and subnets " @

cnt-227 fev-north:12) | subnret-073c0dfoa3£27 7500 b4
{new-CHBA-zubnet-publicl -eu-north-1a)
10.0.00¢20

cunT-azd {eu-north- 1) | subnet-05pddadle9eScthbe -
{new-CBA-zubnet-public2-eu-north-1b}
10.0.06.0/20

Croate a subinet ¢

Auailability Zone distribution - mew
sute scaling automatically halaaces instances across Avallabilivy Zoaes If launch failures occwr in 3 2one, selact a stra

© Balanced best effort
I Laict
aunck

Balancad only
 Zone; Aulo SCaling willaltempl W I Lav b Jail i
W Zane atimnpl e

alanced distriution

e unbealtl

Cancel ( Skip to review ) (: Previous :) Hext ]




@ Ask Amazon Q i.‘__-] (Z) E Stackholm) *

cha_adm

= EC2 » hutoScaling groups »  Create Auto Sealing group o
Stop J = z
@ Choose launch templace Integrate Wlﬂ"l uther services - Optimt Infix

Use a lead balancer te distribute network braffic across rmultiple seevers, Enable service-bo-sorvice communications with WP Lattice, Shifi

hrap 2 i a £ v Pl 2 5
R resources away from impaired Availabilicy 2ones with zonal shift. You can also customize health check replacements and monitonng.

@ Choose instance Laynch aptions

Stap 3 - optional

Load balancing s
@ Integrate with other services - i

Us= the options below to attach your Auto Scaling group to an existing load kalancer, or to a new load balancer that you define.

Slap 4 - ool . .
Pl ; Select Load balancing options
@ Configure growp size and scaling
Na load balancer © Attach to an existing load halance (. Attach to a new load balancer
Step 5 - opationiol Ehauss car axisling load balancers, Quickly 2 Garsdc koad batare
. Add notifications altach L ur Aull Faling yroug

htap k- opdanal

@ Aid tags Attach to an existing load balancer
5tEp 7 Select the load Balancers to attach
Roview .
b © choose from your lozd balamcer target groups _+ Choose from Classic Load Balancers
This option allows you to attach Application, Network, o Galevway

Load Balancers

Existing load balancer target groups

ily instance Largel goups that belong Lo e same YPC as your Auto Scaling group are available lor setection,

falgct torgal grouns v @

[ new-CBA-tg | HTTP x

Epplication Losd 8alancer: new-CRA-LE

VPC Lattice integration options i
To improve networking capabélicies and scalahilicy, integrate your Auta Scaling group with VPC Lattice. WPC Lattice facilitates
communications between AWS services and helps you connect and mansge your applications across compute services in AWS.

Select VPC Lattice service to attach

O Mo WPC Lattice service " Attach to WP Lattice service
WP Lallice will nob masage your Sl Scaking group’s neleork TibonEny raguas s assouiabed with specili
agiess and coread ol oLl services, L D roubed Lo vour Aulo 50

WP Latdice Largel
4 L

Croate new YPC Lattice service (8

Application Recovery Controller (ARC) zonal shift - new i

During an Availahility Zone impairment, target instance launches towards other healthy Availabilicy Zones.

| Emable zonal shift

Mew instane lounches vl b

el Lowrardds leatlin fuailability Zooes until Uhe sonel 00l is vancel=d

Health checks
Hezalth checks increass availability by replacing unhealthy instances, When you use multiple health checks, all are evaluated, and if at
least one fails, instance replacement ooours.

ECZ health checks
(1) Always enabled

Additional health check types - optional = Into

Turn on Elastic Load Balancing health checks
Elastic i Balancing monitors whathes Instances are availabls to handls requests. Whan It reports an unhesithy instance, EC
It an itz next penadic check

Jto Scalig

(D) ECZ Auto Scaling will start to detect and act on health checks porformed by Elastic Laad Balancing. To aveid x
unexpecied terminations, first verify the settings of these health checks in the Load Balancer consols (A

| Turn an Amazon EBS health checks
EES miordtoes whather an instance's root wolume or attach
Inetanca on its next parlodic hegith check

ume stalls, When it repoits en unhealthy waleme, ECE Ao Scaling can réplaca the

Health check grace period | inio
This tima pecisd dalzvs tha first healsh checl entll waor instances finish ininalizing, it doasa's gravent an Instance fram terminating whean pla
uAning stase

4 ints 3 non-

Inn | ezrmmde



Cancel ( Skip to review )( Previous } Illmt




@ Ask Amazon Q IE_]

= EC2 » hutoScaling groups »  Create Auto Sealing group o
Stop 7
@ Chonse launch template Configure group size and scaling - optional i+

N Define your group's desiced capacity and sealing limits. You can aptionally add autamatic scaling to adjust the size af your group
aTaR

@ Choose instance Laynch aptions

Group size inf

Stap 3 - opdional : 3 . ’ o
Let the initial size of the Auto Scaling group. After creating che group, you can change its size to meet demaind, either manually or by

@ Integrate with other services : 5 i
using automatic scaling.

Slap - opdioviol

] P ] Desired caparcity type
@ Configure group size and scaling .

the unit of measurement for the d
anre gttrlbutas

o capacity yales, wIrls and MemorylGiE} are anly supported for mized instances graups configured with 3 set

AT AN
Step 5 - opdiool
& Addnotificationz

htap k- opdanal Desiredd Cﬂpﬂ(ltf
@ add tags Sperify your groog size
Swp 7 2
@ Foview

Scaling s

FOu €N resize your Aute Soaling greu manually or automatically to meet changes in demand,

Sealing Limits

Set limies s bevee much yon

Min desired capacity Max desired capacity
2 2
Eyual or less Lhan desired capacity Eyguat wr wreeler Ui desired
Lapacidy

Avtomatic scaling - optional

Choose whether to use a target tracking policy  info
ir-bas

¥ can sat up other me 1g policies ai

3 weheduled waling after creating your Aoea Scaling group.

0 Mo szaling palicics [ Targel tracking scaling policy
utn Scaling gropp will remain st its mital size and will oot fhansa a Clmed'Wanch mntric and target vak
15t the dn

Wi

fynamicsily rosize o meet demand palicy

Instance maintenance policy
Cantral your Auta Scaling group's availability during instance replacement events, This includes health chocks, Instance rofroshes,
maximum instance lifetime features and avents that happen automatically to keep your group balanced, called rebalancing svents.

Choose a replacement behavior depending on your availability requirements

B’ £
ritize availabilily
1 Launch bofore 0 Terminate and launch (0 Custom behavior
terminating Irrminare and lzimeh Set ristamm valies far the

nsk i aied thrszmre time:

Llsars.

Elows you Lo g above
red capacity by &
qglesn percentags and may
tamporsrily increass costs

availabilily,

Additional capacity settings
Caparcity Reservation preference  info
Sedect whiether you w2nt Auto SCalirg 1o Launo st

0 Default

fulo Svaliog uses the Capacity Reservation pref

12 30 existing Cagatily Reseivalion of Cap ¥ BEzervdticd rasduice qroug

erice Trarn your leunch Lemplata,

ces will nok bie leariched indo o Caps

| Capacity Beservations only

ceen will anly be lundched inle a Capacity Re aif b lanch,

I i, I aapacit

| Capacity Heservations first

e will atlempt ta L

arrces wll e in Or

First. tF capa £ capacity.

acity Reson

Additional settings

Instance scale-in protection

a e L B P o - I W £ D e e S N e S L T S N e i
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| Enable instance zcale-in protection

Monitoring  info
Enable group metrics collection within CloudWatch

Default instance warmup | info
Thie amaunt ol e Ul CleodWalclymelrivs [or
aliable yet

| Emable default instance warnmup

rakaices dorol coplribusle 4o U grings's aggragabed instavos: melnics, as Lheie usage dats @ now

Auta Scaling group deletion protection = mew  nfo

g oroup can b delened

iqure o this uto S
© Mone [defzult)
The Bl Scallivg group can be daleted,
Prevent force delation

Tz fealo Scallieg group cannol be force daleled,
detached o leeminated, and all wa

Prevent all dzlation
The Aulo Scalig group cannol be deleted,

Cancel ( Skip to review )(_ Previous ) HNext :




EC2

@ Ask Amazon Q I:—z] i ckholm}

 huto Scaling groups » Create Auto Sealing group o
Stop =
Chonse launch templace Add tﬂgs - ﬂptﬂ'ﬂﬂﬂ{ Infa

Add tags to help you search, filter, and track your Auto Scaling group across AWS, You can alse choose to autematically add these tags to

Srap 2
instancas when they are launched.

Cheose instance Laynch aptions

Stap 3 - optional

() You can optionally choose to add tags to instances {and their attached EBS volumes) by specifying tags in your launch x
Integrate with other services templabe, We recamimend caution, hawever, becaise the tag values For instances from your launch template will be

e i owverridden if there are any duplicate keys spacified for the Auto Scaling group.
Slepd - ol

Configure growp size and scaling

Step 5 - opdionol Taas (1
Add notifications g [ "'
Key Walue - sptional Tag new instances
Soapb - mpdnanal
Add tags Mame neve-CBA-app

Riview




(= Ask Amiazon Q = fal

= EC2 » hutoScaling groups »  Create Auto Sealing group o
Stop s
@ Choose launch templace REVIE’W Info
hrap 2
@ Cheose instance launch aptions Step 1: Choose launch template
Stap 3 - optional

Group details

@ Integrate with other services

Auta Scaling group name

IR I new-CEA-ASG

@ Configure growp size and scaling

Step 5 - opdiorol Launch template
& Addnotifications Launch template Version Description
new-CBA-LT 12 Default Yersion 1

Stap k- mpdnonal

1t-049 7063325 159406057

@ add tags
Swap 7
@ Review Step 2: Choose instance launch eptions
Metwork
VPC

vpe-Da3 1607454471 2173 (D

Availability Zones and subnets

Availabiliey Zone Subret subnet CIDR range
eunl-azl {eu-north-1a) subnet-073c0dfce3427 7522 |2 10.0.0.0/20
eunl-az2 (eu-narth-1k) subnet-Dheddadleledetbbe 12 10.0.76.0/20

Auailability Zone distribution
Balanced best effort

Instance type requirements

This Auto Scaling group will adhere to the launch template.

Step 3: Integrate with other services

Load balancing

Load balancer 1

Name Type Target group
new-CEA-LE & Application/HTTR mew-CBA-tg LY

VPC Lattice integration options

WPC Lattice tanget groups

Application Recovery Controller (ARC) zonal shift

ARC zonal shift
Dizzhlad

Health checks

Health check type Health check grace perlod
ECZ ELE 200 secands

Step 4: Configure group size and scaling policies

Group size



Vesired capacity Uesired capacity type

z Units (number of instances)
Scaling

Minimum desired capacity Maximum desired capacity
2 3

Target tracking policy

Instance maintenance policy

Replacement behavior Min healthy percentage Max healthy percentage
Mo pelicy

Additional settings

Instance scale-in protection Monitoring Default instance warmup
Disalded Enataled Disabled

Auto Scaling group deletion protection
Mane {default)

Capacity Reservation preference

Praference Capacity Reservatlon 1Ds Rezaurce Groups
Default > -

Step 5: Add notifications

Motifications

Ha notifications

Step 6: Add tags
Tags (1)
Koy Value Tag mew instances
Mame naw-LEA-app Weg
G Preview code Cancel . Create Aute Sealing group

el Feedback [ oo




@ Ask Amazon Q I:—z] ﬂ Europe [Stackhalm} *

cha_admin

= ECZ }» AutoScaling groups > new-CBA-ASG @ &

new-CBA-ASG

new-CBA-ASG Capacity overview

[0 armawsautescalingeu-north- 1009850210027 autoSca linaGroupiceecs b4 -Be99-4de6-8508-842 1d 5087 328:sutoStaling Grou pName/new-CBA-ASG

Desired capacity Scaling limits Desired capacity type Status
2 2-2 Units (number of instances)
Date created

Tue Mar 17 2026 23:04:04 GMT+0200 (Eastern European Standard Time)

Details Integrations Automatic scaling Instance management Instance refresh Activity Monitoring Tags

Launch template

Launch template AMIID Instance type Orwnar

IEI I1-049763325 1594063 I_U Ami-0aaaG 3694589 47 taamicen AT Am s DISER02 1003 P-userfeha_ad
min

- CHA-LT

Version Security groups Sucurity group IDs Create time

Diafault - 10 s4-01206202 20dde 1622 Tua Mar 17 2026 22:47:02 GMT0200
(Eastern European Standard Time]

Deseription Storage (valumes) Key pair name Request Spot Instances

Version 1 - new-CRA-keypair Mo

View details in the launch template console

Network
Availability Zones Subnet ID Availablility Zome diseribution
eur’l-azl leu-norch-1a) '_D subnet-073e0dftE 3427 75 Balanced best effort

cunl-az2 (eu-north-Th)
[0 subnet-05eddadtededcthbe

Instance type requirements

Your Auto Scaling group adheres to the launch template for purchaze option and instance type.

Health checks

Health check type Health check grace period
ECZ, ELE 200

Instance maintenance policy

Replacement behavior Min healthy percentage Max healthy percentage
Na policy

Capacity Reservation preference

Preference Capacity Reservation IDs Resource Groups

Default - .

Advanced configurations Ed
Instance seale-in pratectlan Termination policies Maximum instance lifetime service-linked rele

Mat protected from scale in Defaulc - I arnawsiami0UEE502 1002 7:rale/aws-

sarvice-rolefautosce ling.amazonaws.comy
AW SseniceRoleForutascaling

- N - TR - s W B



FLALETIEIIL Y1y DULSPIEIILEU LSS LA L LI LI CULL BIRSLA AL Wil | U

300 Disabled

Auto Scaling group deletion protection
Mane (default)




(3 Ask Amazon Q Q @ 8 Europe (Stockholm) »

cha_admin
e EC2Z > Auto Scaling groups > new-CBA-ASG ® B
. wiEgle nuurredoonn -
¥ Network & Security * il 7
Security Groups
Elastic IPs
Placement Groups Activity history (2) @
Key Pairs
Q. Filter octivity history | B Filter by a date and time range 1 @
Network Interfaces
¥ Load Balancing Status v Description v Cause
Load Balancers
ferigiCise Launching a new EC2 At 2026-03-17T721:04:04Z a user request created an AutoScalingGroup changing the desired
g a @ Successful instance: i- from O to 2. At 2026-03-17T21:04:04Z an instance was started in response to a difference be
Trust Stores 0e2791b27275f253e desired and actual capacity, increasing the capacity from 0 to 2.
¥ Auto Scaling Launching a new EC2 At 2026-03-17T21:04:04Z a user request created an AutoScalingGroup changing the desired
Auto Scaling Groups ©@ Successful instance: i- from O to 2. At 2026-03-17T21:04:042 an instance was started in response to a difference be
0193f1481da655e58 desired and actual capacity, increasing the capacity from 0 to 2.
e.____________________________ ] E
Settings




¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces

¥ Load Balancing
Load Balancers

Target Groups

Trust Stores

¥ Auto Scaling

Auto Scaling Groups

Settings

—T
e EC2 > Auto Scaling groups

'y

cha_admin

new-CBA-ASG o &6
< Automatic scaling Instance management Instance refresh Activity Monitoring Tags >
p— ®
" Q Filter instances | 1 @
Instance ID a4 | Lifecycle ¥ | Instanc.. v | Weight... v | Launch.. v | Availab.. ¥ | Health.. ¢ | P
i-0193f1481daG55e58. .2 InService t3.micro - new-CBA-LT & eunl-az2 ... @ Healthy
i-0e2791b27275f253%¢. \2 InService t3.micro - new-CBA-LT & eunl-azl... @ Healthy
4 b

Manage policy

Instance lifecycle policy for lifecycle hooks info

Cantrols instance behavior when an instance transitions through its lifecycle states.

Termination hook abandon behavior
Terminate (default)



EC2

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests

Savinas Plans

e ECZ > Instances

Instances (2) info

Q. Find Instance by attribute or tag (case-sensitive)

Name £ v | Instance ID
new-CBA-app i-0193f1481dab55e58
new-CBA-app i-0e2791b27275f253%e

4 S —

Select an instance

| Instance state v | Instance type ¥ | Status check

@ Running @ @, t3.micro
@ Running @ @ t3.micro

@ Connect ( Instance state V) ( Actions ¥ ) _Mm

| | Allstates w | 1
| Alarm status | Availabi
@ 3/3 checks passec  View alarms + eu-nortt

(@ 3/3 checks passec  View alarms + eu-north
»



Q @ @ Europe (Stockholm) »

e ECZ » Instances

a . o a

EC2 < Instances (3) info © Connect ( Instance state ¥ ) ( Actions ¥ ) - l.ameh

| Q, Find Instance by attribute or tag (case-sensitive) All states w |
Dashboard :
AWS Global View (2 | Name £ v | Instance ID | Instance state ¥ | Instance type ¥ | Status check | Alarm status | 3
Events | new-CBA-app i-028d7dedfObcafd72 @ Pending & Q@ t3.micro @) Initializing View alarms + e

an— | new-CBA-app i-0193f1481da655e58 @ Shutting-d... & € t3.micro - View alarms 4+ ¢

e | new-CBA-app i-0e2791b272757253e @ Running @ Q t3.micro ® 2/3 checks passec  View alarms + €

. ] »
Instance Types
Launch Templates
Spot Requests Select an instance @ v

Savings Plans



€=

4

Network & Security

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces
Load Balancing
Load Balancers
Target Groups

Trust Stores

Auto Scaling

Auto Scaling Groups

Settings

Auto Scaling groups  » new-CBA-ASG

Instances (3)

Q, Filter instances

Instance ID

i-0193f1481da655e58 |2

i-028d7dedfObcafd72 12

i-0e2791b27275f253¢e 12

a |

Lifecycle v |
Terminating
InService

InService

Instanc...

t3.micro

t3.micro

t3.micro

v |

Weight... v |

Launch... v |

new-CBA-LT 12
new-CBA-LT 12

new-CBA-LT 12

Availab... v |
eunl-az2 ...
eunl-az2 ...

eunl-azl ...

Instance lifecycle policy for lifecycle hooks info

Controls instance behavior when an instance transitions through its lifecycle states.

Terminate (default)

Termination hook abandon behavior

Health... ¥ |
&\ Unhealthy..
@ Healthy

® Healthy

Manage policy



2 L 0

e EC2 > Instances

EC2

Dashboard
AWS Global View |2

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New

Instances (2/3) info

Q, Find Instance by attribute or tag (case-sensitive)

© ( Connect ) ( Instance state ¥ ) ( Actions ¥ ) {<

Instancestate ¥ | Instance type

All states w

v | Status check |

Alarm status

@ 3/3 checks passec

View alarms +

View alarms +

B Namep v | Instance ID
( new-CBA-app i-028d7dedfobcafd72
new-CBA-app i-0193f1481da655e58
[ new-CBA-app i-0e2791b27275f253¢

@ Running @& @ t3.micro
@anminatﬁ'd@ Q  t3.micro
@ Running @ @ t3.micro

@ 3/3 checks passec

View alarms +

4 EEE—

2 instances selected

Monitoring

(P Alarm recommendations ©

| 3h 1d

( Configure CloudWatch agent )

Tw 1h || UTC timezone ¥ (Ol v) ( @ Explore related ) :




=] w7 HH

e EC2 » Instances

cha_admin

ry L
EC2 < Instances (2/3) info @ Connect ( Instance state V) ( Actions v_) [
G | @, Find Instance by attribute or tag (case-sensitive) | All states
ashboar
AWS Global View (2 B Nameyp v | Instance 1D | Instancestate ¥ | |Instancetype ¥ | Statuscheck | Alarmstatus | 2
Events [ new-CBA-app i-028d7dedfObcafd72 @ stopping @ @ t3.micro @ 3/3 checks passec  View alarms + €
v Instances Bl new-CBA-app i-0193f1481da655e58 (© Terminated @ Q t3.mico - View alarms + e

Instances [ new-CBA-app i-0e2791b27275253e @® stopping @ & t3.micro @ 3/3 checks passec  View alarms + e

———————————————
Instance Types b 4
Launch Templates =
Spot Requests 2 instances selected 8 v
Savings Plans

Monitoring

Reserved Instances




e EC2 > Instances @ G2
-~

v Images - —
9 Instances (5) info @ Connect Clnstance state v_) ( Actions v) m
AMls i
AMI Catalog Q, Find instance by attribute or tag (caose-sensitive) All states w 1 &
. ] Name 2 v | Instance ID | Instance state v | Instance type ¢ | Status check | Alarm status | 2
¥ Elastic Block Store =
Viurmes [ new-CBA-app i-06f61a36cad2ccfa ® Running & @ t3.micro @ 2/2 checks passec  Viewalarms + ¢
Snapshots [} new-CBA-app i-028d7dedfOhbcafd72 (O stopped @ Q t3.micro - View alarms 4+ €
Lifecycle Manager [ new-CBA-app i-0193f1481da655e58 @ Terminated @ @  t3.micro - View alarms 4+ e
v Network & Security (] new-CBA-app i-0e2791b27275f253e (® stopped @ Q t3.micro - View alarms + ¢
Security Groups [l new-CBA-app i-016522d5cf7de38c4 @ Running @ Q@ t3.micro @ 3/3 checks passec  View alarms + e
Elastic IPs x »
Pecement Groups Select an instance & v

Key Pairs



e EC2 > Targetgroups > new-CBA-tg

[

v Network & Secarity Targets Monitoring Health checks Attributes Tags

Security Groups

Elastic IPs

Pl Gl Registered targets (3) o (® Anomaly mitigation: Not applicable © Deregister
Target groups route requests to individual registered targets using the protocol and port number specified. Health checks are performed on all
registered targets according to the target group's health check settings. Anomaly detection is automatically applied to HTTR/HTTPS target groups
Network Interfaces with at least 3 healthy targets.

Key Pairs

¥ Load Balancing | Q Filter targets | 1 @
Load Balancers
Instance ID v |Name v | Port v | Zone v | Healthstatus v | Health status details
Target Groups
Trust Stores = i-06f61a36cad2cicf8 new-CBA-app 80 eu-north-1b (e... ) Healthy =
¥ Auto Scaling "] i-016522d5cf7de38c4 new-CBA-app 80 eu-north-1a (e... @ Healthy -

Auto Scaling Groups o
i-028d7dedfObcafd72 new-CBA-app 80 eu-north-1b (e... () Draining Target deregistration i..



cba_admin

e EC2 > Targetgroups » new-CBA-tg g
- Select values in this table to see corresponding filters applied to the Registered targets table below
EC2 <
Dashboard Targets Monitoring Health checks Attributes Tags

AWS Global View 2

Events r— 2
Registered targets (2) i ® Anomaly mitigation: Not applicable @ Deregister

Vv Instances Target groups route requests to individual registered targets using the protocol and port number specified. Health checks are performed on all
Instances registered targets according to the target group's health check settings. Anomaly detection is automatically applied to HTTP/HTTPS target groups

ith at least 3 healthy t ts.
e Ty with at leas ealthy targets

Launch Templates | Q, Filter targets 1 0
Spot Requests

P a Instance ID v | Name v | Port v | Zone v | Healthstatus ¥ | Health status det:
Savings Plans

Resarved [nstances i-06f61a36cad2clcfd new-CBA-app 80 eu-north-1b (e... @ Healthy -

Dedicated Hosts | i-016522d5cf7de38ca new-CBA-app 80 eu-north-1a (e... @ Healthy s



e EC2 » Load balancers

Volumes
Snapshots

Lifecycle Manager

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores

¥ Auto Scaling

Auto Scaling Groups

Network & Security

> new-CBA-LB

Ly

new-CBA-LB

v Details

Load balancer type
Application

Scheme
Internet-facing

Load balancer ARN

Status
@) Active

Hosted zone
Z23TAZBLKFMNIO

[0 arn:aws:elasticloadbalancing:eu-north-1:009850210027:loadbala
ncerfapp/new-CBA-LB/5e212c45ffea9b0c

VPC
vpe-0a316672494412173 |2

Availability Zones

subnet-
073c0dfc6342775¢ee |1 eu-
north-1a (eunl-az1)

subnet-
05e44340e9eSctbbe | eu-
north-1b (eun1-az2)

DNS name Info

ba_admin

Load balancer IP address type
1Pv4

Date created
March 17, 2026, 22:25
(UTC+02:00)

[0 new-CBA-LB-1538971237.cu-north-1.elb.amazonaws.com (A Rec

ord)



AWS ALB + EC2 High Availability Demo

Watch load balancing in actien!

Current Instance:
Hostname:
Private IP: 10.0.9.134

S REFRESH 5-10 TIMES — See IP change across instances!
PROOF: ALB distributes traffic for zero-downtime HA.

Lab Verification Steps

1. Accass via ALB DNS {not direct EC2 |P)

2. Refresh page — Traffic hits different EC2s

3. Btop 1 instance — ALB routes around it instantly
4. Scale up — ASE adds instances automatically

@ HA Core Principles ¥ Key Benefits % Architecture

= Mulli-AZ Deployment « 59.89% Uplime SLA ALB — Target Group — ECZ2 ASG {2+ AZS)
= Load Balancing (ALB) = Zero Manual Failover Health checks ansure only healthy instances
« Health Checks & Failover « Auto Scale on Demand sanve traffic.fweb: 1][web:11]

+ Auto Scaling Groups + Fault-Tolerant Architecture

# Pro Tips

= Usa sticky sessions for stateful apps
« Enable access logs for monitoring
« Pair with RDS Multi-AZ

& 2026 Cloudboosta Training Lab | Multi-AZ ALE Dema




Current Instance:

Hostname:
Private IP: 10.0.9.134




Current Instance:

Hosthame:
Private IP: 10.0.17.165




AWS ALB + EC2 High Availability Demo

Watch load balancing in action!

Current Instance:
Hostname:
Private IP: 10.0.9.134

S REFRESH 5-10 TIMES — See IP change across instances!
PROOF: ALB distributes traffic for zero-downtime HA.

Lab Verification Steps

1. Access via ALB DNS (not direct EC2 [P)

2. Refresh page — Traffic hits different EC2s

3. Slop 1 instance — ALB routes around it instantly
4. Scale up — ASG adds instances automatically

@ HA Core Principles Key Benefits ¥ Architecture




