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Tasks: 

1. Design VPC with subnets and routing 

2. Configure secure security group rules 

3. Deploy web tier using EC2 Apache 

4. Provision private EC2 instances for app 

5. Deploy private RDS MySQL database 

6. Configure application load balancer traffic distribution 

7. Implement auto scaling for high availability 

 

Goal: 

To build a secure, scalable, highly available 3-tier AWS architecture 

 



 

Result:  

 

DNS name of frontend ELB: cba-task-frontend-elb-197632279.eu-west-1.elb.amazonaws.com  

 

http://cba-task-frontend-elb-197632279.eu-west-1.elb.amazonaws.com/


3-Tier-Architecture Diagram 



 



Architecture Description (3-Tier AWS Design) 

The solution defines a traditional 3-tier web architecture on AWS, designed to deliver high 

availability, scalability, and secure data handling through strict network segmentation and 

controlled communication between tiers. 

The architecture is deployed within a custom VPC configured with the CIDR block 10.0.0.0/16, 

providing a logically isolated address space for all public and private subnet allocations across 

the three-tier design.  

 

The architecture deploys 2 NAT Gateways, one per Availability Zone, ensuring zone-local 

outbound traffic, improved fault tolerance, and elimination of cross-AZ dependencies. 

A single Internet Gateway (IGW) is attached to the VPC to provide centralised internet access 

for all public subnets. 

 

Subnet CIDR allocation table, for a 3-tier architecture in eu-west-1 (Ireland): 

 

Subnet CIDR Allocation Plan (VPC Design) 

Tier 

Subnet 

Name 

Availability 

Zone CIDR Block 

Subnet 

Type Purpose 

Web / 

Public 

Public 

Subnet A 

eu-west-1a 10.0.0.0/20 Public Hosts ALB and Web Tier 

entry point 

Web / 

Public 

Public 

Subnet B 

eu-west-1b 10.0.16.0/20 Public High availability for ALB 

and web access 

App Tier App 

Subnet A 

eu-west-1a 10.0.48.0/20 Private Hosts application (business 

logic) servers 

App Tier App 

Subnet B 

eu-west-1b 10.0.64.0/20 Private Redundant app layer across 

AZs 

Data Tier DB 

Subnet A 

eu-west-1a 10.0.96.0/20 Private Hosts RDS 

primary/standby 

Data Tier DB 

Subnet B 

eu-west-1b 10.0.112.0/20 Private Database high availability 

and failover 



 

 

1. VPC Foundation 

The architecture is deployed within a custom Virtual Private Cloud (VPC), structured to separate 

public-facing and internal resources.  

Subnet Strategy 

• 2 Public Subnets 

o Host internet-facing components (incl., elastic load balancer (ELB) and 2 web tier 

EC2 instances) 

• 4 Private Subnets 

o 2 dedicated to the application tier 

o 2 dedicated to the data tier (RDS) 

This design ensures logical isolation between tiers while maintaining high availability across 

multiple Availability Zones. 

Internet & Outbound Access 

• Internet Gateway (IGW) 

o Enables inbound and outbound internet connectivity for public subnets 

• NAT Gateway 

o Provides secure outbound internet access for private subnet resources without 

exposing them publicly 

Routing 

• Public subnet route tables: 

o 0.0.0.0/0 → IGW 

• Private subnet route tables: 

o 0.0.0.0/0 → NAT Gateway 

This enforces a controlled egress model, where only public-tier resources are directly reachable 

from the internet. 

 

2. Security Architecture 

Security is implemented using tier-specific security groups to enforce strict access boundaries. 



Access Control Model 

In this architecture, 4 distinct security groups are implemented to enforce layered security and 

controlled inter-tier communication: 

• Load Balancer Security Group (ELB/ALB SG) 

o Acts as the public entry point to the application 

o Allows inbound HTTP/HTTPS traffic from the internet 

o Forwards traffic only to the web tier 

• Web Tier Security Group (Frontend EC2 SG) 

o Allows inbound traffic exclusively from the Load Balancer SG 

o Prevents direct public access to web servers 

o Permits outbound communication to the application tier 

• Application Tier Security Group (Backend EC2 SG) 

o Accepts inbound traffic only from the Web Tier SG 

o Ensures business logic is not directly exposed externally 

o Allows outbound connectivity to the database layer 

• Database Security Group (RDS SG) 

o Restricts inbound access strictly to the Application Tier SG 

o Prevents any direct access from the internet or web tier 

o Enforces maximum data layer isolation 

Security Principle 

Each layer is accessible only from the layer immediately above it, ensuring least 

privilege and controlled east-west traffic. 

 

The following are inbound and outbound rules for each of the 5 security groups in this 3-tier 

architecture: 

 

• Frontend ALB SG → Public entry, routes to web 

• Web Tier SG → ALB-only access to frontend 

• Backend ALB SG → Web-only access to backend 

• App Tier SG → ALB-only access to app 



• Database SG → App-only access to database 

 

1. Frontend Load Balancer SG (Public ELB) 

Inbound 

• HTTP (80) → 0.0.0.0/0 

• HTTPS (443) → 0.0.0.0/0 

Outbound 

• HTTP (80) → Web Tier SG 

 

2. Web Tier SG (Frontend EC2) 

Inbound 

• HTTP (80) → Frontend ALB SG 

Outbound 

• HTTP (80) → Backend ALB SG 

• HTTPS (443) → 0.0.0.0/0 (for updates via NAT) 

 

3. Backend Load Balancer SG (Internal ALB) 

Inbound 

• HTTP (80) → Web Tier SG 

Outbound 

• HTTP (80) → App Tier SG 

 

4. App Tier SG (Backend EC2) 

Inbound 

• HTTP (80) → Backend ALB SG 

Outbound 

• MySQL (3306) → Database SG 

• HTTPS (443) → 0.0.0.0/0 (for updates/SSM via NAT) 

 

5. Database SG (RDS) 

Inbound 



• MySQL (3306) → App Tier SG 

Outbound 

• Default (allow all outbound) (or restrict if required) 

 

Traffic Flow 

Internet 

   ↓ 

Frontend ALB 

   ↓ 

Web Tier EC2 

   ↓ 

Backend (Internal) ALB 

   ↓ 

App Tier EC2 

   ↓ 

RDS (MySQL) 

 

3. Web Tier (Presentation Layer) 

Components 

• EC2 instances running Apache Web Server  

• Deployed in public subnets 

• Configured using: 

o Amazon Linux 2 AMI 

o User Data scripts for automated installation and configuration 

Load Balancing 

• Instances are registered with an Elastic Load Balancer (ELB) 

• The ELB: 

o Distributes incoming traffic evenly 

o Performs health checks to ensure only healthy instances receive requests 

Role 

• Handles: 

o Static content delivery 

o Initial request processing 

• Acts as the entry point into the application 



 

4. Application Tier (Business Logic Layer) 

Components 

• EC2 instances deployed in private subnets 

• Configured via User Data scripts to run application logic 

Role 

• Processes: 

o Business logic 

o Application workflows 

• Receives traffic only from the web tier 

• Interacts with the database tier for data operations 

Isolation 

• No direct internet exposure 

• Accessible only through controlled internal communication 

 

5. Data Tier (Persistence Layer) 

Components 

• Amazon RDS running MySQL 

Deployment 

• Hosted in private subnets 

• Configured to: 

o Be non-publicly accessible 

o Accept connections only from authorized application sources 

Role 

• Stores and manages application data 

• Ensures durability, consistency, and secure data access 

 

6. End-to-End Traffic Flow 

1. User request enters via the internet 



2. Routed through the Internet Gateway to the ELB 

3. ELB distributes traffic across web tier EC2 instances 

4. Web tier: 

o Serves static content 

o Forwards dynamic requests to the application tier 

5. Application tier processes logic and queries RDS 

6. Response is returned through the same path to the user 

 

7. Availability & Scalability Enhancements 

• Multi-AZ deployment ensures resilience against AZ-level failures 

• Auto Scaling Groups: 

o Enable dynamic scaling of web and application tiers 

o Improve performance under variable workloads 

 

Implementation Steps (3-Tier AWS Architecture) 

This implementation follows a structured, layered deployment approach, beginning with 

foundational networking and security, followed by tier-specific resource provisioning, and 

concluding with scalability and validation. This ensures the architecture is secure, modular, 

and production-ready from inception. 

 

1. VPC & Network Foundation 

• Create a custom VPC with appropriate CIDR range 

• Create subnets across two Availability Zones: 

o Public Subnets (2) → for Load Balancer and Web Tier 

o Private App Subnets (2) → for Application Tier 

o Private DB Subnets (2) → for RDS 

 

2. Routing & Internet Access 

• Create and attach an Internet Gateway (IGW) to the VPC 

• Create a NAT Gateway in one of the public subnets 



• Configure Route Tables: 

o Public Route Table 

▪ Route: 0.0.0.0/0 → IGW 

▪ Associate with public subnets 

o Private Route Tables 

▪ Route: 0.0.0.0/0 → NAT Gateway 

▪ Associate with app and DB subnets 

 

3. Security Configuration 

• Create Security Groups aligned with tiered access control: 

o Load Balancer SG 

▪ Allow HTTP/HTTPS from internet 

o Web Tier SG 

▪ Allow inbound only from Load Balancer 

o App Tier SG 

▪ Allow inbound only from Web Tier 

o Database SG 

▪ Allow inbound only from App Tier 

 

4. Database Layer (Data Tier) 

• Create a DB Subnet Group using private DB subnets 

• Launch Amazon RDS (MySQL) instance: 

o Deploy in private subnets 

o Disable public access 

o Associate with Database SG 

 

5. Load Balancing Layer 

• Create an Application Load Balancer (ALB): 

o Internet-facing 

o Deployed in public subnets 



• Create Target Group (Web Tier): 

o Configure health checks 

o Register web tier instances 

 

6. Web Tier (Frontend Layer) 

• Launch EC2 instance using Amazon Linux 2 AMI 

• Configure via User Data: 

o Install Apache Web Server 

o Deploy application content 

• Create a custom AMI from the configured instance 

 

7. Application Tier (Backend Layer) 

• Launch EC2 instance in private subnet 

• Configure via User Data: 

o Install required runtime (e.g., application stack) 

o Deploy application logic 

o Configure connectivity to RDS 

• Create a custom AMI from the configured instance 

 

8. Auto Scaling & Launch Templates  

• Create Launch Template (Web Tier) using web AMI 

• Create Launch Template (App Tier) using app AMI 

• Create Auto Scaling Group (Web Tier): 

o Attach to ALB target group 

o Deploy across public subnets 

• Create Auto Scaling Group (App Tier): 

o Deploy across private app subnets 

 

9. Final Configuration & Validation 

• Verify: 



o Load balancer health checks 

o Tier-to-tier connectivity (Web → App → DB) 

o Internet access via ALB 

o Outbound access via NAT Gateway 

 

Architectural Strengths 

High Availability 

• Multi-AZ resource distribution 

• Load-balanced web tier 

Security 

• Private subnets for backend and database 

• Strict security group isolation 

Scalability 

• Horizontal scaling capability via Auto Scaling 

Fault Isolation 

• Tier separation prevents cascading failures 

Controlled Connectivity 

• NAT Gateway ensures secure outbound-only access for private resources 

 

Why we Created Route Tables Per Subnet 

• Enforces strict tier isolation by applying different routing rules per subnet 

• Enables granular traffic control for each layer of the architecture 

• Provides network-level security as an additional defense beyond security groups 

• Supports high availability by allowing AZ-specific routing (e.g., NAT per AZ) 

• Improves operational flexibility for updates, debugging, and future changes 

• Reduces blast radius by isolating routing changes to specific subnets 

• Aligns with best practices for production-grade multi-tier architectures 

 



Summary 

This architecture represents a well-structured 3-tier AWS deployment that leverages VPC 

segmentation, load balancing, and layered security controls to deliver a scalable, highly 

available, and secure application environment. By isolating each tier and enforcing 

controlled communication pathways, the design ensures operational resilience, data 

protection, and efficient traffic handling under high load conditions. 

 

Screenshots follow. 
















































































































