School: CLOUDBOOSTA Course: Cloud Computing & DevOps

Module: High Availability (HA)

Name: AKOSA SAMUEL ONYEJEKWE Class 4: Assignment 4 of 4_ Auto

Scaling group (ASG) Provisioning

Student No: CBALCO168 Issue Date: March 17, 2026

Tasks:

1. Design VPC with subnets and routing

2. Configure secure security group rules

3. Deploy web tier using EC2 Apache

4. Provision private EC2 instances for app

5. Deploy private RDS MySQL database

6. Configure application load balancer traffic distribution

7. Implement auto scaling for high availability

Goal:

To build a secure, scalable, highly available 3-tier AWS architecture




Result:;

Web Tier Success

DNS name of frontend ELB: cba-task-frontend-elb-197632279.eu-west-1.elb.amazonaws.com


http://cba-task-frontend-elb-197632279.eu-west-1.elb.amazonaws.com/

3-Tier-Architecture Diagram
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Architecture Description (3-Tier AWS Design)

The solution defines a traditional 3-tier web architecture on AWS, designed to deliver high
availability, scalability, and secure data handling through strict network segmentation and
controlled communication between tiers.

The architecture is deployed within a custom VPC configured with the CIDR block 10.0.0.0/16,
providing a logically isolated address space for all public and private subnet allocations across

the three-tier design.

The architecture deploys 2 NAT Gateways, one per Availability Zone, ensuring zone-local

outbound traffic, improved fault tolerance, and elimination of cross-AZ dependencies.

A single Internet Gateway (IGW) is attached to the VPC to provide centralised internet access

for all public subnets.

Subnet CIDR allocation table, for a 3-tier architecture in eu-west-1 (Ireland):

Subnet CIDR Allocation Plan (VPC Design)

Subnet Availability Subnet

Tier Name Zone CIDR Block | Type Purpose

Web / Public eu-west-la 10.0.0.0/20 Public Hosts ALB and Web Tier

Public Subnet A entry point

Web / Public eu-west-1b 10.0.16.0/20 | Public High availability for ALB

Public Subnet B and web access

App Tier | App eu-west-la 10.0.48.0/20 | Private Hosts application (business
Subnet A logic) servers

App Tier | App eu-west-1b 10.0.64.0/20 | Private Redundant app layer across
Subnet B AZs

Data Tier | DB eu-west-la 10.0.96.0/20 | Private Hosts RDS
Subnet A primary/standby

Data Tier | DB eu-west-1b 10.0.112.0/20 | Private Database high availability
Subnet B and failover




1. VPC Foundation
The architecture is deployed within a custom Virtual Private Cloud (VPC), structured to separate
public-facing and internal resources.

Subnet Strategy

e 2 Public Subnets

o Host internet-facing components (incl., elastic load balancer (ELB) and 2 web tier
EC2 instances)
e 4 Private Subnets
o 2 dedicated to the application tier
o 2 dedicated to the data tier (RDS)
This design ensures logical isolation between tiers while maintaining high availability across
multiple Availability Zones.
Internet & Outbound Access

e Internet Gateway (IGW)

o Enables inbound and outbound internet connectivity for public subnets

e NAT Gateway

o Provides secure outbound internet access for private subnet resources without
exposing them publicly

Routing

e Public subnet route tables:

o 0.0.0.0/0 - IGW

e Private subnet route tables:
o 0.0.0.0/0 —» NAT Gateway

This enforces a controlled egress model, where only public-tier resources are directly reachable

from the internet.

2. Security Architecture

Security is implemented using tier-specific security groups to enforce strict access boundaries.



Access Control Model

In this architecture, 4 distinct security groups are implemented to enforce layered security and
controlled inter-tier communication:
e [Load Balancer Security Group (ELB/ALB SG)
o Acts as the public entry point to the application
o Allows inbound HTTP/HTTPS traffic from the internet
o Forwards traffic only to the web tier
e Web Tier Security Group (Frontend EC2 SG)
o Allows inbound traffic exclusively from the Load Balancer SG
o Prevents direct public access to web servers
o Permits outbound communication to the application tier
e Application Tier Security Group (Backend EC2 SG)
o Accepts inbound traffic only from the Web Tier SG
o Ensures business logic is not directly exposed externally
o Allows outbound connectivity to the database layer
e Database Security Group (RDS SG)
o Restricts inbound access strictly to the Application Tier SG
o Prevents any direct access from the internet or web tier

o Enforces maximum data layer isolation

Security Principle

Each layer is accessible only from the layer immediately above it, ensuring least

privilege and controlled east-west traffic.

The following are inbound and outbound rules for each of the 5 security groups in this 3-tier

architecture:

e Frontend ALB SG — Public entry, routes to web
e Web Tier SG — ALB-only access to frontend
e Backend ALB SG — Web-only access to backend

o App Tier SG — ALB-only access to app



Database SG — App-only access to database

. Frontend Load Balancer SG (Public ELB)

Inbound

e HTTP (80) — 0.0.0.0/0

e HTTPS (443) — 0.0.0.0/0
Outbound

e HTTP (80) — Web Tier SG

Web Tier SG (Frontend EC2)

Inbound
e HTTP (80) — Frontend ALB SG
Outbound
e HTTP (80) — Backend ALB SG
e HTTPS (443) — 0.0.0.0/0 (for updates via NAT)

. Backend Load Balancer SG (Internal ALB)

Inbound

e HTTP (80) —» Web Tier SG
Outbound

e HTTP (80) — App Tier SG

. App Tier SG (Backend EC2)
Inbound
e HTTP (80) — Backend ALB SG
Outbound
e MySQL (3306) — Database SG
e HTTPS (443) — 0.0.0.0/0 (for updates/SSM via NAT)

. Database SG (RDS)

Inbound



3.

e MySQL (3306) — App Tier SG
Outbound

e Default (allow all outbound) (or restrict if required)

Traffic Flow

Internet

!
Frontend ALB

!
Web Tier EC2

!
Backend (Internal) ALB

!
App Tier EC2

\
RDS (MySQL)

Web Tier (Presentation Layer)

Components

e EC2 instances running Apache Web Server
e Deployed in public subnets
e Configured using:

o Amazon Linux 2 AMI

o User Data scripts for automated installation and configuration

Load Balancing

e Instances are registered with an Elastic Load Balancer (ELB)
e The ELB:

o Distributes incoming traffic evenly

o Performs health checks to ensure only healthy instances receive requests

Role

e Handles:
o Static content delivery
o Initial request processing

e Acts as the entry point into the application



4. Application Tier (Business Logic Layer)

Components
e EC2 instances deployed in private subnets
e Configured via User Data scripts to run application logic
Role
e Processes:
o Business logic
o Application workflows
e Receives traffic only from the web tier
e Interacts with the database tier for data operations
Isolation
e No direct internet exposure

e Accessible only through controlled internal communication

5. Data Tier (Persistence Layer)

Components
e Amazon RDS running MySQL

Deployment
e Hosted in private subnets
e Configured to:
o Be non-publicly accessible

o Accept connections only from authorized application sources
Role

e Stores and manages application data

e Ensures durability, consistency, and secure data access

6. End-to-End Traffic Flow

1. User request enters via the internet



2. Routed through the Internet Gateway to the ELB
3. ELB distributes traffic across web tier EC2 instances
4. Web tier:
o Serves static content
o Forwards dynamic requests to the application tier
5. Application tier processes logic and queries RDS

6. Response is returned through the same path to the user

7. Availability & Scalability Enhancements

e Multi-AZ deployment ensures resilience against AZ-level failures
e Auto Scaling Groups:
o Enable dynamic scaling of web and application tiers

o Improve performance under variable workloads

Implementation Steps (3-Tier AWS Architecture)

This implementation follows a structured, layered deployment approach, beginning with
foundational networking and security, followed by tier-specific resource provisioning, and
concluding with scalability and validation. This ensures the architecture is secure, modular,

and production-ready from inception.

1. VPC & Network Foundation

e C(Create a custom VPC with appropriate CIDR range

e Create subnets across two Availability Zones:
o Public Subnets (2) — for Load Balancer and Web Tier
o Private App Subnets (2) — for Application Tier
o Private DB Subnets (2) — for RDS

2. Routing & Internet Access

e C(Create and attach an Internet Gateway (IGW) to the VPC

e C(reate a NAT Gateway in one of the public subnets



e Configure Route Tables:
o Public Route Table
= Route: 0.0.0.0/0 - IGW
= Associate with public subnets
o Private Route Tables
= Route: 0.0.0.0/0 - NAT Gateway
=  Associate with app and DB subnets

3. Security Configuration

e Create Security Groups aligned with tiered access control:
o Load Balancer SG
= Allow HTTP/HTTPS from internet
o Web Tier SG
= Allow inbound only from Load Balancer
o App Tier SG
= Allow inbound only from Web Tier
o Database SG
= Allow inbound only from App Tier

4. Database Layer (Data Tier)

e Create a DB Subnet Group using private DB subnets
e Launch Amazon RDS (MySQL) instance:

o Deploy in private subnets

o Disable public access

o Associate with Database SG

5. Load Balancing Layer
e Create an Application Load Balancer (ALB):
o Internet-facing

o Deployed in public subnets



Create Target Group (Web Tier):
o Configure health checks

o Register web tier instances

. Web Tier (Frontend Layer)

Launch EC2 instance using Amazon Linux 2 AMI
Configure via User Data:

o Install Apache Web Server

o Deploy application content

Create a custom AMI from the configured instance

. Application Tier (Backend Layer)

Launch EC2 instance in private subnet

Configure via User Data:
o Install required runtime (e.g., application stack)
o Deploy application logic
o Configure connectivity to RDS

Create a custom AMI from the configured instance

. Auto Scaling & Launch Templates
Create Launch Template (Web Tier) using web AMI
Create Launch Template (App Tier) using app AMI
Create Auto Scaling Group (Web Tier):

o Attach to ALB target group

o Deploy across public subnets
Create Auto Scaling Group (App Tier):

o Deploy across private app subnets

. Final Configuration & Validation
Verify:



o Load balancer health checks
o Tier-to-tier connectivity (Web — App — DB)
o Internet access via ALB

o Outbound access via NAT Gateway

Architectural Strengths
High Availability

e Multi-AZ resource distribution

e [oad-balanced web tier

Security

e Private subnets for backend and database
e Strict security group isolation
Scalability
e Horizontal scaling capability via Auto Scaling

Fault Isolation

e Tier separation prevents cascading failures

Controlled Connectivity

e NAT Gateway ensures secure outbound-only access for private resources

Why we Created Route Tables Per Subnet

o Enforces strict tier isolation by applying different routing rules per subnet

o Enables granular traffic control for each layer of the architecture

e Provides network-level security as an additional defense beyond security groups
e Supports high availability by allowing AZ-specific routing (e.g., NAT per AZ)
o Improves operational flexibility for updates, debugging, and future changes

o Reduces blast radius by isolating routing changes to specific subnets

o Aligns with best practices for production-grade multi-tier architectures



Summary

This architecture represents a well-structured 3-tier AWS deployment that leverages VPC
segmentation, load balancing, and layered security controls to deliver a scalable, highly
available, and secure application environment. By isolating each tier and enforcing
controlled communication pathways, the design ensures operational resilience, data

protection, and efficient traffic handling under high load conditions.

Screenshots follow.
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B | wame
| dh-subnet-1a
| public-sabnet-1k
| app-subnet-1k

| app-subnet-la

Subnat ID v |
subnet-12b03052dTeleRSR 5
subnet-04987eh3b0cI0260¢

subnet-Jeebeedaladie 3257

subnet-074c54b30684d Thoed

abies » reb-ObS90df57es677211 » Editsubnet associations

IPud CIDR

00,96 0/20
10.0.06.0/20
10.0.64.0/20
10.0.48.0/20

IPvis CIDR

cha_admin

i)

1 B
% | Routetable ID
Main (rth-017ech Fded2 2hdeatd)
Main (rth-07ec87dea2 2642290

Main (rth-07ecE7des2 2bdectd)

Main (rth-07cc8Tde92 2bdeed)

[ public-subnet- 13

subnel-0efB1758a 4703

1000020

Main [rth-DTFecB7dea2 2b40e9d)

[T dbesubict- 1k

subine 1 -03b01854656cBa92(

1001120420

Main (rth-D7ecB Tde92 2bdecsd)

Selected subnets

[ subnet-Jefd17¥sEa1 a4 780G f public-subnet-1a ]

Cancel
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= ¥PC > Ro ables

> reb-010bf9Sfral0e5E20 >

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/8)
| 4 Filber subret associpdions

B | wame

Edit subnet associations

cha_admin

i)

1 B

Subnet ID v | IPud CIDR v IPvia CIDR L | Route table 1D
| dh-subnet-1a subnet-02bA3052d7eleRlBR 5 0056 0/ 20 - Main (rth-07ech Fded2 2hdeatdd)
[ public-subnet- 1k subnet-04987eh3b0c992500 10.0.16.0/20 Main (rth-07ecE7de92 2b4cc9d)
| app-subnet-ib subnet-OecbeedsladiGe2s7 10.0.64.0/20 Main (rth-07ecE7ded2 2bAaccad)
] app-subnet-la subnet-07d=64b3bE4d heed 100480420 - Main (rth-07ecB7de2 2bdeatd)
o] public-zubnet-1a subnet-0efd 17582124 78l 10000020 - rtb-0bSS0df5 Tert 77211 [ cha-task-f
71 dbesubnet 1k sulbne 1030018 54656 Ba9 2l 10,011 20,20 - Main [rth-07ecB Tde92 2hacedd)
4 3
Selected subnets

[ subnet-0488 ¥ ebibic89260c § public-subnet-1h s ]

&) cloudsael

Cancel
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cha_admin

sbies » rtb-03cd3fdaZebobb3bf > Edit subnet associations g}

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/8)

| 4 Filber subret associpdions

1 B

B | wame 7 | SubnatiD v | IpvaciDR e | IpvecCioR % | Routetable ID
(| dh-subnet-1a subnet-02bA3052d7eleRBR 5 0096 020 - Main (rth-017ech Fded2 2hdeatd)
T public-subnet- b subnet-04987¢b300cI02600 10.0.16.0/20 - 1h-010BFOSFAB0REA90 / cha-task-p
| app-subnet-1k subnet-Jeebeedaladie 3257 10.0.64.0/20 Main (rth-07ecE7des2 2bdectd)
[ app-subnet-1a subnet-074=64b3bE4d 7 heed 100480520 - Main [rth-07ec8 7dedd 2bdeatd)
| public-zubnet-1a subnet-0efd 17582124 78l 10000020 - rtb-0bSS0df5 Tert 77211 [ cha-task-f

L] dbesubnct-1b

subine 1 -03b01854656cBa92(

1001120420

Main (rth-D7ecB Tde92 2bdecsd)

Selected subnets

[ subnet-0FdetdbibAdd Fhced f app-subnet-1a ]

Cancel
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cha_admin

= ¥PC > Ro

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/8)

| 4 Filber subret associpdions

sbies » reb-Ob303dlchefBObid?d > Edit subnet associations

i)

1 B

B | wame 7 | SubnatiD v | IpvaciDR IPVE CIDR % | Routetable ID
| dh-subnet-1a subnet-02bA3052d7eleRBR 5 0096 020 - Main (rth-017ech Fded2 2hdeatd)
| public-subnet-1k subnet-04987eb3b0c09260 1000180520 = rth-010Bf5fea80a5899 f cha-task-p
[ app-subnet-ib subnet-lashesdalladiae2s? 1000640/ 20 - Main (rth-07ecd7Tde92 2hdesdd)
[l app-subnet-1a subnet-07d=64b3bE4d 7 heed 100480520 - rth-03cd3fda2cbabh3bf / cha-task-g)
| public-zubnet-1a subnet-0efd 17582124 78l 10000020 - rtb-0bSS0df5 Tert 77211 [ cha-task-f

L] dbesubnct-1b

subine 1 -03b01854656cBa92(

1001120420

Main (rth-D7ecB Tde92 2bdecsd)

Selected subnets

[ subnet-feeheedaladffo2sy f app-subnet-1b 2 ]

Cancel

&) cloudsael
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= ¥PC > Ro bles > reb-Ob0ad738bcé829787 > Editsubnet associations |

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/8)

| QL Filker subreet assoclptions 1 o)
B | mame 7 | SubnatiD v | IPvaciDR e | IpvecioR % | Routetable ID
[ dh-subnet-1a subnet-12b03052d Vet RS0 E 10056020 - Main (rth-07echTdedd 2haeatd)
| public-subnet-1b subnet-14087eh3b0c00260c  10.016.0/20 - ¢th-010BFSfeaBDESA0 / cha-task-p
] app-subnet-ib aubnet-Jeshesdaladifg2s? 10.0.64.0/20 - rtb-0b303d0che80bad?d / cha-task-:
| app-subnet-Ta sibnet-074c64b3bB4d Thoed 10.0.48.0/20 rtb-03cd 3Fd42cbob 53 bt / chatask-a)
| public-sutnet 1 submel-0efB 17580 c4 7809 1000020 - rih-0b5S0di5Teea 77211 / cha-task-p
Il db-subnet-1b zubnet-03b01854506c8a02f 1001120020 - Main (reb-07ecd7de92 2hasaid)
. b
Selected subnets

[ subnet-02603052d7a7e8565 / db-subnet-1a % ]

Cancel
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abies » reb-OfacBed?10aZbhofc » Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/8)

| 4 Filber subret associpdions

IPVG CIDR e |

cha_admin

i)

1 B
Route table 1D
rth-0blad F38hobBE29 AT [/ cha-task-¢
1h-010BFOSFAB0R5A90 / cha-task-p

rib-0b305d0ckc30b8d7d f cha-task-:

rib-05cd3Fd42cbab53 b1/ cha-tusk-a

rth-0b5 9045 Teeb 77211 [ cha-task-[

B | wame 7 | SubnatiD v | IpvaciDR
| dh-subnet-1a subnet-02bA3052d7eleRBR 5 0096 020
| public-subnet-1k subnet-04987eb3b0c09260 1000180520
| app-subnet-1k subnet-Jeebeedaladie 3257 10.0.64.0/20
| app-subnet-Ta sibnet-074c564b3bB4d Thoed 10.0.48.0/20
1 public-subnet-1a subnat-0efd 17587124 78fa0 10.0.0.0/20
[ dbesubeoct- 1 subnel-03b01B54656cBa9 2] 10.0.912.0/20

Main [rth-07ecBTdes2 2hdeetd)

Selected subnets

[ subnet-{13h0 RS 4696 RA92F / db-subnet-1h % ]

Cancel




e VPC > Route tables

Transit gateway route a

tables Route tables (1/8) info

Last updated @ Actlons ¥
2 minutes ago

Transit gateway multicast Q| Find route tables by attribute or tag

AWS Firewall Manager 1A

db-subnet-1b

subnet-03b01854686c8a92f

10.0.112.0/20 -

Meteri lici
Fiering policies B | Name ¥ | Route table ID ¥ | Explicit subnetassoci... ¥ | Edge associations ¥ | Main
v Traffic Mirrnring = - rtb-0afc7489bbfc 5762 - - Yes
Mirror sessions ' = rtb-07ecB7de922b4eedd = - Yes
Mirror targets [ cba-task-db-subnet-B-route-table rtb-04acB6d710a3b59fc subnet-03b01854696¢8a... - No
Mirror filters [ | cha-task-app-subnet-A-route-table rtb-03cd3fd42cb9b53bf subnet-074e64b3bE4d7b... - No
< e T ——— P — )
— [y
Netwark Manager 12 rth-04ac86d710a3b59fc / cha-task-db-subnet-B-route-table @ v
Cloud WAN 2
- " EXplicit subnet associations (1) (_ Edit subnet associations )
VPC IP Address Manager
) Q Find subnet association 1 1}
Name v | SubnetID v | IPv4 CIDR v | IPv6CIDR v |



[ale+3] (2 E' & @ [:nB Europe (Ireland} = cha_admin

= VWPL > |nternet gateways > Create internet gateway @ |

Create internet gateway i«

An internet gateway is a vircual router that connects a VP to the internet. To create a news internet gateway specify the name tor the gateway below.

Internet gateway settings

MNiame tag

Creates a tag with a koy af 'Marma’ and & vala that yoe specify

| rgechha tosk-igw

Tags - optional
A tag is a labed that you assign to an AWS resource, Each tag consists of a key and an optional value, You can wse tags to scarch and filter your rescurces or track your AWS costs
Key Value - optional

| QL Mame -4 Q. my-cha-task-igw x|
Add new tag

. el 44 minee

Cancel | Createinternst gateway

72 Clowdsh Fordback




= VPL > |nternet gateways > Attach to VPC {igw-0d7712a0e46d1d973) {D m

Attach to VPC (igw-0d7712a0e46d1d973) w:.

VPC

Attach an internet gateway to a VPL to enabls the YPL to communicate with the internet. Specify the WPC to attach balow.

Available YPCs

Atach the Srlemed gatesay Lo Ui WPC

| O vpc-OcdesfDeSba1373c M
¥ AWS Command Line Interface command

Cancel “Attach internet gateway

Faedback
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[ale+5] (R

462f) allocated.

Create NAT gateway i+

A highly available, managed Metwork Address Translation (WAT) service that instances in private subnets can use to connect to services in other WPCs, on-premiszes networks, or the internat.

NAT gateway settings
Mame - optional

Create a tag with a key of Name' and a walug that you specify

| my-cba-task-nat-gw

Tha narme can be e to 25 nng.
Availability mode info

Choose whether (o deplay aoross all zones in the ragion oo restiict o

' Regiongal - new
walically acroes il regicaal AZs simplilying

a8 sirgyie avaliability zone

© Zonal

gratalar conbrol within g specific availabilily 2ore,

£l
y o sabret bevel satlings

Subnet
Salert 7 subnat in which toocreatn the KAT gateway.
| subnet-Oefd 17587 2478 0D (public-subnet-1a) v
Connectivity type
Salect a connactivity type fai-tha MAT gatewsay
© rublic
| Private
Elastic IP allocation (D infa
Assgn &m ELastic IF-adsrass 50 the MAT gateway
| eipalloc-01af?9bTEce 734621 v Allocate Elastic IP

* Additional settings info

Tags

A lag s 3 label that you assign o an AWS resource, Each tag consists of o key and an eptional value, You can wuse tags to search and Filler your respurces or track your AWS costs

ey
| QL Mame

Add new tag

o car ikl 45 rnore

Walue - optional

! 0, my-cha-task-net-gw1

N

Cancel

—




Europe (Ireland} »

cha_admin

Create NAT gateway i+

A highly available, managed Metwork Address Translation (WAT) service that instances in private subnets can use to connect to services in other WPCs, on-premiszes networks, or the internat.

NAT gateway settings
Mame - optional

Create a tag with a key of ol specify

Mame' and a value th
| my-cba-task-nat-gw2

Tha narme can bie ep to 256

Availability mode info

Choose whether (o deplay aoross all zones in the r2 oo restiict 19 a sirgie avaliability zone

(' Regional - new © Zonal
P ular conbrsl wilhin a specific avaitability sone,
U o subred level el

Subnet
Salort

| subnet-0488 Teh3k0c892 600 [public-subnet-Th) v

Connectivity type

salert a cannectivity type for tha NAT gateway
© rublic

1 Private

Elastic IP allocation 1D infa

Assign &n Elastic IFadorass 10 tha MAT gateway

| eipalloc-008:97532295F3653 v Allocate Elastic IP

* Additional settings info

Tags

A lag s 3 label that you assign o an AWS resource, Each tag consists of o key and an eptional value, You can wuse tags to search and Filler your respurces or track your AWS costs

Key Walue - optional

| O Mame ! 0 my-cha-task-net-gw2 i)
Add new tag

fau i 45 rnion

Cancel | Create NAT gateway
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cba_admin

e VPC » Internet gateways

VPC dashboard < Internet gateways (2) info

| Q. Find internet gateways by attribute or tog
AWS Global View 1#
Name v | Internet gateway ID
Filter by VPC v

my-cha-task-igw igw-0d7712a0e46d1d973

v |

© ox
© G +) (eSS
1 &

State v | vecip

@ Attached vpe-0c0e6f00e5h91373¢ | my-c




cha_admin

e VPC > NAT gateways @ o B
— ;

Clezmmal T
' 1

NAT gateways (2) info

Q. Find NAT gateways by attribute or tag

VPC dashboard <
L3

AWS Global View 12
Name v | NAT gateway ID v | Connectivity... ¥ | State v | State message v | Availability ...
Filter by VPC v
my-cha-task-nat-gw2 nat-0191b2c706b2f7f8e Public @) Available - Zonal
Public @) Available - Zonal

nat-01cce5222b89393af

¥ Virtual private cloud my-cba-task-nat-gw



Europe (Ireland} »

zbies » reb-ObS904F57es677211 »  Edit rowtes [}

= VPL >

Edit routes
Drestination Target Status Propagated Route Origin
10.0.00/16 | leeal v | @} Active Mo CreateRouteTable
| @ local * |
| Q Doooo * | Internet Gateway v = Mo Createfioute
| O lgw-id?Fi2adeand1de s x| -

Cancel Save changes

Faedback




cba_admin

e VVPC » Route tables

Transit gateway route
tables

Transit gateway multicast

Metering policies

v Traffic Mirroring
Mirror sessions
Mirror targets

Mirror filters

Network Manager |2
Cloud WAN |2

VPC IP Address Manager
2

AWS Firewall Manager L2

Settings New

>

rth-0b590df57ee677211 ® &

(& Updated routes for rtb-0b590df57ee677211 / cha-task-public-subnet-A-route-table successfully

P Details
Details info
Route table ID Main Explicit subnet associations Edge associations
rﬁ} rth-0b590df57ee677211 10 No subnet-0ef81758a1e478fe9 / -
public-subnet-1a
VPC Owner ID
vpc-0c0e6f00e5b91373¢ | my- 1) 009850210027

cbha-task-vpc

Routes Subnet associations Edge associations Route propagation Tags

Routes (2) [ Both v | (Edit routes )
| Q. Filter routes | 1 ]

Destination v | Target v | Status v | Propagated v | Route Origin v |
0.0.0.0/0 igw-0d7712a0e46d1d... @ Active No Create Route

10.0.0.0/16 local @ Active No Create Route Table



Q @ @ Europe (Ireland) »

cba_admi

Transit gateway route

= -
Last updated
tables Route tables (1;8] Info less than a minute ago @ -

Transit gateway multicast | Q Find route tables by attribute or tag
Meteri lici
EERIING HOTIGIER B  Name ¥ | Route table ID v | Explicit subnet associ... ¥ | Edgeassociations ¥ | Main
¥ Traffic Mirroring O - rtb-07ecB87de922b4eeqd - - Yes
Mirror sessions [ cba-task-db-subnet-B-route-table rtb-04ac86d710a3b59fc subnet-03b01854696¢8a... - No
Mirror targets | cha-task-app-subnet-A-route-table rth-03cd3fd42ch9b53bf subnet-074e64b3b84d7h... - No
Mirror filters [ cba-task-public-subnet-B-route-table rth-010bf95fca8065859 subnet-04987eb3b0c992... - Na
4 b
— a
Network Manager |2 rth-04ac86d710a3b59fc / cha-task-db-subnet-B-route-table 8 v
Cloud WAN 2
VPC IP Address Manager | Q, Filter routes 1
2
Destination v | Target v | Status v | Propagated < | Route Origin v |

AWS Firewall Manager |2
0.0.0.0/0 nat-0191b2c706b2f7f8e @ Active No Create Route

10.0.0.0/16 local @ Active No Create Route Table



e VPC > Route tables

Transit gateway route
tables

Transit gateway multicast

Metering policies

w Traffic Mirroring
Mirror sessions
Mirror targets

Mirror filters

Network Manager |2
Cloud WAN 2

VPC IP Address Manager
E

AWS Firewall Manager L2

Route tables (1/8) info

Q, Find route tables by attribute or tag

=0
1 minute ago

& | Name

v |

Route table ID

Explicit subnet associ... ¥ |

Edge associations v |

Main

[ cha-task-public-subnet-A-route-table

rth-0b590df57ee677211

subnet-0ef81758a1e478f...

L] cha-task-app-subnet-B-route-table

|| cba-task-db-subnet-A-route-table

rth-0b303d0cbc80b8d7d

rth-0b0a4738bc6829787

rth-0afc7489bbfc576f2

subnet-Oeebeedaladf&s...

subnet-02b03952d7e7e8...

rtb-0b590df57ee677211 / cba-task-public-subnet-A-route-table

Q, Filter routes

Destination
0.0.0.0/0
10.0.0.0/16

v | Target

igw-0d7712a0e46d1...

local

v | Status
@ Active
@ Active

v | Propagated v

No

No

@

1 @
Route Origin v |

Create Route

Create Route Table
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= WPL > Security Growps > Create sacurity group ':D IIT

Create security group .+

A security group acts as a virtal firewatl for your instance to comtrol inbound and cutbound tratfic. To create a new security group, complete the fields below.

Basic details

Security group name info

| «ba-task-frontend-ELB-sg
Rare cannol be ediled alwer creation
Description Info

i- public entry, routes to web

VFCE info

| wpe-DcOeEfO0eshd 13T Imy-cha-task-vac) v

Inbound rules o
Type Inla Protocol Port range  Info Source  Info Description - optional 1nfe

Infe

| HTTP L4 A, ¥ | from the intermet

Q00070 %
| HTTPS v M. W from the intarnet { Delote )

[ £ Rules with source of D000 or /0 allow all 1P addresses to access your instance, We recommend setting security group neles to allow sccess from known IF addrosses only, x ]

Outbound rules .
Type infa Protocol Port range  Info Destination Info Description - optional Infa

Info

| Al traffic v Cusi.. ¥ | Q,
QOAN0 K

£ Rules with destination of 00000 or /0 allow yaur instances ta send traffic to any 12va or 196 address, We recommend setting securlty groug nites to he maore restrietive and to b4 J

only zllow traffic to specific known IP addresses.

Tags - optional

A tag is a lzbel that you assign to 2n AWS resource. Each tag consists ot a key and an cptional value. You can use tags to search and filter your resounces or track your AW5 costs

Mo tags assocdated with the resourca.

¥l can atd ug 1o 50 miore tags

Camecel | mmmvﬂ?wm

S| Fepdhack e Mobile App - Termes: Cookie praference
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= WPL > Security Growps > Create sacurity group ':D IIT

Create security group .+

A serurity group acts as a virtal fimewatl for your instance to comtrol inkound and cutbound tratfic. To create a new security group, complete the fields below.

Basic details

Security group name info

| cba-task-web-servers-sg
Rare cannol be ediled alwer creation
Description Info

| ECB only, access to frontend

VFCE info

| wpc-DcOeEfideshd 373 {my-cha-task-wpc) v

Inbound rules o

Type Inla Protocol Port range  Info Source  Info Description - optional 1nfo
Infe
| HTTR v Cus.. v | Q1 sg-0d004303fa% X from frontend load balancer
Fresens Trontend boad Lalarsce
ﬂg- X mlronlen £} AL i
0d0043e3F0%c 5128

Outbound rules &
Type iInfa Pratocol Port range  Info Destination info Descriptian = aptional info

Info

| all traffic L4 Cus... « Q [ Delete )
0.0.00/0 X

Add rule

£ Rules with destination of 0.0.0.0/0 or =/0 allow your instances to send traffic to any IPvd or IPvE address. We recommend z=tting security group rules to be mors restrictive and to b

only allow traffic ta specific known IP addresses,

Tags - optional

& Lag s a label that you assian bo an AWS resource, Each tag consists of o key and an eptional value, Yo

can wse tags to search and filler your resources or track your AWS costs
Mo Lags sssotialed with tho resource

Add new tag

au an add o 50 mnee tags

Camcel

] cloudshell Fendhack
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= WPL > Security Growps > Create sacurity group ':D IIT

Create security group .+

A serurity group acts as a virtal fimewatl for your instance to comtrol inkound and cutbound tratfic. To create a new security group, complete the fields below.

Basic details

Security group name info

| «ba-task-app-sorvers-sg
Rare cannol be ediled alwer creation
Description (afo

| web only access to backend

VFCE info

| wpc-DcOeEfideshd 373 {my-cha-task-wpc) v

Inbound rules .
Type Inla Protocol Port range  Info Source  Info Description - optional 1nfo

Inife

| HTTP v Cus.. w | | O sg-0955caScodde X from wek scrvers

- X
0955cabocdd 3% cd 1

Outbound rules &
Type iInfa Pratocol Port range  Info Destination info Descriptian = aptional info

Info

| all traffic L4 Cus... « Q [ Delete )
0.0.00/0 X

Add rule

£ Rules with destination of 0.0.0.0/0 or =/0 allow your instances to send traffic to any IPvd or IPvE address. We recommend z=tting security group rules to be mors restrictive and to b

only allow traffic ta specific known IP addresses,

Tags - optional
& Lag s 3 label that you assian to an AWS resource, Each tag consists of o key and an eptional value, You can use tags to search and filler your resources or track your AWS costs
Mo tags assodiated with the resource
Add new tag
Yau can add o S0 mnre tags
Camcel

] cloudshell Fendhack



= Ask Amazon Q

E & I'j} @ Europe (Ireland} »

= VPL » Security Growps > 5g-07664e0507ch3c092 - cha-task-database-server-sg > Edit inbound rules o
Edit inbound rules ..
Inbownd rules control the incoming tratfic that's atlowed to reach the instance.

Inbound rules infs

Security group rule ID Type info Protocol Port range  Source  Info Description = optional info

Iif e Infle

sr-04 30653 c 77329103 | MYSQL /Ao v

Add rule

Faedback

Cus,,

v

| Q fromm Jpp Serviors

sg- x\

00c838fdf3d6fod0s




e VPC > Security Groups

Transit gateway route
tables

Transit gateway multicast

Metering policies

¥ Traffic Mirroring
Mirror sessions
Mirror targets

Mirror filters

Network Manager 121

&

Security Groups (6) info

Q. Find security groups by attribute or tag

Security group ID
50-0d0043e3f90cf3f88

5g-0c29482b94269db92

5g-0955¢caSccdd339cd

59-07664e9501cb3c093

5g-03196df9a2541650b

5g-00c828fdf3d6fcd98

v | Security group name v |
cba-task-frontend-ELB-sg
default
cha-task-web-servers-sg
cha-task-database-server-sg
default

cba-task-app-servers-sg

@ Gam o

VPCID

vpe-0c0e6f00e5b91373¢

vpc-0c0ebf00e5b91373¢

vpe-0c0e6f00e5h91373c

vpe-0c0e6f00e5b9137 3¢

vpc-07dd61bc41405cdc?

vpc-0c0e6f00e5b91373c

Export security groups to CSV D

@ |

Description v
public entry, routes to web
default VPC security group
ECB only, access to frantend
app only access to database
default VPC security group

web only access to backend

Owner

009850210027
009850210027
009850210027
009850210027
009850210027

009850210027



[ale+5] (R { N 0 @ 8 Europe (Ireland) »

cha_admin

= Auwrora and RO5 > Subnetgroups > Create DE subnet group '{D IIT

Create DB subnet group

To create a new subnet group, give it 3 name and a description, and choose an existing VPC. You will then be able to add subnets related to that WPC

Subnet group details

Name

¥ e

ir subnat groia; 1 ereatrad

cha-task-databaze-subnet-group

Must rondain from T te 2485 chararters. &lphanomers characters, spaces, hyphens, urdarscores, snd pennns are allowsd

Description

rhia task database subpet group

YPC
Chone a VP Idennifiar that corrasponds 1o the subnets you wWant to use for your OB mabinet qroap, You won't ba shle m choose 3 diffarent WiPC Idens fll'-l'af"ﬂl' wour sibnet graup has hean cragtacd
my-cha-task-vpr [vpe-OcdedfOle b 3137 5c0) -
G Sulmely, 2 Availability 2oy
Add subnets
Availability Zones
Chanse the gvaliahiisty Zonas that includs the subrats vop want to add
Chooss o avol v
[ ou-west-1a B ] [ rii-west-1h XJ
Subnets
Chaose the subnets that you want to add. Tha 151 Includes tha subaets in the selacted Avallahility fonas.
Selact subners ¥
db-suhnet-1a -
Sabnet I et AR3A5d e faRGEs  CHOH: 10960/ X
db-subnet-Th >
Suhnet I0; subnet-DE507T #5868 T CIOR: 1001720050
[ (i3 For Multi-AZ DE clusters, you must select 3 subnets in 3 different Availability Zones. ]
Subnets selected (2)
Availability zone Subnet name Subnet 1D CIDR block
cu-wesl-Ta db-subner-1a subnet-0Zb03852dTe7eB365 10.0.56.0420
cu-west-1h db-submet-Th subnet-0300 18 54696 Ba9 21 101120020

Cancel . t]'lit! y

[ Cloudshell  Feedback [




[":',‘I Ask Amazon Q

E:Eﬁ Europe (Ireland) »

cha_adm

Aurora and RDS > Databases

» Create database

ibnet-group. View subnet group

o &

Create database .«

Choose a database creation method

© Full configuration

o sel all of e condfigursti

FILE A

ricludiong oy Tor awsil

1 Easy create

Lavkups, and L recorn

besl-prac Lice coadiguralions, Some poof

Lhe dalabiase v crealed

Engine options

Engine type Info

apans Larn be changed afder

) awrara [MpSOL Compatible)

+
+*

28

MariaDB

Editien
© MysOL Community

Engine wversion Info

o Awrora {PostgreS 0L Compatible)

=
© mMysaL

+*
*

>

T T

+ Dracle

CRACLE

Wigw the engine version:s that sepport the fHlowing database faatires

» Hide filters

(B Show only versions that support the Multi-AZ DB cluster  infe
Creale 4 Mufli-AZ DB cluster wilh one primary 00 instance and Lwo readabla slandby DB instances. Mulli-AZ DR Clesdars provida up Lo Zx faabar rensacton comriil Latency and aulomatic Fafioeer fn Lypically

under 35 secinds.

(B Show anly versions that support the Amazon /DS Optimized Writes  Info

Amazon ROS Oplirdead Viriles imaroves wrile Heeaghpol by uplo 2z a

Engine wversion

wr additional cosl,

0 Microsoft SQL Server

’ﬁ‘ "SOL Server

MySOL B4.7

Info

| Enable RD% Extended Suppart
& AO0% Extended Supps
that version Check U

Templates
Choose a sample template to meet your use case.

Production

Use delaulis Tor high evailabilice aod Tasd, v

perlonmande

Availability and durability

Deployment options  Info
Chouss the daploymail oplio: tha
RO = e eval agraen

a being chiamyged Tor this olfesng i yo
ROS for MySOL decumenlabon A,

B are 1

© DevfTest
Tl

far devels

AL LS ol st

ol a

y teded lor your pae cace AWS i oomvitbed Lo a cerlain Lewel of opliness depending on te deploynsant oplion you Ceoose, Led

1 IBM Db2

IBM Db2

gimt bl RDS end of &

0 Sandhbox
Tu desnzlup e
gaint hande-on gxpe

Foalions, or

v aross Availabilily Zones
& Increazed read capac
* Reducad weite katency

‘eritey/roan cndpoins

[ 2 B

U1 Multi-AZ DB instance deployment {2 instances)

writefread erdpaint

P i

Standby (na erdpaint]

=
© Single-AZ DB instance deployment |1 instance)

Creales g single 0B ivsldnte withoul standby instances, This

sl o
& 9955 uplime
s MOdzta redundancy

Wrtefread endpaint

| so
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:: !  Aradakie srandoy + 550 1 : 2 ' ' E x
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: L | i ; H1E : : :
' Frimary insmnme + 550 ) : = A L Frimary mstanoe i ' Srandby ¥ % Brimary instance :
W r n i H . L -

s ! | Readabie stancy + 350 4 T . . . o E
A — R L — | - i B n e e
Settings

DB instance identifier info

iypo a nama far gaur DH instance. The name must be uniqee arross all G2 instances cwnod by yaur A%WS account in che coeront 260605 Keginme

cha-tazk-databazs

The 1B Instance ifantifier Is case-insensitive. hut is staved 3s all lowarcase (35 in "rpdinstance”), Canstraings; 10 63 ziphanumesic characters ar hyphens, First character must he a latrer. Can't contain twe
conzerative hyphens: Can't ard wirh 2 hyphan,

Credentials Settings

Master username  nfo
Iype a lagin 183 far tha mastar usar of yaur DK instance

admin

1 ta 16 alphanumeric characters. The first charactar must be a isttar

Credentials management
You can Lme AWS Secrels Manager ar manage your master mer credenidals,

Managed in AWS Secrets Manager - meost sacune © Seif managed
RDS generales o pasword far pau end manasges iU throsghot ie Eecycle wsing A0 et Cremte pour awn massword or have RDS cnsate o posawond Ehas oo manage.
[ EURTECT

| Aute generate password
Armazan HIS can generare 3 passanrd for ynid, or yau can specify yoar sen passward

Master password  info

Paszword strength
i

eonstraant= At larst § pintable ASLH characters. Can't rantain amy of the follvasng symibals £ @
Confirm master password  nfo

[P ——

» Additional credentials settings

Database authenticatiaon optisns  Info

© Pazsword authentication
aithenticates e2ing datahass pesmwords

| Password and |AM database authentication
authenricates 1sing the datsoame passward and ser cradentials through WS 188 users and rolas

{_» Password and Kerberos authentication
Choasa 2 directary In wilch you want to #llow suthorized users to authentcate with this DB instance using Xerberos Authentication

Instance configuration
Tha DB instance configuration options below are limited to those supportad by the engine that you selected above.

DE instance class  info

w Hide filters

(B show instance ciasses that support Amazeon ROS Optimized Writes  Info
Amazon RES Dptimized Wiites imaroves wiike throughput by up to 2= 2t ne additional
{2

(W Include previous generation classss

) Standard classes (includes m classes)

[ Memeory eptimized classes fincludes r and § classes)

o Burstahle classes {includes t classes)

Instance type

db.t3.micro
ZwCPUs Gi3 RAM  EBS Bandwidth: Up t3 2,085 Mbpe: Metwork: Up ta 5 Ghps

Storage

Starage type Infa
Hrewisioned KPS S50 (o) storage v

nirs are e eailablie,




General Purpose 550 [gp3|

v
Perlormance stalas independenily rom storage
Allecated storage  info
20 Gib

Minimus: 20 GiB. Maximum: 6,144 GiE

Previsioned IOPS  info
nps

Haeline 04 of 3,000 10F% & incladed for alincated starage less than 200 GiB.

Storage throughput  info
MiBp=

Hasaline :marage throwghput of 125 MiBpsis incleded for sllocated storage lass than 400 GiB.

(i) To provision additional 10PS and throughput, increase the allocsted storage to 400 GiB or greater.

» Additional storage configuration

Connectivity ins

Compute resource

Choose whethar ta set up a connection to 8 compute rescurce for this databsse Setrng up & connection will automatically change connactivity sertings 5o that tha compute resoures can connact to this database

© Don't connect to an EC2 compurs resource () Connect to an EC2 computs resounce

D'l st up s wonnection e a compule resource for dis database. Yow can manually sl up e Salup & wonneclon bran E02 compule resoarce lor Lhis dalabase

connRciion Lo & Conguie rescurce laiar.

Wirtual private cloud (VPC) info

Choose the WP The NPC defines the virtwal nebvorkiog envirenenent. lor Ues D0 sslance

my-cha-task-vpt [vpe-Or0eGf00e5H3 13730 =
R Sumiets, 2 availiahility fones

after adatahase 5 created, wou can'tchange its VPG Only VPCs with & samespanding U2 subnet group are listed,

©

D After o database is created, you can't change its VPC,

DE subnet group  lnfo
Choose the DB subnat growp. The DE subnet group definas which subnets and 1P rznges the DB instance can usa in te VT that you s2lected,

cha-tazk-database-subnet-groun
I Subnety 2 Availability Zonns

Public access  Infe

)
(2 ¥es

RDS msigre a putdic [P addas o the databass, Anaezon EC2 nslances sind ollier nsowste aulside of Ue VPO can connect Lo your dolabeee, Resgurces inside the VPO can also connecl bo Lhe dalabase. Crose

v o e VPO secunily groups Hhat specily which resoeces can conneck b U dalabase

© Mo

ROE doean'l assign a puldic 1P addsess b e databasws, Cualy faneeon D22 inaloros ad olber resoorces mside L VPO wan cermecd Lo your datebase, Chovee cne or mare YPC secwnily graups Ll spe

resturEs Lan coimbael Lo e dalabase,

WPC security group (firewall] info

Choose pne or mare YPC security groups o allow oocess to your datalase, Make sune that the secarity groap rales alioe the approgeiote inaming taffi

ﬂ Choase existing ':\.' Croato now
Chanss pristing VEC serunty gronps Create new YEC seounity groog
Exlsting WPC security graups
Chooss one or more options v

[ cha-tazk-database-server-sg )(]

Avallabllity Zone  info
Mo preference v

RDS Prowy

ADS Priocy'is a Fully managesd, highly o

ilable database proey thar improves application salzbiliey, resiliency, ond seourieg.

| Create an RDS Froxy  ffe
RIS sutomatic, creates an &M role ane a Secrets Manager secret for the prowy. RO Progy nas aodifioral costs, For mare onformanan, see dmazon R0S Proxy prong 12

Certificate authority - optional  Info

Lsing a serear cectificate provides aa extrs lawer af security by welidating that the rannection & being made to an Amazan databasa, it does w0 by checking the server cerfificate that s aumarmatically instat e oo all

datahases that yni prawisian.

rds-ca-rsa2048-g7 [default)
Ewgrry: May 20, 2DE1

I yow don't select & certificate authority, T05 chaases one for you,



¥ Additional configuration

Database port info
TCRfIF port that the database will use for application connertines,

3z08

Tags - optional

A 1ag conssts of o case-sensitive key-value palr,

Ho tags associated with the resource.

Add

vmil can add upctn S0 mare tags

Monitoring ins
Choose monitoring tools for this databaze. Datsbaszs Insights provides 3 combined view of Performance Insights and Enhanced Monitoring for your fleet of databases. Database Insights
pricing is separate fram RDS monthly estimates, See dmazon CloudWatch pricing |2,

aEibnes Inginhies « Avancar © Database Insights - Standard

» Additional monitoring settings
Enhanced Maonitoring, ClowdWatch Logs and Dewvlps Gure

Enhanced Monitoring

Enahble Enhanced menitoring
Enatding Enhanced Manitaring matrics are uzefil when you want 10 sea how different processes or thresds use the TR

05 metrics granularity

80 seconds v

Manitoring role for OS5 metries

- - @ G

The momslosing icte iz an 1AM rale that allows R0S tezend Enhanced Monitoring metiics teAmazan Diowd'Watch Lags
Chonse an existing monctornng roie, or choose default to have A0S automatically create the WM role rds-minnitasing-rebe for you.

Log exports
Selecl U Loy Gypes Lo puldish Lo Amaean Qoud'Watch Logs

|| Audit lng

| Errorlog

| Generzl log

| iamedb-auzh-error log
| Slow query lag

|AM role

Thue Tollowirnyg servicae-lnked role s wsed Foe pablishing lugs Lo Cloud@asloh Lo,

» Additional configuration
Database options, snoryption tumed on, backup turned on, backtrack turned off, maintenance, CloudWatch Logs, delete protection tumed off.

Estimated monthly costs

DB instance 13.14 UsD
Shorage 254 U5
Total 15.68 UsD

This billing estimate is based an on-demand usage as described in Amazon RDS Pricing 12, Estimate dees not include costs far backup storage, 10s (F applicable), or data transfer,

Estimate your menthly costs for the DB Instance using the AWS Simple Menthily Calculatar |3,

[ (1) You are responsible for ensuring that you have all of the necassary rights for any third-party products or services that you use with AWS services, ]

Cancel







e Aurora and RDS > Databases

Aurora and RDS L4

Dashboard
Databases
Query editor

Perfarmance insights

Databases (1)

@ Group resources @ @ Modify

Actions

Q, Filter by databases

DB identifier

cba-task-database

a |

Status v

@ Available

Role

Instance

v |

Engine v

MySQL Co...

v

Upgrade rollout order

SECOND

v |



= ECZ » Targergroups > Create targetgroup

Steg 1

@ Create target group

Create target group

e

checks an the targets.

Settings - immutable

Choose 2 tanget type and the load balancer and listener will route traffic to vour target. These settings can't be modified after target group

creation.”,

Target type

imdicatn what resouroe type you want to taeget. CGoly the solected resnisce type can be s

© Instances

Supparts Inad balancing toinstancas ina

L Integrate with Auta Scaling Graupsar
ELS services far antomatic management

S

tabile for: DALRS ENLES  GWLE

ferpd tn thes target group.

1 IP addresses

Suppastsload balancing to Wiand on-
premisas resnirces, Facilisates mlting to P
arkdrawies snd netwark intefaces on the
samin instance. Supperts 1P targeis.

rar: [AEEY (NIET Gwia

Irelandp

A target group can be made up of ane ar more targets, Your load balancer routes requests to the targets inoa targel group and performs health

) Lambda functicn ) Application Load Balsncer
Supports load betancing Lo a zsingle Lambda Allaws use of statk IP addresses and
function, SLE required as trafhic sourca, satelink with an Application Load

LB required as traffic sourms

Snttabla for: ALE
far: CHLH

Target group mame
Mame must be pnigue per Regeon p=f AWS accaount

cha-tazk-frontend-ELE-tg

Accepls: é-g A-Z, 0-9, and Py phien =L Can'l begin or end wilh hyphen. 1-32 todal chéraclers; Counl: 24/32

Protocal
Protoced for e

e load Badancer ami Largets.

HTTFP v

Fort

Pt nuribsar vl Largals receiwa ralfic Can ba overriddan [or individual Gargals daria

sirakion,

Hil

1-G5525

1P address type

Gy targets with the indicated I8 address type can be registered to this tanget groop,

O 1Pva
Each instance has a default network interface (etho) that ssigriad the primary privabe 1M ackd
The instance's prmary private 1Pvd address (5 the ane that wil ba ad o tha Target

IPyE

E s

1 noe U registar must hizwe 30 asslgned primary IPE agdrass, This = oonfigured an the
racance’s defaple network interfaca dechil), Learn mare (%

VPC
Setecl Ue WP with the
eddiess type selacted &

ianies Lhat wau wanl Lo include in the taigel group. Only YPCs Lhat supporl the 1P

are avallebie in thiz JisL
| ©

wpe-OeleG0esha 137 30 (my-cha-task-vpe)
A6

Create YPC &

Protocol version
© HTTR

Send regu

s Lo Largets using HTTPA 1L Supporced when Ui request protoced js HTTRSLT o HTTR/Z,

u HTTRY L. Supported whien te request protoced
Lavaitable.

i Largeis TTFZ or yRPC Ll

ealures are q

{2 gRPC

Send reguesls Lo Largels usin

Health checks

The assedated lead balancer pericdically sends requests, per the settings below, to the registered targets to test their status,
Health check protocal

HTTR v |

Health check path

Lse the default path af "' to perform health checks an the weat, or spedfy a custom path if gpeefered

-




Up oo 1024 claraciers allowed,

* Advanced health check settings

Restare defaults

Health check port

The part t pad balancar uses when performing health checks on tarpats. By defauly, the health chieck poet is the same a3z the tarpet grovp'straffic port. Hovevai
you can specify a differeat port as a0 ovarride
O Traffic port
Cuerride
Healthy threshold
Fhe number of consecutive haalth chacks successes vaguinad before considering a0 unhealthy target haalthy
H
2-10
Unhealthy threshold
The nurmber of oo utive health check failares o ed before wan 1o i barget unfiealidng
2
2.0
Timeout

The amourt of timea, in secanss, during which no FESMIORSS MEAns 5 feiled haalth check
5 seroncds
=120

Interval
1 abie arvesant of Liire batween health checks off

individual Largel

30 seconds
,E00
Success codes

he H1TP cndes toose when checking fos a sieccessful resprnse from atarget. ¥ou can sperify multpie values {for esample ") or & range of walues (for

reampla, *200

200

Target optimizer - optional it

Use s targee control pert whon the targel has a strict concurrency Limit

Target contral part
hr part e which thr targee comrmumictes.its cap

y- This walur can't ba madifiad aftar targee group e

Enter target comtrol port

walid mnge: 1-B5555

Attributes

(i) Certain default sttributes will be applied to your target group. You can view and edit them atter creating the target group.

» Tags - optional

Cansider adding tags to your target group, Tags enable you ta categonze your AWS resnurces 50 you can more 2asily manage them

Cancel




EC2 Target groups  » Creste target group

Stegr 1

Create targsat group Review and create

3 Riwiow WORLIE Lorech g canfiguration Boelfare creat ing
Sreqd - resanmenced T N 5
Registor targeos

Step 1: Target group details

Sten 3
@ Review and create
Target group details
Name Target type
cha-task-frantend-ELE-1g Instance

2] Cloudskel

VPC
wp - DeB00eSha1 375 A

IP address type
Py

Health check details

Health check protocol Health check path

HTTP !
Timeout Healthy threshold
5 seconds 5

Step 2: Register targets

Targets (0)

Instance 1D v MName

Femdhack [

Europe (Ireland} »

Protocol : Port Protocol version

HTTF: 80 HTTP

Health check port Interval

traffic-port A0 secands

Unhealthy threshold Success codes

? 200

v Port - Zone v
Mo targoets added

Cancel

‘Create target group.




e EC2 > Target groups > cba-task-frontend-ELB-tg 3‘1..

v Network & Security =
SEET G S @ Successfully created the target group: cha-task-frontend-ELB-tg. Anomaly detection is automatically applied 0 0
y P to all registered targets. Results can be viewed in the Targets tab.
Elastic IPs
Placement Groups :
. cba-task-frontend-ELB-tg
Key Pairs
Network Interfaces .
Details
v Load Balancing I arn:aws:elasticloadbalancing:eu-west-1:0098502 1002 7:targetgroup/cha-task-frantend-ELB-tg/71aef9965a112985
Load Balancers Target type Protocol : Port Protocol version VPC
Target Groups Instance HTTP: 80 HTTP1 vpc-0c0e6f00e5b91373¢ |12
Trust 3tares IP address type Load balancer
v Auto Scaling 1Pvd4 @ None associated
Auto Scaling Groups
0 @0 ®0 0 0 0
Total targets Healthy Unhealthy Unused Initial Draining

Settings
0 Anomalous



@ Ask Amazon Q (7 3} Europe (Ireland) »

cha_adm

= ECZ }» Loadbalancers > Create Application Load Balancer o

Create Application Load Balancer i

The Application Load Balancer distributes incoming HTTR and HTTRS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based on request attributes.
When the load Balancer recsives 2 conncd ton request, iE evatuates the Ustenes rules in prionity order b determine which rule to apply, and i applicable, it sclects o target fram the tagat growp
far the rule action.

» How Application Load Balancers work

Basic configuration

Laad balancer name

Mzmr mizse ho o withm yrar AWS aconune and ran't be changed afer the lnad hatancer = createsd

cha-task-frontend-ELB

& maamum af 32 alphanumers characters mcloding hyphens are &l jowied, ths narme maist not beg

Scheme | Info
Schame can'l be dianged aller the load balancer &= created

© Internet-facing 1 Internal
& Serues inlermes-lacing tralfic. & Serves intenal b
» Has public IP addresses, o Heas privaie [P addresses.

+ DOM5 133

+ COnig

pe resolves Lo private 1P,

Liles wed L0i Llve IPwd gisd Dualstack [P adodiess types

OMS 1
Ragelres 3 pulbilic sul

el

Load balancer IP address type  Info
Select the front-end IP address type to assian 10 the load balancer. The WPC and subnats magped to this laad balancer mi
© 1pva

Includes vty IPed addresses

[ Dualstack

Includes Pyd g IPuG addresses,

Il the sedected 1IN 204 5. Mulblic M adovazzes have an additional cost

( Dualstack withaut public [Pud
Includes o public Peé address, and private Ped s 1PG addressas Coor

vinternet-facing Lo s anly,

Network mapping e

The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

YPC | Info

Thie inad hatanarwil ist and scale withinthe 5el

ted WL, Thie selacted VL is also wh e lnad Balancer targess mast be hosted unbass

rargets, yiew targes graups 12
v @ Create VPC (8

IP pools | info
Yol can pptinnally che

_| Use IFAM pool for public IPv4 addresses

The Ak pood you choase will ba the preferrad source of public 1P addresses, If the pool Is deplated 1P sddrasses will e assigned by &S

to canfigure wn IBAK pral as the prefemed saoree for yoar inad balaneses 1P addresses, Create oe view Pools in the &miaznn VPE EP Address Manager consale |

Availability Zones and subnets | (nfo
sebecr at least ran Auzilahility Zones and s sibnes fro
i tha salarted availahility fonas only

=ch rone. & laad halancer nede will be placed in azch selacted zone and will wariczlly wale o racpanse m traffic The load haiancer raores traffic totargets

eu-west-1a [euwl-az2}

Subniet

anly CIDR Blacks correspending m the lazd balanoe o are uzed At least 8 qeaiahbla P addreszes are remmired for your Inad balzacer to scale afficently

subnet-Gefd1 TS Ratad 7afed {public-subnet-1a)

v
QL0020
eu-west-1h feuw-az3)
Subrnat
Only CIOR Blacks e g ko the la; avaifabile ¥ ad er to swale afficently.
| subnet-04587eb3b0c392600 (public-subnet-1b] = ‘

TO1A.0/20

Security groups i

A security group is 3 ==t of firewall rules that control the tratfic to your load balancer. Select an existing security group. or you can create @ new seurity group 1.

Iy RO v @

[ cha-task-frontend-ELR-sg (5g 000430395 F31BE) XJ

Security groups

Sefect up to 8




Listeners and routing inm
A listener is a process that checks for connectian requests using the port and protocel you configure. The nales that you define far a listener detenmine how the load balancer routes
requasts to its registered targets.

¥ Listener HTTP:80 !l. Remave |
Protocol Fart
HTTR L 80

1-65535

Default action e

The default actian is used iF nocother rules apply. Chaase the default actan far traffic on this listener.

Routing action

[o Farward to target groups ] | () Redirect to LIRL () Return fixed respanse

Forward to target group  1nfa
i, hnese A targat group and sgecify roating weight or create targer graup LA

Targat group Waight Percent

cha-task-frontend-ELB-tg HTTP v @ 1 10005

Target type: Instance, IPvd | Tanget stickiness O
0-0494

+ Add target group

Yoarcan add gt 4 mare target graups

Target group stickiness | Info
Enables e load Salances Lo bind 3 user's sessioon 1o 8 specilfic Largel group. To uss slickiness Lhe chignlenusl supporl cockies, [ yow wanl Lo Lind 3 usar’s sessan 1o a spedilic Largpal, larm g
Groun attribate Stickiness.

e Targel

Turn on target group stickiness

Listener tags - optional

Lansider arkdng tags to yoar listenes. 1ags anahle youtn cacegoeira yaur BWS rasaurces 53 Wil can mers aasily manage them

Add listener tag

Wous canadd up ta 50 mane tags

Add listener

v can add up to £8 mare listeners.

¥ Load balancer tags - optional
Consider adding tags to vour lead balancer, Tags enable you to catogorize your AWS resources 5o yow can more easily manage them, The "key' is required, but "Value' is optional. For
ecample, you can have ¥ey = production-webserver, or Key = webserver, and Yalue = production.

Optimize with service integrations - optional inf

ces with this load Balancer at launch. You can 2iso add these and other servioes after youd Load Balancer is taated by reviewing the lad balancer’s

Cptimize your load batancing architecture by Integrating AWE s
“Inteqiations” tah.

Amazon CloudFront + AWS Web Application Firewall (WAF) - new ins
Optimizes: Performance, Availability, Security

| Apply application Layer aceeleration and security protections - in frort of the load balancer
autnmatically coafigures and rreares a Claudrmnt distribetion with the basic recammended 84S WEF sarunty protectinns, and assariames & to paur losd balzneer. Additianal charges apply 12

# Benefits and considerations

AWS Web Application Firewall (WAF) 1o
Diptimizes: Security

|| Apply application layer security protections - in frant of targats

rity eonfig mitom proacections. Additional charges

atian with basic recoe reiate amg of your psisting SWAF confiburations foe

waur cheiee of either o pre-defined s od A0S WAF security protecoans, or as

apply 1A

» Benefits and considerations

AWS Global Accelerator i
Optimizes: Performance, Availability




| Apply global load balancing across multiple regions
¥ in your account will Ceaes global sie lic IPs Lhal acl e a Tixed 2ibry poiod Lo youn logd Salence. I yow de not need globed slatgc 1P or ballic enagement aooss mabliple regionss, select
. Additional charges agply 1?

» Benefits and considerations

Review

Review the toad balancer configurations and make changes If neaded. after you finlsn ravlesing the configurations, chease Create load balancer

Summary

Aewiew and enefirm yaur canfigeratians. kstimate rast (31

Basic configuration Edic Metwork mapping 1? Edit Security groups 1?7 Edit Listeners and routing edit

Marne: chi-task-frontend-ELB WPC: vpe-0c0eGf00e5b9 1375 frontend-ELB-sg HTTP:E0 | Forward ta 1 target group

Srheme: Internet-facing Public IPvd 1IPAM panl: -
IP addrass type: [Fud Mwvailability Zones and subnets:
= ouewest-1a
subnet-0ef1 755a1e478fed
public-zubnat-1a
= cu-west-1h
stbnat-04087eb2b0c 09260
public-subnet-1k

Fa9cFafan

Service integrations Fdit Tags Edit
Amazon CloudFront + AWS Web Application Firewsll [WAF): - -
AWE WAF:

MG Global Accelerator: -

Attribuites

{1 Certain default attributes will be applied to your load balancer. You can view and edit them after creating the load balancer. ]

Creation workflow and status

» Server-side tasks and status
#feer completing and submitting the shove steps, zll server-side tasks and their statuses become available for monitonng.

Cancel

Feedback




cha_admin

e ECZ > Load balancers > cha-task-frontend-ELB 57
¥ Network & Security » |

Eacuiity & Load balancer ARN DNS name Info

SEHRLY aRaups 0] am:aws:elasticloadbalancing:eu-west-1:009850210027:loadbalan 0] cba-task-frontend-ELB-197632279.eu-west-1.elb.amazonaws.com

Elastic IPs cerfapp/cba-task-frontend-ELB/4971fd4656675e0c (4 Record)

Placement Groups

Key Pairs

Network Interfaces < Listeners and rules Network mapping Resource map Security Monitoring Integrations At >

¥ Load Balancing

Laad Balancers Listeners and rules (1) i @ Manage rules ¥ Manage listener ¥

Target Groups A listener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default
Trust Stores action and any additional rules.

¥ Auto Scaling Q, Filter tisteners 1 )
Auto Scaling Groups . . .
9 P ] Protocol:Port v | Default action v | Rules v | ARN ¥ | Security policy

= Forward to target group
Settings [ HTTP:80 cha-task-frontend-ELB-tg 12 1 (100%) 1 rule IO ARN Mot applicable
Target group stickiness: Off




=] - mum

e EC2Z > Instances

¥ Network & Security

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores

¥ Auto Scaling
Auto Scaling Groups

Settings

> i-02bed3790f6afe7f8

Instance summary for i-02bed3790f6afe7f8 (cba-task-web-tier-server) info

@ ( Connect ) ( Instance state v) (_Actions v-)

Updated 1 minute ago
Instance ID

[0 i-02bed3790f6afe7fs

IPv6 address

Hostname type
IP name: ip-10-0-11-13.eu-west-
1.compute.internal

Answer private resource DNS name

Auto-assigned IP address
[07 18.201.139.138 [Public IP]

Public IPv4 address
I3 18.201.139.138 | open address (2

Instance state
@ Running

Private IP DNS name (IPv4 only)

0 ip-10-0-11-13.eu-west-1.compute.internal

Instance type
t3.micro

VPCID

[0 vpc-0c0e6f00e5b91373¢ (my-cha-task-

vpe) 12

Private IPv4 addresses
[0 10.0.11.13

Public DNS

Elastic IP addresses

AWS Compute Optimizer finding

cba_admin

® Opt-in to AWS Compute Optimizer for recom

mendations.

| Learn more 12



=3 e

S
e EC2 > Instances

EC2

Dashboard
AWS Global View A

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

Capacity Manager New

> I-0e4dd7635218e2346

&

Instance summary for i-0e4dd7635218e2346 (cba-task-app-tier-server) info

@ ( Connect ) ( Instance state ¥ ) ( Actions ¥ )

Updated less than a minute ago
Instance ID
I0) i-0e4dd7635218e2346

IPv6 address

Hostname type
IP name: ip-10-0-52-60.eu-west-
1.compute.internal

Answer private resource DNS name

Auto-assigned IP address

1AM role

Public IPv4 address

Instance state
® Running

Private IP DNS name (IPv4 only)
[0 ip-10-0-52-60.eu-west-1.compute.internal

Instance type
t3.micro

VPCID
0 vpc-0c0e6f00e5b91373¢ (my-cba-task-
vpe) 12

Subnet ID

Private IPv4 addresses
[ 10.0.52.60

Public DNS

Elastic IP addresses

AWS Compute Optimizer finding

cha_admin

(@ Opt-in to AWS Compute Optimizer for recom

mendations,

| Learn more 12

Auto Scaling Group name



—
e EC2 > Launchtemplates > cha-task-web-server-LT 0] [;2

Y

v Network & Security

_ cha-task-web-server-LT (It-0d92630f0feb25caf) ( actions v ) ( etete template )
Security Groups
Elastic IPs
Placamedt GrougE Launch template details
Key Pairs Launch template ID Launch template name Default version Owner
IO 1t-0d92630f0feb25caf [0 cba-task-web-server-LT mi I arn:aws:iam::00985021002
Network Interfaces :
7:user/chba_admin
¥ Load Balancing
Load Balancers Details Versions Template tags
Target Groups
Trust Stores Launch template version details ( Actions W ) ( Delete template version )
¥ Auto Scaling 5 o
Version Description Date created Created by
Auto Scaling Groups 1 (Default) > 0 Version 1 [0 2026-03-18T18:11:28.000 0] arn:aws:iam:00985021002
z 7:user/cba_admin
Instance details Storage Resource tags Network interfaces Advanced details

Settings

AMI ID Instance type Availability Zone Availability Zone Id



e EC2 > Launchtemplates > cba-task-app-server-LT ® &

A

¥ Network & Security

cba-task-app-server-LT (lt-0c98b08a28fe6c87b) (actions v ) (_Detete template )

Security Groups

Elastic IPs
Launch template details

Placement Groups

Key Pairs Launch template ID Launch template name Default version Owner
[0 1t-0c98b08a28fe6cs7b 00 cba-task-app-server-LT g1 B arn:aws:lam::00985021002

Network Interfaces
7:user/cba_admin

v Load Balancing

Load Balancers Details Versions Template tags
Target Groups
Trust Stores Launch template version details ( Actions ¥ ) ( Delete template version )
¥ Auto Scaling . )
Version Description Date created Created by
Auta Scaling Graups 1 ——— - 0 Version 1 [0 2026-03-18T18:16:39.000 [0 arn:aws:iam::00985021002
z 7:user/cba_admin
e Instance details Storage Resource tags Network interfaces Advanced details
ettings
=1 AMI ID Instance type Availability Zone Availability Zone Id



= EC2 > Auto Scaling groups E 0 5

. Last updated . . . b e e
Auto Scalmg groups {2} Info Ipq~|l|.:|||ar:||”||l|]|_rg d;“ @ ( Launch configurations ) ( Launch templates |2 ) ( Actions ¥ ) . Create Auto Scaling group
Q, Search your Auto Scaling groups | 1 S
B Name v Launch template/configuration |2 v | Instances ¢ Status v Desired capacity ¢ Min w | Ma
| cba-task-app-tier-ASG cha-task-app-server-LT | Version Default Z - 2 2 2

J cba-task-web-tier-ASG cha-task-web-server-LT | Version Default 3 = 2 2 2



cba_admin

= ECZ > Auto Scaling groups @ ® B

T 7 n nr on uncn m A ns v 7
less than a minute ago M k Launcn conmigurations J k Launcn tTemplates L2 J K_ ACTIONS J s

Q, Search your Auto Scaling groups | 1 =
2 Name v | Launch template/configuration |12 « | Instances ¥ Status v Desired capacity v Min w | b
[ cha-task-app-tier-ASG cba-task-app-server-LT | Version Default 2 - 2 2 2
B cba-task-web-tier-ASG cba-task-web-server-LT | Version Default 3 - 2 2 2
4 b
p— a
Auto Scaling group: cba-task-app-tier-ASG 8 v l
Instance ID ' | Lifecycle @ Instance... ¥ | Weighte... ¥ | Launcht... ¥ | Availabil... ¢ | Healths... ¥ Protect... ¥ |
C i-079cf845¢ 16006493 |2 InService m1.small - cba-task-app-ser  euw1-az2 (... @ Healthy

i-0ae598c48351b5cdf 12 InService m1.small - cba-task-app-ser  euw1-az3 (... @ Healthy



