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A secure HR portal is built using a VM inside a VNet, protected by NSG network rules and
controlled through Entra ID authentication and RBAC authorisation.

Tasks:

1. Create a VNet and subnet for the HR portal.

2. Deploy a VM and install a working HR web application.
3. Apply NSG rules to restrict access to the portal.
4

. Create an Entra ID user and assign RBAC roles.

Goal:

To build a secure, working HR portal that demonstrates both network security (NSG) and identity
management (Entra ID + RBAC).



Result:

GoodPeople Ltd

Employes MR Pornd

Welcome Back!

Access your HR information securefy from authorized
locations only,

& View Payslips

Arcess your current and histoncal paysins

& Request Leave

Submit and track yaur vacation requesss

L Update Personal Info

Manage your contact detisls and! emergency cantacts

il Benefits Dashboard

View your heathcarn ponsicn, and olhwr beredéits

£3 Portal Status: Online | Network: Secured by Azura
NSG

In this demo, a secure HR web application architecture was implemented on Azure using:

e VNet + Subnet — network isolation
e VM (Ubuntu) — compute layer
e NSG — network security enforcement

e Entra ID + RBAC — identity & access control
Provisioned:

e VNet: 10.20.0.0/16
e Subnet: 10.20.1.0/24
e NSG: vm-hr-portal-nsg
e Ports allowed:

o 22 (SSH)

o 80 (HTTP)

o 443 (HTTPS)
e VM: vm-hr-portal



Identity Layer (Entra ID + RBAC)
Created:

e Entra ID user

e Assigned RBAC roles
Instead of sharing passwords, identity + role assignment was used.
This enforces:

e Least privilege
e Auditable access

e Centralised control

End-to-End Flow
Here’s what happens in our system:
User — Internet — NSG — VM — HR Web App

And for admin access:

Admin — Entra ID — RBAC — Access VM/Resources

What makes this “secure HR portal”
From our final UI (GoodPeople Ltd HR portal):

e Only accessible via allowed ports
¢ Runs inside controlled network
e Access governed by identity

e Protected by NSG

This architecture demonstrates:

1. Network Security

e VNet isolation

e Subnet segmentation



e NSG firewall rules

2. Identity Security

e Entra ID authentication

e RBAC authorisation

3. Compute Hosting

e VM running application

Screenshots follow.
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® azure_user@vm-hr-portal: ~ X 5 ol [

PS C:\Users\user> ssh azure user@20.82.112.71

The authenticity of host '20.82.112.71 (20.82.112.71)' can't be established.
ED25519 key fingerprint is SHA256:hD9hwxc6pMdGo8C7oL1A3dab+Y1lvmAnWvePiHKMEcPE.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '20.82.112.71' (ED25519) to the list of known hosts.
azure_user@20.82.112.71's password:

Welcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.17.0-1008-azure x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sat Mar 21 11:26:57 UTC 2026

System load:

.0 Processes: 135
Usage of /: 5

7% of 28.02GB Users logged in: 0
IPvd address for eth0: 10.20.1.4

0
5
Memory usage: 4
Swap usage: 0

%
%
Expanded Security Maintenance for Applications is not enabled.

© updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.




2 azure user@vm-hr-portal: ~ X = | ™

System information as of Sat Mar 21 11:26:57 UTC 2026

System load: 0.0 Processes: 135
Usage of /: 5.7% of 28.02GB Users logged in: 0]
Memory usage: 4% IPv4 address for ethO: 10.20.1.4

Swap usage: 0%
Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

] JOrtad.




Get:42 http://azure.archive.ubuntu.com/ubuntu noble-security/main amd6id Packages [1544 kB]
Get:U3 http://azure.archive.ubuntu.com/ubuntu noble-security/main Translation-en [2U8 KkB]
Get:4d http://azure.archive.ubuntu.com/ubuntu noble-security/main amd64 Components [21.5 kB]
Get:45 http: zure.archive.ubuntu.com/ubuntu noble-security/main amdéld c-n—f Metadata [10.7 kB]
Get:46 http://azure.archive.ubuntu.com/ubuntu noble-security/universe amd64 Packages [977 kB]
Get:47 http://azure.archive.ubuntu.com/ubuntu noble-security/universe Translation-en [219 kB]
Get:48 http://azure.archive.ubuntu.com/ubuntu noble-security/universe amdé64 Components [74.1 kB]
Get:49 http://azure.archive.ubuntu.com/ubuntu noble-security/universe amd64 c-n-f Metadata [20.8 kB]
Get:50 http://azure.archive.ubuntu.com/ubuntu noble-security/restricted amd6ud Packages [2689 kB]
Get:51 http://azure.archive.ubuntu.com/ubuntu noble-security/restricted Translation-en [625 kB]
Get:52 http://azure.archive.ubuntu.com/ubuntu noble-security/restricted amd64 Components [212 B]
Get:53 http://azure.archive.ubuntu.com/ubuntu neble-security/multiverse amd6l4 Packages [28.8 kB]
Get:54 http://azure.archive.ubuntu.com/ubuntu noble-security/multiverse Translation-en [6732 B]
Get:55 http://azure.archive.ubuntu.com/ubuntu noble-security/multiverse amd64 Components [212 B]
Get:56 http://azure.archive.ubuntu.com/ubuntu noble-security/multiverse amdéud4 c-n-f Metadata [396 B]
Fetched 40.8 MB in 8s (5267 kB/s)
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
28 packages can be upgraded Run 'apt list --upgradable' to see them.
hr :~$ sudo apt install python3 -y
Readlng packdge llsts . Done
Building dependency tree... Done
Reading state information... Done
python3 is already the newest version (3.12.3-Qubuntu2.l).
python3 set to manually installed.
@ upgraded c] newly 1nstalled @ to remove and 28 not upgraded.
et 2 $ mkdlr ~/hr-portal && cd ~/hr-portal
. tal$ nano index.html

$ |




GoodPeople Ltd

Employee HR Portal

Welcome Back! .

Access your HR information securely from authorized
locations only.

& View Payslips

Access your current and historical payslips

2 Request Leave

Submit and track your vacation requests



GoodPeople Ltd

Employee HR Fortal

Welcome Back!

Access your HR infermation securely from authorized
locations anly.

& View Payslips

Access your cufrent and histerical payelips

# Request Leave

Zubkrit and track wour vacatian requests

% Update Personal Info

Manage your contact details and emergency contacts

il Benefits Dashboard

View your healtheare, pension, and other benofits

Portal Status: Online | Netwark: Secured by Azure
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Create network security group 5
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# Diagnose aed sohee probberns Priority T Mams T.. Part Ty Frotocal Ty Sourta T Destination . Action T
Ju Resource visualizes [ ] oo AllowhiylFinboundssH 22 ICP 317533402 Aty 8 allew
W Satlings G500 Allavnetinkound Ay Any YirtusiMotveoek WituaiNohwek ﬂ Al
Y Inbound security rules 6501 Alloweteurel oadBalen . Any Ly ArunelaadBalance: By @ Lllcw
L Qurbound security ules A5500 DieryallinBound Ay Ay Ay Ay @ Ceny
L. ____________________________________________________________________________________________________________________________ F

&8 Metwork interfaces
ax Subnats
m Proapes bies
B Locks
» Mohitoring
hutomaticn

# Help

Aahd o mesncew favennes Oy pressing Coct SACFo e F



— Microsofl Azure 2 Geatel) fedources, servieds sod dos (G4

Home Default Directory | Users

& Users - b
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Home Defauit Directory | Usars Uscrs

Create new user ¢
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Home Defauit Directory | Users Uzzrs

Create new user ¢
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Add role assignment
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