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A secure HR portal is built using a VM inside a VNet, protected by NSG network rules and 

controlled through Entra ID authentication and RBAC authorisation. 

Tasks: 

1. Create a VNet and subnet for the HR portal. 

2. Deploy a VM and install a working HR web application. 

3. Apply NSG rules to restrict access to the portal. 

4. Create an Entra ID user and assign RBAC roles. 

Goal: 

To build a secure, working HR portal that demonstrates both network security (NSG) and identity 

management (Entra ID + RBAC). 



Result: 

 

In this demo, a secure HR web application architecture was implemented on Azure using: 

• VNet + Subnet → network isolation 

• VM (Ubuntu) → compute layer 

• NSG → network security enforcement 

• Entra ID + RBAC → identity & access control 

Provisioned: 

• VNet: 10.20.0.0/16 

• Subnet: 10.20.1.0/24 

• NSG: vm-hr-portal-nsg  

• Ports allowed: 

o 22 (SSH) 

o 80 (HTTP) 

o 443 (HTTPS) 

• VM: vm-hr-portal 



Identity Layer (Entra ID + RBAC) 

Created: 

• Entra ID user 

• Assigned RBAC roles 

Instead of sharing passwords, identity + role assignment was used.  

This enforces: 

• Least privilege 

• Auditable access 

• Centralised control 

End-to-End Flow  

Here’s what happens in our system: 

User → Internet → NSG → VM → HR Web App 

And for admin access: 

Admin → Entra ID → RBAC → Access VM/Resources 

What makes this “secure HR portal” 

From our final UI (GoodPeople Ltd HR portal): 

• Only accessible via allowed ports 

• Runs inside controlled network 

• Access governed by identity 

• Protected by NSG 

This architecture demonstrates: 

1. Network Security 

• VNet isolation 

• Subnet segmentation  



• NSG firewall rules 

2. Identity Security 

• Entra ID authentication 

• RBAC authorisation 

3. Compute Hosting 

• VM running application 

 

Screenshots follow.  

 

 

 

 

 

 

 

 

 






















































































