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Tasks: 

1. Create an App Service to host a working marketing website. 

2. Enable a system-assigned managed identity for the app. 

3. Create a Key Vault and store a database connection string secret. 

4. Grant the app identity permission to read the secret via RBAC. 

5. Deploy a real web application that retrieves secrets from Key Vault. 

Goal: 

• Secrets are stored in Azure Key Vault, not in application code. 

• The application uses Managed Identity instead of passwords to access secrets. 

• RBAC controls which users or services can read the secrets. 



Result: 

 

 

 

What is built here is a secure cloud-native application where: 

• Secrets are removed from code and managed centrally  

• Access is controlled via identity, not passwords 



Secrets live in Key Vault (NOT in code) 

The following was done in this demo: 

• Created Azure Key Vault 

• Stored: 

o Database connection string 

This matters because: 

• No secrets in: 

o GitHub  

o App code  

o Config files  

This means that if someone steals our code, they still cannot access your database 

Managed Identity replaces passwords 

The System-assigned Managed Identity on App Service was enabled. 

This means that: 

• Azure automatically creates an identity for our app 

• That identity is: 

o Trusted by Azure 

o Authenticated via Entra ID 

RBAC controls access (authorization layer) 

Here, we: 

• Assigned role: 

  Key Vault Secrets User 

• To: 



o Our App Service identity  

What this enforces: 

• Only this app can: 

o Read secrets 

• Others: 

o Cannot access  

This is least privilege security 

Runtime flow (how it works in production) 

When user hits our app: 

1. Request → App Service 

2. App needs DB connection 

3. App calls → Key Vault 

4. Azure checks: 

o “Does this identity have permission?” 

5. If YES → returns secret 

6. App connects to DB 

Architecture Summary 

User → App Service → Managed Identity → Key Vault → Secret → Database 

We have achieved: 

1. Security 

• No hardcoded secrets 

• Identity-based access 

2. Scalability 

• Works across multiple instances automatically 



3. Compliance 

• Auditable (who accessed what) 

4. Maintainability 

• Rotate secrets without changing code 

 Secrets are securely stored in Azure Key Vault and accessed at runtime using Managed Identity, 

with RBAC enforcing controlled, identity-based access instead of hardcoded credentials. 

Screenshots follow. 

 

 

 

 

 




































































