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Tasks: 
1. Create Application Security Group 

2. Configure Database Security Group 

3. Launch Amazon EC2 instance 

4. Create Amazon RDS database 

5. Inspect and verify database 

 

Goal: 

To deploy a WordPress-based architecture by provisioning an EC2 instance and creating a 

managed database using Amazon RDS. 

 

Result: 

• Application Security Group successfully created 

• Database Security Group configured with MySQL access 

• EC2 instance launched successfully 

• Amazon RDS database created using MySQL engine 

• Database status changed to Available 

• Database endpoint generated for connectivity 

 

 
 

 



 
 

 

Evidence from screenshots: 

• Security groups created (page 9) 

• EC2 instance running (page 13) 

• Database creation in progress (page 19) 

• Database available (page 20) 

• Database endpoint visible (page 21) 

 

Action: 

Step 1: Logged into AWS Account 

• Logged in as IAM user with administrative access 

Evidence: 

• Login step defined (page 10) 

 

Step 2: Created Application Security Group 

• Security Group Name: ApplicationSG 

• Description: Allow incoming traffic from the internet 

• Configured inbound rules: 

o HTTP 

o HTTPS 

o SSH 

• Source: Anywhere (IPv4) 

Evidence: 

• Configuration steps (page 11-13) 



• Security group creation interface (page 6) 

 

Step 3: Configured Database Security Group 

• Security Group Name: DatabaseSG 

• Description: Allow EC2 to access database 

• Inbound rule: 

o MySQL/Aurora (Port 3306) 

• Source: ApplicationSG 

Evidence: 

• Configuration details (page 14-16) 

• MySQL rule shown (page 8) 

 

Step 4: Launched EC2 Instance 

• Instance Name: WordPress-instance 

• AMI: Amazon Linux 2023 

• Instance Type: t3.micro 

• VPC: Default 

• Subnet: eu-west-2a 

• Security Group: ApplicationSG 

Evidence: 

• EC2 configuration (page 17-21) 

• Successful launch message (page 12) 

• Instance running (page 13) 

 

Step 5: Created Amazon RDS Database 

• Engine: MySQL 

• Version: MySQL 8.0.42 

• Template: Free Tier 

• DB Identifier:  

• Username:  

• Password:  

• Instance Type: db.t4g.micro 

• Storage: 20GB (gp2) 

Evidence: 

[REDACTED]

[REDACTED]

[REDACTED]



• Database configuration steps (page 22-25) 

• RDS setup interface (page 14-15) 

 

Step 6: Configured Connectivity 

• Connected RDS to EC2 instance 

• Public access: Disabled 

• Security group: DatabaseSG 

• Authentication: Password authentication 

Evidence: 

• Connectivity setup (page 26-28) 

• Security group linkage (page 16) 

 

Step 7: Final Configuration and Deployment 

• Initial database name: mydbinstance 

• Disabled: 

o Automatic backups 

o Maintenance 

o Delete protection 

• Created database 

Evidence: 

• Final configuration (page 29-30) 

 

Step 8: Verified Database 

• Waited until status changed to Available 

• Accessed database details 

• Retrieved endpoint 

Evidence: 

• Database available (page 20) 

• Endpoint shown under connectivity (page 21) 

• Verification step (page 31-32) 

 

Screenshots follow. 

 



Summary 

• Security groups were configured for application and database layers 

• EC2 instance was successfully provisioned 

• Amazon RDS MySQL database was created and configured 

• Database connected securely to EC2 instance 

• Database reached Available state and endpoint was generated 

✔ Lab objective achieved: 

“Configured Security Groups, provisioned EC2, created and verified an RDS database” 

 

 




































