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Tasks: 

1. Launch an EC2 instance 

2. Write Lambda function to stop EC2 instance 

3. Create IAM role for Lambda permissions 

4. Execute Lambda function to stop instance 

5. Write Lambda function to start instance 

6. Write Lambda function to terminate instance 

 

Goal: 

To use AWS Lambda functions to stop, start, and terminate an EC2 instance automatically. 

 

Result: 

• EC2 instance successfully launched 

• Lambda function successfully stopped the instance 

• Lambda function successfully started the instance 

• Lambda function successfully terminated the instance 

 

 
 



 

 

 

 

 

 



 

 

 

 

Evidence from screenshots: 

• EC2 instance initially running (page 6) 

• Instance stopped after Lambda execution (page 16) 

• Instance started again successfully (page 18) 

• Instance terminated successfully (page 20) 

 

Action: 

• Step 1: Logged into AWS and Launched EC2 Instance 

• Accessed AWS console 

• Launched EC2 instance 

• Copied Instance ID for later use 

Evidence: 

• EC2 instance details showing running state (page 6) 

• Instance ID captured (page 8) 

 



• Step 2: Created Lambda Function (Stop EC2) 
• Created Lambda function from scratch 

• Used Python runtime 

• Implemented code using boto3 to stop EC2 

Code logic used: 

• Import boto3 

• Define instance ID 

• Call stop_instances() 

Evidence: 

• Lambda function creation (page 7) 

• Stop function code shown (page 9) 

 

• Step 3: Encountered Permission Error 
• Initial execution failed due to missing IAM permissions 

Evidence: 

• Error shown during execution (page 11) 

 

• Step 4: Created IAM Role and Attached Permissions 

• Navigated to Lambda configuration 

• Created execution role 

• Attached policy: 

o AmazonEC2FullAccess 

Evidence: 

• IAM role configuration (page 11-12) 

• Policy attached successfully (page 12) 

 

• Step 5: Stopped EC2 Instance Using Lambda 

• Ran Lambda test event 

• Execution successful (response = null) 

• EC2 instance changed from running → stopped 

Evidence: 

• Successful test execution (page 15) 

• Instance stopped state (page 16) 



 

• Step 6: Started EC2 Instance Using Lambda 

• Updated Lambda code to use start_instances() 

• Executed test 

• Instance returned to running state 

Evidence: 

• Start function code (page 13) 

• Instance running again (page 18) 

 

• Step 7: Terminated EC2 Instance Using Lambda 

• Updated Lambda code to use terminate_instances() 

• Executed test 

• Instance terminated successfully 

Evidence: 

• Terminate function code (page 14) 

• Instance terminated state (page 20) 

 

Screenshots follow. 

 

Summary 

• Lambda functions were used to control EC2 lifecycle 

• IAM role was required for permissions 

• Three operations were successfully implemented: 

o Stop instance 

o Start instance 

o Terminate instance 

• System validated using Lambda test executions and EC2 dashboard 

Lab objective achieved: 

“Start, Stop and Terminate an EC2 Instance using Lambda functions.” 

 

 






































