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Tasks:

1. Launch an EC2 instance

2. Write Lambda function to stop EC2 instance

3. Create IAM role for Lambda permissions

4. Execute Lambda function to stop instance

5. Write Lambda function to start instance

6. Write Lambda function to terminate instance
Goal:

To use AWS Lambda functions to stop, start, and terminate an EC2 instance automatically.

Result:

e EC2 instance successfully launched

e Lambda function successfully stopped the instance

e Lambda function successfully started the instance

e [ambda function successfully terminated the instance

import boto3

instances = ['1-82712d3a3bb917ec2’]

ec2 = boto3.client('ec2’', region_name='eu-west-3')

def lambda_handler(event, context):

ec2.start_instances(InstanceIds=instances)

print(“started the running instance " + str(instances))
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import boto3

instances = ['i-82712d3a3bb917ec2’]

ec2 = boto3.client('ec2', region_name='eu-west-3')

def lambda_handler(event, context):
ec2.stop_instances(Instancelds=instances)

"

print(“stopped the running instance " + str(instances))
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import boto3

instances = ['i-©82712d3a3bb917ec2’]

ec2 = boto3.client('ec2', region_name='eu-west-3")

def lambda_handler(event, context):
ec2.terminate_instances(InstanceIds=instances)

print(“"terminated the running instance " + str(instances))
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Evidence from screenshots:

e EC2 instance initially running (page 6)

e Instance stopped after Lambda execution (page 16)
e Instance started again successfully (page 18)

e Instance terminated successfully (page 20)

Action:

* Step 1: Logged into AWS and Launched EC2 Instance

e Accessed AWS console
e Launched EC2 instance
e Copied Instance ID for later use

Evidence:

e EC2 instance details showing running state (page 6)
e Instance ID captured (page 8)



* Step 2: Created Lambda Function (Stop EC2)

e Created Lambda function from scratch
e Used Python runtime
e Implemented code using boto3 to stop EC2

Code logic used:

e Import boto3
e Define instance ID
e (all stop_instances()

Evidence:

e Lambda function creation (page 7)
e Stop function code shown (page 9)

* Step 3: Encountered Permission Error

¢ Initial execution failed due to missing IAM permissions
Evidence:

e Error shown during execution (page 11)

* Step 4: Created IAM Role and Attached Permissions

e Navigated to Lambda configuration
e C(Created execution role
e Attached policy:

o AmazonEC2FullAccess

Evidence:

e IAM role configuration (page 11-12)
e Policy attached successfully (page 12)

* Step 5: Stopped EC2 Instance Using Lambda

e Ran Lambda test event
e Execution successful (response = null)
e EC2 instance changed from running — stopped

Evidence:

e Successful test execution (page 15)
¢ Instance stopped state (page 16)



* Step 6: Started EC2 Instance Using Lambda

e Updated Lambda code to use start_instances()
e Executed test
e Instance returned to running state

Evidence:

e Start function code (page 13)
e Instance running again (page 18)

* Step 7: Terminated EC2 Instance Using Lambda

e Updated Lambda code to use terminate_instances()
e Executed test
e Instance terminated successfully

Evidence:

e Terminate function code (page 14)
e Instance terminated state (page 20)

Screenshots follow.

Summary

e Lambda functions were used to control EC2 lifecycle
e IAM role was required for permissions
e Three operations were successfully implemented:
o Stop instance
o Start instance
o Terminate instance
e System validated using Lambda test executions and EC2 dashboard

Lab objective achieved:
“Start, Stop and Terminate an EC2 Instance using Lambda functions.”
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@ Ask Amazon Q [:_] ﬂ {:'I -I:H:J Europe [Parig) »

= Lambda » Functions » Create function o

Create function i+

Choose one of the tollowing options to create your function.

O fwthor from scratch T Use a blusprint 77 Container image
Start with r weld cxample. i Lar itina Fr Sedrcta cr rimirge to dr KL
Basic information
Function name
Erter a naing Uial describes e parposs of your unclion,
stop-ec 2 -function
Fureeian nome st e 1 to 64 charecters most be uniguee to the Begion, ard can b include spaces. Valid charscters area oz, 8 2,09, hyphens [, and isderscores ),

Rumntime  Info

Chanze the langiage o use o write yoos fi

tinn. Nata that the consala.coda editer supprrts ey Made 5, Bython, and Ruby

Python 314 L4

Architecture  infa

Charee the

struction set architecore yoo wane fo

your funecrian core.
) armE4
O 36 64

Permissions i
By default, Lambda will creste an execution role with permissions to upload logs to Amazom ClowdWatch Logs. You can customize this default role later when adding triggers.

» Change default execution role

» Additional configurations
Use additlanal configurations ta sat o networking, security, amnd govemance for your functon. These settings help secure and cestanize yowr Lambda functian deplayment

Cancel




[3,1 Ask Amazon Q

Europe [Paris) *
Europe [Paris) et

= Lambda » Functions » stop-ec2-function

| the function "stop-ec2-funcii

o &

n with a test

stop-ec2-function

¥ Function overview i

" stop-ec2-function

| @ Layers [m |

+ Add trigger + Add destination

(: Thrattle )(l‘n Eopy ARN )f: Actions ¥ j

(_ Expart to Infrastructore Composer j (_ Dawnload )

Functlon ARMN
[0 armawslambdaeu-west-3:000850210027 function:s
top-ec2-function

Description

Last medified
G minutes aga

Code Test Monitor Configuration Aliases Versions
Code source infa ( Open in Yisual Studio Code 12 :] ( Upload from W :] @
top e funct) B 0
tOp . | 1} -Ha
= FABIC IR # lambda_tunctonpy ® m
~ STOP-ECZ-FUNCTION = lsmbda fusction.py
lﬁ & lambda funchiony 1 import botol -
p 1 dnstances = ['i-923712d%a3bb81i7ec2’] # my ECE dmstarce ID
3
r} L zc? = boto3.client('sc?', region_name="sgu-west-1'")
o = e
) o EERLO AL it e ¥ def lanr.da_hai:dl'_-r[evzr-lt, cor-tex‘_- '.
tl__? g sc2, stop_instances(Instarcalde=instancas)
Dieploy (CtrlShift=U) ) orint{“stopped the running instance " + striinstances))
Fest [Ctri+Shift+()
* TEST EVENTS [MOME SELECTED]
{E} Create new test event
0D [ Amaon Ol Ln4, Colfd  Spacessa UTFR  LF Myrhan (D lambda  lapear 05 0

Code properties i

Package size SHAZ56 hash

205 byte 0 FusTORF/GWSOZu]g Hyd SptawpelvP Qktarf w2
Bils=

Runtime settings it

Runtime Handler | irfo

Python 3.14 lambda_function.lambda_Randler

¥ Runtime management configuration

Update runtime verslon
Autn

Runtitme versian ARN | info
16 amaws:lambdaeu-west-22runtime:027eb Tidat0cea 746752805 2be0 7d7 23 2acebbdf
dde682b54171030a%77343 71

LayErS ['D} Into
Q, Szarch by attributes or search by keyword
Mame Compatible runtimes

Merge order Layer version

There is no data to dizplay.

Compatible architectures

( Edit -:] ( Edit runtime management configuration ‘_)

Architecture  info

#BE_G64

Infa

Last fetchied 4/7/2025, 1:22:45 AM @ @
1 @

Version ARN
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= Lambda » Functions » stop-ec2-function @ &7

® Successfully created the function "stop-ec2-function”. You can now change its code and configuration. To invoke your function with a test event, choose "Test".

o

l> 5 ec2 = boto3.client('ec2', region_name='eu-west-3')
o 6 —

DOV S 7 def lambda_handler{event, context):
Bg_‘ g ‘ ec2.stop_instances(Instancelds=instances)

Deplay (Ctrl+Shift+U) 9 print("stopped the running instance " + str{instances))
Test (Ctrl+Shift+1)

~ TEST EVENTS [NONE SELECTED]

{é} 4+ Create new test event (1) Successfully updated the function stop-ec2-functior.

/' lambda Deployed @ 0AQ [ AmazonQ Ln9 Col 60 Spaces:4 UTF-8 LF Python [Jlambda LlayoutUS [®



(3 Ask Amazon Q ] o (i) @ Giobal ¥

= |AM > Roles » stop-ec2-function-role-Of8epkeik > Add Permissions (0]

Attach policy to stop-ec2-function-role-08epkeik

¥ Current permissions policies (1)

Other permissions policies (1/17143) @
Filter by Type

O, AmazonEC2Fulliccess # | Alltypes ¥ 1 match 1 =

Palicy name A& | Type ¥ | Description |

[ AmanonEC2FullAceess AWS managed Provides full access to Amazon ECZviat... ]

s




@ sk Amazon Q B 8 @ & oy

e 1AM > Roles » stop-ec2-function-role-08epkeik (0]
r
Identity and Access < @ Policy was successfully attached to role. b4
Management (IAM)

stop-ec2-function-role-08epkeik i

O Serrch IAM

Dashiboard Summary
¥ Access Management Creation date ARN
Lt prine April 07, 2026, 01:040 [UTC+03:00} |E| arn:aws:iama0r98502 1002 7 role/service-role fstop-ec2-function-
role-08epkeik
Users
Roles Last activity Maximum session duration
1 hour
Fallcles
Identioy providers
Account seltings Permissions Trust relationships Tags Last Accessed Revoke sessions

Root aooess management

Temporary delegation requests o s
Permissions policies (2} it @ Simulate Remove

You can attach up to 10 managed policies.

Filter by Type
. Seorci all types v 1
YPE
1| Pollcy name (@ & | Type L Attached entities e |
M B i Amazo Ale's managed d
AW SLambdaBasicExeoutionRo,., Custarmer managad 1

» Permissions boundary (not set)

¥ Generate policy based on CloudTrail events

You can generate 3 new policy based on the access activity fior this role, then customize, create, and attach it to this role. AWS wses your
CloudTrail events to identify the services and actions used and generate a policy. Learn more L2

Generate policy

Mo reguests ta generate 2 policy in the past 7 days.

& Cloudshell



@ Ask Amazon Q . Europe [Parig) »

cha_admin

wlly saved,

stop-ec2-function ( theotte ) (B copyarn ) ( actions ¥ )

¥ Function overview it (_ Expart to Infrastructore Composer j(_ Dawnlogpd )

[0 armawslambdaeu-west-3:000850210027 function:s
top-ec2-function

" stop-ec2-function
| @ Layers L]
Last modified

+ Add trigger + Add destination 43 minutes age

Description

Code Test Monitor Configuration Aliases Versions
Code source infa ( Open in Yisual Studio Code 12 :] ( Upload from W :] @
£ stop e Junctlo 0B - e
== FEPICIREE (i # lambda_tunctonpy Create news test vent m
~ STOP-ECZ-FUNCTION lsmbda_fusction.py
@ ¥ lambda_functionpy Create new test event Irvake m
= lambda functiongy 51 Find 23 ab = —
yeita = = BventMame
p 1 impc rt betol bessi
o - Mamimum ol 25 chaaciers coemisting of letters, numbers, dots, Byphens
- | Irstances = ['1-82712d5a3bb917ec2'] # my EC2 L T
; = and undarscoras.
5 er? = boto3 client'ec2', reglon_names‘eu-west Imwaratan type
g o Tere
I : 7 def lasbda_handler(event, cortext): Hreiongys e
Dieploy (T2 Shifr L) g 202.5top_instances(Instancelgs=instances) i
3 orint{®sztopped tre ruanning instance " + st
Fest [Ctri+Shift+1)
(i Tast evert is saved succasshily.
fequest 10, Ao amcssscs independmrty, With resals P acdly sent ra
~ TEST EVENTS [RELECTED; TESTH
{E} = Create new ket event (_3 Mo chiasoges lo doploy
w7 Private saved svents a %
o lambda Dephoyed @40 B Amazsa 0 B tambda © layour; U5 OF
Code properties i
Package size SHAZ56 hash Last modified
225 byte 0 gegFERGSKEGNShES aaeGPEWhkFAQISVCRTA 435 minutes ago
hSPM=
Rurtime SE’ﬂ!iI‘IgS infn ( Edit -:] ( Edit runtime management configuration ‘_)
Runtime Handler | irfo Architecture  info
Python 3.14 lambda_function.lambda_Randler #BE_G4
¥ Runtime management configuration
Runtlme version ARN | info Update runtime verslon  infa
16 amaws:lambdaeu-west-22runtime:027eb Tidat0cea 746752805 2be0 7d7 23 2acebbdf Autn

dde682b54171030a%77343 71

Layers (0) it Last fetched 4/7/2025, 20652 AM @ @
1 &

Q, Szarch by attributes or search by keyword
Merge order Mame Layer version Compatible runtimes Compatible architectures Version ARN

There is no data to dizplay.
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= Lambda » Functions » stop-ec2-function

@ The test event "test” was successfully saved.

0

" DEPLOY

2 B %

& lambda_function.py

Test (Ctrl+Shift+)

" TEST EVENTS [SELECTED: TEST]
{g} + Create new test event

~ [ Private saved events

/' Lambda Deployed

®oA0

> Amazon Q

> Find Aa ab, ¥ i

1 import boto3

2

3 instances = ['i1-82712d3a3bbo17ec2'] # my EC2

5 ec2 = boto3.client('ec2’, region_name='eu-wes'

]

r def lambda_handler(event, context):

B ec?.ston instances{Instancelds=instances)
PROBLEMS QUTPUT CODE REFERENCE LOG TERMINAL

Status: Succeeded
Test Event Name: test

Response:
null

Event Name
test
Maximum of 25 characters consisting of letters, numbers, dots, hyphens
and underscores.
Invacation type

®  Synchronous

Executes the Lambda function and blocks until receiving: the function's response,
Execution Results v =g e
Faa - B
(L) Test event is saved successfully.
(1) No changes to deploy
Lambda Layout US

s



e EC2 » Instances -

- ) a Instances [1] Info @ Connect ( Instance state v) ( Actions ') » o A /
Saved filter sets

Dashboard Choose filter set ® | | Q, Find Instance by attribute or tag (case-sensitive) | 1 &

AWS Global View 12 []| Name & v | InstanceID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus |

Events ] Instance-01 i-02712d3a3bb917ec2 O stopped & @ t3.micro - View alarins &



= Lambda » Functions > stop-ec2-function

@ Successfully updated the function "stop-ec2-function”,

== = LA Ly

~ DEPLOY  ~ Current

Deploy (Ctrl+Shift+U)

Test (Ctrl+Shift+1)

B

A

~* TEST EVENTS [SELECTED: TEST]
{% 4+ Create new test event

iy

Notifications (0 /A0

» | Find Ad a0, v

lambda_handler{event, context):
ec2.start_instances(Instancelds=instances)
print("started the running instance " + str(:

W oo o~ m

PROBLEMS QUTPUT CODE REFEREMNCE LOG TERMINAL

Status: Succeeded
Test Event Name: test

Response:
null

®2 @o @o

Event Name

test

Maximum of 25 characters consisting of letters, numbers, dots, hyphens
and underscores,

Invocation type
®  Synchronous
Expcutes the Lambda function and blacks until receiving the function's response.
Execution Results v HF B o~ X

o Successfully updated the function stop-ec2-function.
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e ECZ > Instances @ Gl

EC2 ¢ Instances (1) info © Connect ( Instance state V) ( Actions 7)  Launch instances v
Saved filter sets

peshbinsed Choose filter set ¥ Q, Find Instance by attribute or tag (case-sensitive) 1 @

AWS Global View 12 | Name @ v | Instance D | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus |

Events — Instance-01 i-02712d3a3bb917ec2 ® Running & Q t3.micro @ Initializing View alarms +



= Lambda > Functions > stop-ec2-function @ G

@ Successfully updated the function "stop-ec2-function”,

— i A
| M 15" Event Name
/O 6 test
7 def lambda_handler(event, context):
sc2.terminate_instances(Instancelds=insta
print("terminated the running instance " -

Maximum of 25 characters consisting of letters, numbers, dots, hyphens
— and underscores

o~

R7

Invocation type

~ DEPLOY  Currerit
B o s
ynchronous

Deploy (Ctrl+Shift+U) Executes the Lambda function and blocks until receiving the function’s response,

.& - PROBLEMS ~ OUTPUT  CODE REFERENCELOG  TERMINAL Execution Results v g == o X
Test (Ctrl+Shift+1) S

Status: Succeedad
Test Event Name: test

~ TEST EVENTS [SELECTED: TEST]

Response: - . :
{E} —+ Create new test event null (i) Successfully updated the function stop-ec2-function.
w & Private saved events -
« lambda Deploved @0 A0 B Amazon O Ln9 Col 63 Spaces4 UTF-8 LF Python [llambda lavoutUs (2



cba_admin

e EC2 > Instances @ 5

& =
EC2 < Instances [1] Info @ Connect ( Instance state v) ( Actions !) . l.aunchlﬂm .sy_
Saved filter sets .
z filter set W i tance by attribu ag (case-sens
Dashboard Choose filter set Q, Find Instance by attribute or tag (case-sensitive) 1 1]
AWS Global View 12 Name £ v | Instance D | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus |

Events Instance-01 i-02712d3a3bb917ec2 ® Terminated @ @ t3.micro - View alarms 4+



import boto3
instances = ['1-82712d3a3bb917ec2']
ec2 = boto3.client('ec2’, region name='eu-west-3')

def lambda_handler(event, context):

ec2.start_instances(InstanceIds=instances)
print(“started the running instance " + str(instances))




import boto3

instances

ec2 = boto3.client('ec2', region_name='eu-west-3')

def lambda handler(event, context):
ec2.stop instances(InstanceIds=instances)
+ str(instances))

n

print(“stopped the running instance



import boto3

instances = ['1-82712d3a3bb9%17ec2’]

ec2 = boto3.client('ec2', region_name='eu-west-3')

def lambda_handler(event, context):
ec2.terminate_instances(Instancelds=instances)
print(“terminated the running instance " + str(instances))




