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Tasks: 
1. Provision an EC2 instance using AWS Lambda 

2. Create IAM role for Lambda with EC2 permissions 

3. Write and deploy Lambda function code 

4. Test Lambda function and verify EC2 instance creation 

5. Create Lambda function to stop/start EC2 dynamically 

6. Schedule automation using Amazon EventBridge 

 

Goal: 

To automate the provisioning, management, and scheduling of EC2 instances using AWS 

Lambda and EventBridge. 

 

Result: 

• EC2 instance successfully provisioned using Lambda 

• Instance tagged with AutoSchedule=True 

• Instance state dynamically controlled (start/stop) 

• EventBridge scheduling configured using cron expressions 

• Automation verified through Lambda logs and EC2 status 



 

 

 

 

 



 

Evidence from the screenshots: 

• EC2 instance running after Lambda execution (page 18) 

• Instance tagged with AutoSchedule=True (page 19) 

• Instance stopped successfully after second Lambda execution (page 27) 

• EventBridge schedule configured (page 28) 

 

Action: 

• Step 1: Created IAM Role for Lambda 

• Created IAM role: LambdaEC2ProvisionRole 

• Attached policies: 

o AmazonEC2FullAccess 

o AWSLambdaBasicExecutionRole 

As shown in: 

• IAM role creation steps (page 8-10) 

• Role successfully created (page 5) 

 

• Step 2: Created Lambda Function (Provision EC2) 
• Function Name: ProvisionEC2Lambda 

• Runtime: Python 3.14 

• Execution role: LambdaEC2ProvisionRole 

Evidence: 

• Function creation screen (page 6) 

• Configuration details shown (page 12) 

 



• Step 3: Implemented Lambda Code 

• Used boto3 to launch EC2 instance 

• Configured: 

o AMI ID 

o Instance type (t3.micro) 

o Key pair 

o Region 

• Added tag: 

o AutoSchedule = True 

Evidence: 

• Code implementation (page 10) 

• Code instructions (page 13-14) 

 

• Step 4: Tested Lambda Function 

• Created test event: TestProvisionEC2 

• Executed function successfully 

• EC2 instance launched and verified 

 

Evidence: 

• Successful test execution (page 16) 

• Instance running in EC2 dashboard (page 18) 

 

• Step 5: Created Stop/Start Lambda Function 

• Function Name: StopStartEC2Lambda 

• Logic: 

o Identify instances with tag AutoSchedule=True 

o Stop running instances 

o Start stopped instances 

Evidence: 

• Function creation (page 22) 

• Successful execution output (page 26) 

 



• Step 6: Scheduled Automation Using EventBridge 

• Created rule: EC2ScheduleRule 

• Schedule type: Cron expression 

Examples used: 

• 0 8 * * ? * → Start instance daily 

• 0 18 * * ? * → Stop instance daily 

Evidence: 

• EventBridge schedule configuration (page 28) 

• Cron explanation (page 22-23) 

 

• Step 7: Verification 

• Verified Lambda execution via logs 

• Verified EC2 instance state changes 

Evidence: 

• Instance stopped state (page 27) 

• Verification steps described (page 24) 

 

Screenshots follow. 

 

Summary 

• Lambda was used to provision EC2 instances automatically 

• EC2 instances were tagged for dynamic management 

• A second Lambda function handled start/stop operations 

• EventBridge enabled scheduled automation using cron expressions 

• System was verified using: 

o EC2 dashboard 

o Lambda execution results 

o CloudWatch logs 

 

 
































































