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Tasks:

1.

AN S

Goal:

Provision an EC2 instance using AWS Lambda

Create IAM role for Lambda with EC2 permissions
Write and deploy Lambda function code

Test Lambda function and verify EC2 instance creation
Create Lambda function to stop/start EC2 dynamically
Schedule automation using Amazon EventBridge

To automate the provisioning, management, and scheduling of EC2 instances using AWS
Lambda and EventBridge.

Result:

EC2 instance successfully provisioned using Lambda
Instance tagged with AutoSchedule=True

Instance state dynamically controlled (start/stop)
EventBridge scheduling configured using cron expressions
Automation verified through Lambda logs and EC2 status




import boto3

def lambda_handler(event, context):
ec2 = boto3.client("ec2", region. name="eu-west-3") # Updated region

response = ec2.run_instances(
="ami-0d8c303e6b2e300dd", # Your AMI
Instancelype="t3.micro",
KeyName="gba keypair. # Your key pair
MinGount=1,
MaxCount=1,
{
"Resourcelype": "instance”,
"Tags": [
{"Key": "AutoSehedule’, "Value™: "True"},
{"Key": "Name", "Value": "lambda-launched-instance"}
]
}
]
)

instance._id = response["Instances"][Q]["Instanceld"]

return {

"statusGode: 200,
"message": f"EC2 Instance {instance..id} launched successfully in eu-west-3!"

}

"message": "EC2 Instance i-8aa9f4ce4125b8812 launched successfully in eu-west-3!"

The area below shows the last 4 KB of the execution log.

e EC2 > Instances @ :,-1

. - e
v Instances Instances (1) it connect | (instance state v ) (CActions v ) ((Eaunchinstances ')
Instances Saved filter sety
Choose hitersat 9 Q Sind nstance by ottribute ov tag (cae-sensitive) 1 @
Instance Types
Lamd Temolatis Name & v | Ingtance ID | Instance state v | Instancetype W Status check | Alarm status |

Spat Requests lambda-lawnched.., ICaaifeced 12508812 @ running @ @ 13.micra @ mitiabizing View atarms +



@3 @0 ©0
instances = ocl. describe_instances(Filter
for reservation in instances[“Reservation

ROBLEM TRLIT O REFFRENCE L( FRAMINA Execution Reslts

Status: Succeeded ey | 4

Test Event Name: StartStopEC a0l R

« TRST EVENTS [SILECTRO: STARTSTOPL...
Response

nuil

Evidence from the screenshots:

e EC2 instance running after Lambda execution (page 18)

e Instance tagged with AutoSchedule=True (page 19)

e Instance stopped successfully after second Lambda execution (page 27)
e EventBridge schedule configured (page 28)

Action:

* Step 1: Created IAM Role for Lambda

e Created IAM role: LambdaEC2ProvisionRole

e Attached policies:
o AmazonEC2FullAccess
o AWSLambdaBasicExecutionRole

As shown in:

e TAM role creation steps (page 8-10)
e Role successfully created (page 5)

* Step 2: Created Lambda Function (Provision EC2)

e Function Name: ProvisionEC2Lambda
e Runtime: Python 3.14
e Execution role: LambdaEC2ProvisionRole

Evidence:

e Function creation screen (page 6)
e Configuration details shown (page 12)




* Step 3: Implemented Lambda Code

e Usedboto3to launch EC2 instance

e Configured:

AMI ID
Instance type (t3.micro)
Key pair
o Region
e Added tag:

o O O

o AutoSchedule = True
Evidence:

e Code implementation (page 10)
e Code instructions (page 13-14)

* Step 4: Tested Lambda Function

e C(Created test event: TestProvisionEC2
e Executed function successfully
e EC2 instance launched and verified

Evidence:

e Successful test execution (page 16)
e Instance running in EC2 dashboard (page 18)

* Step 5: Created Stop/Start Lambda Function

e Function Name: StopStartEC2Lambda

e Logic:
o Identify instances with tag AutoSchedule=True
o Stop running instances
o Start stopped instances

Evidence:

e Function creation (page 22)
e Successful execution output (page 26)



* Step 6: Scheduled Automation Using EventBridge

e Created rule: EC2ScheduleRule
e Schedule type: Cron expression

Examples used:

e 0 8 * * ? * - Start instance daily
e 0 18 * * ? * — Stop instance daily

Evidence:

e EventBridge schedule configuration (page 28)
e Cron explanation (page 22-23)

* Step 7: Verification

e Verified Lambda execution via logs
e Verified EC2 instance state changes

Evidence:

e Instance stopped state (page 27)
e Verification steps described (page 24)

Screenshots follow.

Summary

e Lambda was used to provision EC2 instances automatically
e EC2 instances were tagged for dynamic management
e A second Lambda function handled start/stop operations
e EventBridge enabled scheduled automation using cron expressions
e System was verified using:
o EC2 dashboard
o Lambda execution results
o CloudWatch logs



InM - > Roles

Select trusted ety

Stepd

Lold pormissions

Step3

@ Mame, review, and create

Create role

@ [@:3 Giobal »

cha_admin

Name, review, and create

Role details

Role name

Ervter o mesaninglul
LambdaEC 2 ProvisionRole
Mrnmum G4 chareeters, Lisa alphanemene and =60 chararters.

Description
Aelel @ whart explanatian for this ralae,

Allows Lambda functions to call AWS services on your behalf,

Masinun 1000 Claraclars, Use detlers (A-Z and &-zl, murnibers 10-3), Labs, iee Biees, o0 any of tiaf

- D

Step 1: Select trusted entities

Trust policy

1- 4

2 Wergign'i 2012-38-17%;

3= "etatemsnt": [

&

5 "Effect': "Allow",
G:= "Action"; [

? "stsiAssumeRola”
2 1s

g - "Principal”; {

ia - [

1] "lambda.amazonaws.com”™
iz ]

1% *

14 ¥

15 ]

16}

Step 2: Add permissions

Permissions policy summary

Policy name | FY Type v Attached as v

AmazonEC2FullAiccess AWE managed Permizzions palicy

AL ambdaExcoulo AWS rr|.]||JgL"l;| Prormissions [PD'.iL'}.I'

Step 3: Add tags

Add tags - optional i

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or seanch for resounces.

Mo tags associated with the resource

Wean ez add up to 50




@ Ask Amazon Q 3 -I:H:J Europe [Parig) »

= Lambda » Functions » Create function o

Create function i+

Choose one of the tollowing options to create your function.

O fwthor from scratch T Use a blusprint 77 Container image
R ERAY I
RTINS USE 1

1 Larnk
presets o

Start with a weld cmple. 1ppalicatin

e and eanfiguration Selecta oo rimirge to deplay for yoor function,

Basic information

Function name

Ernler a nw al describes W

rpuse ol wour lunclion.

ProwisionEC 2Lamilxla

Furegian nome st e 1 to G4 charecters most be unige v Regian, and oot spaces. Valid charsote 1z, 8 2,09, hypt

I], and imders

Runtime info
Chanze the langiage o use o write your function. Hote that the consalas code editer supports ooty Mode §s,

w1, and Riby

Python 3,14 L

Architecture  info
I,

s thr

) armE4
© x86. 64

Permissions i
By default, Lambda will creste an execution role with permissions to upload logs to Amazom ClowdWatch Logs. You can customize this default role later when adding triggers.

¥ Change default execution role

Execution role

T2 access ather AWS sarvires and rese

e5 waur function needs &0 1AM Ml Chosse a role withthe rght parmissions far "l Sunction

Create default role | [ D Usze anather role ]

LamhdabC2 ProvisicnRole v @

Wiew rale detalls in laM (2

» Additional configurations
Use additionzl configurations to set up networking, security, and governance for your function. These settings help secure and customize your Lembda tunction deployment.

Cancel




EC2 > Instances » Launch an instance

Recents Quick Start
Amazon Ubuntu Windows
Linux

B Microsoft

aws ubuntu®

Amazon Machine Image (AMI)

Red Hat

8 RedHat

SUSE Linux

o

SUSE

Debian

Q

Browse more AMls

Including AMIs from
AWS, 1

the Community

arketplace and

¥ Summary
Number of instances = Info

1

Software Image (AMI)
Amazon Linux 2023 AMI 2023.10...read more
ami-0d8c303e6b2e300dd

@



Software Image (AMI)

Amazon Linux 2023 AMI 2023.10....read more
ami-0d8c303e6b2e300dd



() fa @ 1] Europe (Paris) ¥

cba_admin

e EC2 > Key pairs E‘.
¥ Instances Key pairs (1/1) info @ Create key pair
1

Instances Q, Find Key Pair by attribute or tag 2

Instance T >
nstance Types Fingerprint | ID v |

[ cha_keypair rsa 2026/03/28 16:32 GMT+2 df:8c:7c:c3:b4:15:fe:0e:f2:0...

Name v | Type ¥ | Created v |
Launch Templates

key-022h138b028686eb4 ]
Spot Requests




import boto3

def lambda_handlgr(event, context):
ec2 = boto3.client{"ec2", region_name="eu-west-3")] # Updated region

response =ec2.run_instances(
Imageld="ami-0d8c303e6b2e300dd", # Your AMI
KeyName="gba keypair’. # Your key pair
MinCount=1,
MaxCount=1,
TagSpecificaticnssl
{ = a
"Resourcelype": "instance’,
"Tags": [
{"Key": "AutoSchedule’, "Value": "True",
{"Key": "Name", "Walue": "lambda-launched-instance"}
]
)
]
)

instanee..id = responsel"Instances"[Q]["Instangeld’]

return {

"statusGods": 200,
"message": {"EC2 Instance {ingtance. id} launched successfully in eu-west-3!"

}



[3,1 Ask Amazon Q

Europe [Parig) »

= Lambda » Functions >

iy updated the

ProvisionEC2ZLambda

cha_admin

o &

ProvisionEC2Lambda

¥ Function overview i

(: Thrattle )(l‘n Eopy ARN )f: Actions ¥ j

(_ Expart to Infrastructore Composer j (_ Dawnload )

| ProvisionEC2Lambda

| @ Layers [m |

+ Add trigger

Code Test Monitor

Code source info

Configuration

+ Add destination

Aliases Versions

Functlon ARMN
[0 armawslambdaeu-west-3:005850210027 function:
ProvisionEC2 Lambda

Description

Last medified
15 secords ago

sloncti2lambda

~ FROVISIDNECZLAMEDA

= lambda functiongy 3

== FEPICIRER
a
jo! 2

Dieploy (Tl + 5hift U} 23

Fest [Ctri+Shift+1) 2%

* TEST EVENTS [MOME SELECTED]
Create new test event

&

o Lambda Deployed  Eradn

B amarsa O

Code properties i

Package size
Ldf byte

Runtime settings it
Runtime

Python 3.14

¥ Runtime management configuration

Runtime version ARN | info

16 amaws:lambdaeu-west-22runtime:027eb Tidat0cea 746752805 2be0 7d7 23 2acebbdf

dde682b54171030a%77343 71

LayErS ['D} Into

Q, Szarch by attributes or search by keyword

# lambda_tunctionpy *

s lsmbda_fusction.py

def lambda_handlasr{evant, contaxt):
response = 202, run_instancess
TagSpecifications=|
Fl

1
i

instance_id = response["Instances”|[@]["Instanceld"]

return 1

"statusCode": 289,

( Open in Yisual Studio Code 12 :]( Upload from W :] @
O} T

"message”: FUECY Instance {instance_id} launched successfully in ed-west-31"

[t

D E e
m
[
{7 Successhs ly cendated the funchion ProvisiesFC2Eambds
Spaces:d  UTF&  1F Myrhan D tambda o layoor U5 0¥
Last modified

SHAZS5E hash
IO 7cBrgASFrsUOMO0z DTS jwrnhuNtcOQUZwyghj
t5o=

Handler | irfo
lamb<da_function.lambda_handler

Update runtime verslon
Autn

( Edit -:] ( Edit runtime management configuration ‘_)

Architecture
BE_64

Info

Infa

Last fetched 4/7/2026, 5:58:43 PM @ @
1 @

Merge order Mame

Layer version Compatible runtimes

There is no data to dizplay.

Compatible architectures

Version ARN
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= Ask Amazon Q

= Lambda » Functions » ProvisionECZLambda » Edit basic settings '{D IIT

Edit basic settings

Basic settings n%

Description - optional

Memory  info

Your [uncfon soellacatad CPU pr ol Lo Lhe
128 MB
et mrs fartwiern 1268 ME and 10240 MB

Ephemeral storage  Info

tion, Viow e

You can confiqure up b 10.GE of ephemeral-starage (ftmpl for viow f

512 ME

Selepheimarz) storage Jima) o betveean S12 M3 and 10240 M8

the &

Hans, e i Smapitart

SnapsStart | info

e is resilient to smapshog ap

er the function has initizlized. To rvaluate whether yaur function
FRE

e st
comip il

Mone ¥

PawarShall], WED A [CaferfBawershell), dava 17, bava 17, lava 27, ke 2h, Fython £33, Pythan 214 Python 214

Supported munrimes: WET 70

Timeout

1 min 0 S0

Execution role

nacrees other WS services and respdrces yaur functinn needs 2n 3k mle. Chnose a mbe with the dghe permissioas far yaur function.

LambdabC 2 ProvisionRole b @

Wiewr role details in 1AM (2

Cancel  SavE!




= Lambda » Functions » ProvisionEC2Lambda @ t’:]

@ Successfully updated the function "ProvisionEC2Lambda". X

Last modified

+ Add trigger + Add desti 50 seconds ago

Code Test Monitor Configuration Aliases Versions

Configuration N .

General configuration info

General configuration _—
Description Memory Ephemeral storage

5 - 128 MB 512 MB
Triggers
i Timeout SnapStart  Info

Permissions .

1 min 0 sec None

Destinations



= Lambda > Functions > ProvisionECZLambda

@ Successfully updated the function "ProvisionEC2Lambda".

Code source info

= EXPLORER

“ PROVISIONECZLAMBDA
& lambda_function.py

~ DEPLOY

Deploy (Ctr+Shift+U)

Test (Ctrl+Shift+1)

¢« 2 ProvisionEC2Lambda

e lambda_function.py

& lambda_function py

def lambda_handler(event, context):
response = ec2.run_instances(
TagSpecifications=[

{
}

4

instance_id = response["Instances"][@]["Ii

return {

( Open in Visual Studio Code |2 ) ( Upload from ¥ ) @

DHD®B=
Create new test event X M e
Create new test event Invoke

Event Name

| chth\.risionE(l2| |

Maximum of 25 characters consisting of letters, numbers, dots, hyphens
and underscores.

Invocation type

® . Synchronous
E

with

cutes the Lambda function and blocks until receiving the function’s respanse,

madmum timesut of 15 minutes. Returns function output or ermor details

directly to the calling application,



=) Ask Amazon Q

cba_admin

Notifications ®0 A0 @2 Q0 B0 v

v DEPLOY 4. |indeploye 21 ) —
5 22
Deploy (Ctrl+Shift+U 23 instance_id = respense["Instances"][e]["Li
& PROBLEMS ~ OUTPUT  CODE REFERENCELOG  TERMINAL Execution Results v S s o~ X

Test (Ctrl+Shift+1)

Status: Succeeded
Test Event Name: TestProvisionEC2

~ TEST EVENTS [SELECTED: TESTPROVISI...
Responsae:

{g} + Create new test event {

~ ) Private saved events "statusCode": 2080, ==
A Undeployed Changes  [REGEURINVEEE - S L L0 TS) Lambda layout: US [2




"message": "EC2 Instance i-8aa9f4ced4125b8812 launched successfully in eu-west-3!"

The area below shows the last 4 KB of the execution log.



e EC2 » Instances

& e e S P——
¥ Instances Instances {1} Infa _"""“Pd“"d @ Connect ( Instance state v) ( Actions v) _ Launch

Z minutes ago

Instances Saved filt_:_er sets .
| Choose filter set ¥ | Q. Find Instance by attribute or tag (case-sensitive) 1 ]
Instance Types

Launch Templates Name £ ¥ | Instance D | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus |

Spot Requests | lambda-launched... i-0aa9f4ce4125b8812 @ Running @ & t3.micro @ Initializing View alarms +



e EC2 > Instances

¥ Instances - Instances (1/1) info ,L‘:m"l':’:“;;: @ QConnect ) ( Instance state v) ( Actions ¥ ) @f

Instances - Saved filter sets =
Choose filter set w | | Q Find Instance by attribute or tag (case-sensitive) | 1 &

Instance Types
Launch Templates Name 2 v | InstanceID | Instancestate ¥ | |Instancetype ¥ | Statuscheck | Alarmstatus |
Spot Requests ( lambda-launched... i-0aa9f4ce4125b8812 @ Running @ Q t3.micro @ Initializing View alarms +
Savings Plans ] »
Reserved Instances
Dedicated Hosts
Capacity Reservations — =
Capacity Manager i-0aa9f4ce4125b8812 (lambda-launched-instance) 8 v

¥ Images =
AMIs Key v | Value v |
AMI Catalog AutoSchedule True

Mame lambda-launched-instance



[3) Ask Amazon Q B -I:H:J Europe [Parig) » b St

= Lambda » Functions » Create function o

@' The test event "TestProvisionEC2" was

Create function .

Choose one of the following options to create your function.

O suther from scraleh ) Use @ blueprint i Container image
Stact with & simple Hella Werld ssampla Huils a Lambda application frem sample ceda and confignmation SRlect @ container image tn deploy for yoir
presets fos camanon use o

ancion,

Basic information

Funetlon name
at describes the pa

Ertera e

s af paur function.

StopStartECZLambda

Funenan name mise Be 1 tao6d rharsctars, most he uniquee fothe Regian, and car't include spaces. Valid charaetars are a-7, 8-2£, 0-9, hiphens =], and isderscoees ()

Rumtime = Info
Chonse the lanouane 1o use 1o wite your function. Nota that the console code editar SUPPOTs orly Mode fs, Python, and Ruby.

Pythan 314 L

Architecture  info

©hansa the ICEIOn SRC ArThA e nire v

ir funcnan coa,

. ermed
0 x8c_ad

Permissions infa
By default, Lambda will create an execution role with permizsions to upload fegs to Amazon ClowdWatch Logs. You can customize this default role later when adding triggers.

¥ Change default execution role

Execution role

To aciess other AWS sarvioes and resources your function needs a0 1AM rola. Choose 3 role with the rght garmizsiens (o wow function

b Create default role |
LambdaEC2 ProvisicnRole ¥ @

View role details in 1aM 12

» Additional configurations
Use additionz] configurations to sst up networking, security, and governance for your function. These settings help secure and customize your Lambda function deplayment




@ Ask Amazon Q

= Lambda » Functions » StopStantEC2Llambda » Edit basic settings 0] i)

Edit basic settings

Basic settings s

Description - optional

Memary info
Yrur fimetinn = allacated CPL proy

wtiomal to the memary oo
128 MB

St memnry to batwsen 120 ME and 10240 ME

Ephemeral storage  infa

You can cenfiquie up e 1068 of ephameral starage (Frmpl tor yous Ffunetica. View pr:ting l_‘

512 MB

L0 Dzt 512 M0 ard 10240 MO

Selephervaral slorage (fLr
SnapStart | info

rinp fime Ry fswin
cnmpatihilisy cansideeatinns (3. For

inctian &fter the functinn has initizlized. Tnevaluate whethar yaor function eode is resiliont o spapshar aperations, revie the SnapStart

o Lambda rache a snapshat

Heduce st W
an and HEl muntimes,

w pricing 1A

Mone v
'\.Irr dited times. MET 10 l:l' FiF rmarshalll, NET S f_: :’_-"-l".":ﬂl.\-'ﬂ:"" nell), JauwE 17, Java b 'I 21, Javs ?".I rethon 50 a'l Python 2 1‘.. Python 3,14
Timeout

1 min 0 SEC

Execution role

T access other AWS sargires and res

LamhdaEC? ProvisionRole ¥ @

View role detalls In 1AM |2

role. Choose a role waththe rght permissians for your function

CR5 nUr function ngeds &0 |

Cancel




@ Ask Amazon Q £ Europe [Parig) »

cha_admin

Notifications @0 A0 @2 @0 @0
StopStal‘tECZLamhda ( Throttle )(Iﬁ Copy ARN )(_ Actions ¥ )

v FIJI'IEﬁDI‘I nver\riew infa (- Export to Infrastructure Composer -)( Dowinload w -)

m | Template | Function ARMN

[0 armawslambdaey-west- 300985021002 F:functian:
StophtartECEiLambda

Description
] =

Last modified

+ Add trigger + Add destination 11 seconds ago

Code Test Monitor Configuration Aliases Versians
Code source info ( Open in Visual Studio Code :] ( Uplozad from :] @
s Lin e 2 L b 0 B e =
— EAFI IR # lambda functonpy * [ -
o STOPSTARTECZLAMEDA = lamhda fusctionpy
@ = farnbda functicn oy 1 impert botold
i = ==
40 3 def lambda_handlsrisvent, contaxt):
4 gcZ = betod.client("2c2", reglon_name="su-west-3")
ﬂp} & # Get dnstances Taggsd with AuteScheduls=Trus
7 instancas = ec?.describes_instances(Filters=[{"Mame": “tag:fuvtoSchedulae”, “"Waluas™: ["True"]}]}

F!.:‘

= For reservation in instarces["Reservaticnz"]:

Deploy (Cis Shift+U)

18 Ffor instance in raservation["Instances"]:
T 11 instence_id = instance["InstanceId"]
Test [l +5hift+[) F T
13 state = instance["State™][“Mana™]
ch!
14 if srate == “runring:
* TEST EVEMTS [MONE SELECTEDY 15 =c2_stop_instances(Instancelds=[lnstanc
{E& ~+ Cresme new test event 15 orint(F"Stopped instance: {instance_idh (0 Suecesshily updated the function StepltatEC2ambda
17
o Lambda Degloyed G080 b Amazea Lnd Colbd  Spacessd UIFS L Iython [ lambda  Loweut s %
Code properties it
Package size SHAZ256 hash Last modified
482 byte lﬁ 2er1JitExLU:,lﬁ1uK2NnZLJoNJIi()tt'.li-ﬁ:lel!kW 11 seconds ago
feo=
Runtime sg'ttings Infe (: Edit ) ( Edit runtime management configuration )
Runtime Handler | info Architecture  Info
Python 3.14 lambda_function.lambda_handler «BE_G4

¥ Runtime management configuration

Runtime version ARN | Info Update runtime version  Info
0 amiawslambda:eu-west-3:runtime:61 34T Ac70Re 4801023 245984069502 264hasc Autn
c36621c703d50d3 16224520241

Layers (0) i Last fetched 47772026, 5:21:21 PM @

earch by attributes or search by keywaord
5 h.by atrrby h by ke 1
Merge arder Marme Layer wersion Compatible runtimes Enmpaﬂhle architectures Version ARKN

There is no data to dispiay
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@ Ask Amazon Q £ Europe [Parig) »

cha_admin

@ The test event "“StartStopEC2” was successfully save

Notifications @0 A0 @3 @0 @0
StopStal‘tECZLamhda ( Throttle )(Iﬁ Copy ARN )(_ Actions ¥ )

v FIJI'IEﬁDI‘I nver\riew infa (- Export to Infrastructure Composer -)( Dowinload w -)

m | Template | Function ARMN

[0 armawslambdaey-west- 300985021002 F:functian:
StophtartECEiLambda

Description
] =

Last modified

+ Add trigger + Add destination £ minutes ago

Code Test Monitor Configuration Aliases Versians
Code source info ( Open in Visual Studio Code :] ( Uplozad from :] @
s Lin e 2 L b 0 B e =
— EAFI IR # lambda_tunctonpy Create new test avant M e
v STOPSTARTECZLAMSBDA = lambda function py
@ = F Py Create new test event Irrecaker
= farmbda funchicnoy 1 impert botold ;
2 = Eeent Mame
40 3 def lambda_handlsrisvent, contaxt): Starthionfc?
4 gcZ = bero3.client("ec2", reglon_name="gu-| famimum of 25 chaacers consisting nof igsors, numbers, doss, nyphens
I 5 sl undarscores.
5] & # Get dnstances taggsd with AutoesScheduls=T
7 instances = ac?.describs_instances(Filters: Imwacation type

. Synchroncus

F!.:‘

= for reservation in instarces["Reservaticns

Deploy (Cis Shift+U)

18 Ffor instance in reservation[“Instances
T 11 instence_id = instance["InstanceId
el 13 state = instance["State™][“Mana™] o
13 (i} lest event i saved succassfuly.
14 if state == "running™: et IR, Funmio arcssacs indepradrit, whh e salis sptionally senr raa
* TEST EVENTS [SELECTED: STARTSTOPE.., 15 =c2_stop_instances(Instancelds: -
{E& =+ Createnew test event 1s orint{f"Stopped instance: {inz (0 Successfu'by updatad the funchion StopStartEC3 L ambda
e A Private saved svents 7 =
o Lambdd Degloyed G040 b Amazea [ Lambda Layout: U 0%
Code properties it
Package size SHAZ256 hash Last modified
482 byte lﬁ 2er1JitExLU:,lﬁ1uK2NnZLJoNJIi()tt'.li-ﬁ:lel!kW 2 minutes ago
fc=
Runtime settings Info (: Edit ) ( Edit runtime management configuration )
Runtime Handler | info Architecture  Info
Python 3.14 lambda_function.lambda_handler «BE_G4
¥ Runtime management configuration
Runtime version ARN | Info Update runtime version  Info

0 amiawslambda:eu-west-3:runtime:61 34T Ac70Re 4801023 245984069502 264hasc Autn
c36621c703d50d3 16224520241

Layers (0) i Last fetched 47772026, 5:21:21 PM @

earch by attributes or search by keywaord
5 h.by atrrby h by ke 1
Merge arder Marme Layer wersion Compatible runtimes Enmpaﬂhle architectures Version ARKN

There is no data to dispiay
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= Lambda » Functions » StopStartEC2Lambda @ 57

® The test event "StartStopEC2" was successfully saved.

Notifications (0 A0 @3 @0 G0

s - woaE L P -
7 instances = ec2.describe_instances(Filter Invocation type
g Y DEPLOY ./ Cument o (
: ® Synchr
ynchronous
Deploy (Ctrl+Shift+Ll) 2 for reservation in instances["Reservation Executes the Lambda function and blacks until receiving the function’s response,
- &= -n e VI —— T —— (¢ R i T ST

5 PROBLEMS  OQUTPUT CODE REFERENCE LOG TERMINAL Execution Results i =
Test (Ctrl+Shift+1) =

Status: Succeeded — :
(i) Test event is saved successfully.
Test Event Name: StartStopEC2

~ TEST EVENTS [SELECTED: STARTSTOPE...
Response: o " i
{% -~ Create new test event null (1) Successfully updated the function StopStartEC2Lambda.

~ Y Private saved events =
 Llambda Deployed @& 0MA0 D AmazonQ BElambda Llayoub US (¥



P

o —
e EC2 > Instances

cha_admin

EC2 ¢ Instances “] Info @ Connect ( Instance state ¥ ) ( Actions ¥ ) i.a!.ll'll!lli ]

~Saved filter sets
Dashboard Choose filter set W | Q, Find Instance by attribute or tag (cose-sensitive) 1 @
AWS Global View 1 (]| Name @& v | Instance D | Instancestate v | Instancetype ¥ | Statuscheck | Alarmstatus |

Events []  lambda-launched... i-0aa9fdce4125b8812 © stopped @ @ t3.micro - View alarms +



@ Ask Amazon Q [:_] ﬂ {:'I -I:H:J Europe [Parig) »

e Amazon EventBridoe » Scheduled rules > Create rule [}
Global endpoints -
Archives Step
Replays @ UDefine rule detail Deﬁne SI:I'IEduI.E' Iinfo
¥
- Step
¥ Pipes
. @ pDefine schedule Schedule pattern
Fipes
Step. 3 Schedule pattern
w sl:hEdLllEl' Select targe Chease tha scheduls type that best meess your nesns
Schedules € » fine-grained scheduls that runs ata 1 A scheduls that runs 2t a regular rate,

Slep 4 - aplior G 7 i
specific time, such as 8:00 2.m. PST on such as every 10 minutes.

the first Monday of svery month.

Schedule groups Configure tags

Scheduled rules

Step 5
{legacy} Wpdated 3 <
wacyr e Review and create Cron expression | Info
. Draling Lise cronyespressio o Lhe sclsedule
¥ Integration = f . ;
Cera P . " 4 . H
Fartner event sounces ni k k .
o Miruates Heturs Day af maath Manth Dy of vasak ¥ear
AP destinations
Connections Mext 10 trigger datelsh | uTc -

Wed, {08 Apr 2006 CAO0:00 UTC
D026 OR070:00 LT
GA:00:00 LTC

206 QE:00:00 UTC

Q26 08:00:00 UTC
Moa, 15 apr 7026 Ca:00:00 UTC
Tue, 14 Apr 05:00:00 UTC
Wied, 15 Apr 2026 08:00:00 UTC
Thu, 16 Aps 2026 03:00:0d) UTC
Fri, 17 Apr 20726 023:00:00 UTC

Cancel Previous Next




@ Ask Amazon Q 3 Europe [Parig) »

cha_admin

e Amazon EventBridge » Scheduled rules > Create rule

Global endpaints
Archives
Replays

¥ Pipes
Fipes

¥ Scheduler
Schedules
Schedule groups
Scheduled rules

¥ Integration

Partner event sources

AF| destinations
Connections

-

Step
Define rule detall

Step 2
Define schcdiilo

Step 3
Select target(s)

Slep 4 - opli
Configurs tags

Step S

Review and create

Select target(s}

(@) Permissions
Weste: When usling the EventBridge censole, EventBridge will autamatically configure the
proper permissions for the selected targets. If you're using the AWS CLI, SDE, or
CleudFormation, you'll need to configure the proper permissions.

Target 1

Target types
Selec] an EvenitBridge evenl bus, DeanlBridue AP desiinedion {5eed garmes], ar amoller &)

| Eventlodage event s

Soserace gy g largel

1 EventBridge APl destination
O AW service
Select atarget  Info

Salect reegetlst to Invoke when & avent matches waur event pattem o when schadule = triggered (Imit of 3
targets par rulsl

| Lambda function b |

Target location

[ © Target in this account ] | [0 Target in another 8WS sccount |

Function

| stapstartECzlambda v | @

» Configure version/falias

Permissions
Use execution role frecommended)
Exgcutian role

FwantHridgr aerds prrmassine o sand svants to the &
van, EventBridge and AWS ldenticy and Access Management |9

specified above. By ronnnuing, yau are aliowing us to

|
© Create a new rele far this specific 0 Use existing rale
rezource

Role name

| Amazan_EventBridge_lnvoke_Lamhbda_ 3938227 |

F Additional settings

Cancel




= Ask Amazon Q

B & o

-I:H:J Europe [Parig) »

cha_admin

e Amazon £

Global endpaints

» Create rule

Archives Step 1 4
Feplays Define rule detail Review and create
ipes W Gk Step 1: Define rule detail
Fipes
Step 3 ) )
¥ Scheduler @ Select targetis] Define rule detail

Schedules

Slep 4 - aplignt Aule name Status
Schedule groups @ Configurs tags EC25cheduleRule @) Enabled
;E::hedu}le:' r:les{' Step s Description Rule type
egacy] update ;
sRe e (®) Review and create Scheduled rule
¥ Integration S
vent bus
Partner event sources default
AP| destinations
Connections L
Step 2: Build schedule

Event schedule inf
Cron expression
g evya

Mext 10 trigger date|s) [ wre v

Wed, D8 &pr 202

2 A 2026 ORD0:00 LT
0000 LTS
D0 LTC
0d3:00:00 UTC
0E00:00 UTC

5 03:00:00 LUTC

Sam, 1
M

Step 3: Select target(s)

Targets

Details Target Name Type ARN Input Role
IO armavesdambda: Armazon_Ewert

v StopStartEC Lamhbela eu-west-3:00985021 Mateched Bridge_lmeoke_

ZLambda i@ funiction 0027 function:Stops event Lambda_ 3938

tartECZ Lambda 227

Input to target: Matched event

Additional parameters: -

Dead-letter queue (DLO): -
Step 4: Configure tag(s)

Tags (0)
A tag is a label that you assign to an AWS resource, Each tag consists of a key and an optional
value, You can wse tags to seasch and filter your resources ar track your AWS costs.

Key Value

Mo tags assoclated with this resource,

Feedback




e Amazon EventBridge » Scheduled rules > Create rule

Global endpoints “
Archives Step 1
ek @ Define rule detail
¥ Pipes it
Refine schedulo
Fipes
Step3
w Scheduler

Select target{s

Schedules
Elep & - aptiars

Schedule groups Configurs tags

Scheduled rules

Step 5

i and creats
¥ Integration

Partrer event sources

AP| destinations

Connectionz

udshell Feadback

= Ask Amazon Q

B & @ @

Europe [Parig) »

Define rule detail i

Scheduled rule detail

Mame
| EC2&cheduleRule?

Mazismurn ol 6d Claraciers wonsadag of numbers, lowerfupper Lase bedars, -

Drescription - optianal
| Enfer apcoriphion

Event bus  info

G s selacted.

& Enable the ke on the selected et bus

(T} EventBridge Scheduler - A new AWS scheduling capability!
A new EventBridge scheduling functionality that provides one-time and recurring
seheduling functionality independent of Event buses and rules. You can creste a
schedule to lmeoke targets such as a Lambda function, Leam Mars (A

(: Continue in EventBridge Schedular )

Cancel

Next

cha_admin

g



niBridge »

e Amazon £

Scheduled rules

Global endpoints
Archives
Replays

¥ Pipes
Fipes

¥ Scheduler
Schedules
Schedule groups
Scheduled rules

¥ Integration
Fartner event sounces
AP destinations

Connections

-

» Creata rule

Step

Define rule detail

Step
Define schedule

Step 3

Sclect targe

Elep 4 - apliars

Configure tags

Step 5

Reviaw and creats

= Ask Amazon Q

B & @ @

Define schedule .«

Schedule pattern

Schedule pattern

Chease the schadula

¥pe that best maess your nescs

€ » fine-grained scheduls that runs ata
specific time, such as 8:00 2.m. PST on
the first Monday of svery month.

Europe [Parig) »

. Acscheduls that runs at a regular rate,
such as every 10 minutes.

Cron expression | Info
Draline Liva cronsesprezsio lor Lhe scladule

Dera g H || =
ni ;

Mirates Hawrs Dy aof rmaath
Mext 10 trigger datelsh | ute -

e, OF Apr I0G 1 RO000 LT
Wed OB spr 2026 18:00:00 UTC
302G 18:00:00 UTC

S, 12 Q26 18:00:00 UTC
B, 15 Apr 2028 13:00:00 UTC
Tue, 14 Apr 2026 13:00:00 UTC
Wed, 15 Apr 2026 18:00:00 UTC
Thu, 16 Aps 2026 18:00:00 UTC

a | 4 | = 1

Manth

Dy of vomak Year

Cancel

Previous




@ Ask Amazon Q 3 Europe [Parig) »

cha_admin

e Amazon EventBridge » Scheduled rules > Create rule

Global endpaints
Archives
Replays

¥ Pipes
Fipes

¥ Scheduler
Schedules
Schedule groups
Scheduled rules

¥ Integration

Partner event sources

AF| destinations
Connections

-

Step
Define rule detall

Step 2
Define schcdiilo

Step 3
Select target(s)

Slep 4 - opli
Configurs tags

Step S

Review and create

Select target(s}

(@) Permissions
Weste: When usling the EventBridge censole, EventBridge will autamatically configure the
proper permissions for the selected targets. If you're using the AWS CLI, SDE, or
CleudFormation, you'll need to configure the proper permissions.

Target 1

Target types
Selec] an EvenitBridge evenl bus, DeanlBridue AP desiinedion {5eed garmes], ar amoller &)

| Eventlodage event s

Soserace gy g largel

1 EventBridge APl destination
O AW service
Select atarget  Info

Salect reegetlst to Invoke when & avent matches waur event pattem o when schadule = triggered (Imit of 3
targets par rulsl

| Lambda function b |

Target location

[ © Target in this account ] | [0 Target in another 8WS sccount |

Function

| stapstartECzlambda v | @

» Configure version/falias

Permissions
Use execution role frecommended)
Exgcutian role

FwantHridgr aerds prrmassine o sand svants to the &
van, EventBridge and AWS ldenticy and Access Management |9

specified above. By ronnnuing, yau are aliowing us to

|
© Create a new rele far this specific 0 Use existing rale
rezource

Role name

| Amazan_EventBridge_lnvoke_Lambda 1536513277 |

F Additional settings

Cancel




= Ask Amazon Q

B & o

-I:H:J Europe [Parig) »

cha_admin

e Amazon EventBridoe » Scheduled rules > Create rule [}

Global endpaints -

Archives Step 1 4

Define rule detall RE\‘"EW and create
Replays
F
¥ Pipes P Step 1: Define rule detail
@ Define schodulo
Fipes
Step 3 N %

v Scheduler @ Sciect targetis) Define rule detail

Schedules Slep 4 - aplignt Rule namea Status

Schedule groups @ Configurs tags EC25cheduleRulel {21 Enablzd

‘S.‘:hedu;ei ':IE: Slep S Description Rule type

EgaCy pidate 9
R (®) Review and create Scheduled rule
¥ Integration
Event bus

Fartmer event sources default

AP| destinations

Connections L

Step 2: Build schedule
v

Event schedule inf

Cron expression

igrere

Mext 10 trigger date|s) [ wre v
TUE, 7 Apr Fe TEO000 1T

Wed, D Apr 2026 TAX00 LT
Phuy, (08 fpe 2026 TEOILH ETC

Fri, 10 Apr 2026 VAO0:00 LTC
Gatk, 11 A 26 1R UTe
Gun, 12 &y 26 180000 UTC

M, 15 dpr 2026 18:00:00 UTC
Tue, 14 Aps 2035 18:00:00 UTC
Whad, 15 Apr 2026 18:00:00 UTC
Thu, 15 Apr 2025 18;00:00 UTC

Step 3: Select target(s)

Targets
Details Target Name Type ARN Input Role
IO armavesdambda: Armazon_Ewert
v StopStartEC Lamhbela eu-west-3:00985021 Mateched Bridge_lrmeoke_
ZLambda i@ funiction 0027 function:Stops event Lambda 1538
tartECZ Lambda 513217
Input to target: Matched event

Additional parameters: -

Dead-letter queue (DLO): -

Step 4: Configure tag(s)

Tags (0)
A tag is a label that you assign to an AWS resource, Each tag consists of a key and an optional
value, You can wse tags to seasch and filter your resources ar track your AWS costs.

Key Value

Mo tags assoclated with this resource,

Feedback




cha_admin

e CloudWatch » Log management » faws/lambda/StopStartECZLambda @ E‘_
Stored bytes sSensitive data count
CloudWatch < ) )
Metric filters
Favorites and recents 4 0

Ingestion

Dashboards

Alarms Ao @o Bo
» GenAl Observability

» Application Signals  New
(APM)

» Infrastructure
Monitoring

v Logs

Log Management

14 Log streams Tags Data protection Anomaly detection Metric filters Subscription filters >

Log streams (1) @ Delete ( Create log stream ) ( Search all log streams )

By default, we only load the most recent log streams.

| Q, Filter log streams or try prefix search : Exact match Show expired_@_!_r}_f_q 1 @3
Log stream v | Lastevent time v |
2026/04/07 /[$LATEST]e0f25b327eeed4f3h9a8eda2f2394e44d 2026-04-07 15:23:57 (UTC)




