School: CLOUDBOOSTA Course: Cloud Computing & DevOps

Module: Serverless Computing &
Name: AKOSA SAMUEL ONYEJEKWE Database

Class 6: Assignment 6 of 6_
Serverless_3

Student No: CBALCO168 Issue Date: April 1, 2026

Tasks:

1. Create and configure Amazon S3 buckets (source and destination)
Create and configure IAM role for Lambda permissions

Build an AWS Lambda function for image processing

Configure S3 trigger to invoke Lambda automatically

Upload and deploy Lambda function code

Test and validate automated thumbnail generation

AN

Goal:

To build a fully automated serverless system that generates thumbnail images whenever a file is
uploaded to an Amazon S3 bucket.
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Result:

e Two S3 buckets were successfully created (source and destination).
e AWS Lambda function was deployed and triggered automatically.
e Image uploaded to source bucket generated a resized thumbnail.

e Thumbnail stored in “thumbnails/” folder in destination bucket.
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As seen in the screenshots:

e Page 21 shows the thumbnails folder created automatically
e Page 22 confirms the resized image stored successfully
e CloudWatch logs (page 23) confirm successful Lambda execution

Action:

* Step 1: Created S3 Buckets

e Created source bucket for image uploads
e C(Created destination bucket for storing thumbnails
e Verified successful creation via AWS console

Evidence:

e Page 7 shows source bucket created successfully
e Page 9 shows destination bucket created successfully

* Step 2: Configured IAM Role
e Created IAM Role for Lambda



e Assigned permissions:
o AmazonS3FullAccess
o AWSLambdaBasicExecutionRole

Evidence:

e Page 11 shows role creation with attached policies
e Page 12 confirms role creation success

* Step 3: Created Lambda Function

e Function Name: GenerateThumbnail-Sam
e Runtime: Python 3.12
e Linked IAM role for permissions

Evidence:

e Page 13 shows Lambda function configuration

* Step 4: Configured S3 Trigger

e Linked S3 source bucket to Lambda
e Event type: PUT (object upload)
e FEnabled automatic execution

Evidence:

e Page 14 shows trigger configuration (PUT event)
e Page 15 confirms trigger successfully attached

* Step 5: Uploaded Lambda Code

e Uploaded Python code package (.zip)
e Configured environment variable:
o DEST_BUCKET = destination bucket name

Evidence:

e Page 16 shows environment variable configuration
e Page 18 shows deployed Lambda code

* Step 6: Tested System

e Uploaded test image to source bucket
e Lambda triggered automatically



e Thumbnail generated and stored
Evidence:

e Page 19 shows successful upload
e Page 21 shows thumbnails folder created

* Step 7: Verification & Debugging

e Used CloudWatch Logs to monitor execution
e Verified successful Lambda invocation
e No critical errors observed

Evidence:

e Page 23 shows CloudWatch logs confirming execution

Screenshots follow.

Summary

This project successfully demonstrates a serverless event-driven architecture using AWS
services:

e Amazon S3 — Event Trigger
e AWS Lambda — Compute Layer
e JAM — Secure Access Control

As explained in the lab guide, the workflow is:
Upload — Trigger — Process — Store

This architecture eliminates the need for servers and enables:

e Automatic scaling
e (Cost efficiency (pay-per-use)
e High availability
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= Amazon %3 » Buckers » Create bucket (0]

Create bucket ..

Buckets are containers for data stored in 53,

General configuration

AWS Region
Eurppe {Paris) eu-west-3
Buchket namespace
Choosa the namespace whene you want T coaane your budkat, Leam morg (3
£ Global namespace
By difaull, 53 wreales general purpose budkssis in the global namespace.

Acoount Regional namespace recommended]
Gengral purpisi buckisls created in your acesuril Reg

tarriespace o unigee o paur etcounl, T Deckels can meesr be created by snothes 505 stcound

Bucket name  Info

y-thumbnail-sowrce-bucket-samiel

2o 63 char and i iz also begir -k Leamn

within the glat

Buckel narmes s

o A

Copy settings from exi
Le]

ing bucket - optional

2 bkl setl 2 folkowing Lonfiguidtean aie copied.

Object Ownership inte

Control cwnership of objects written to this buckst trom other AWSE accounts and the use of access control lists [ACLs). Object ownership determines who can specity access to objects.

Ohject Ownership

o ACLs disabled {recommendead) () ACLs enabled
Luckil are owned
s Oljecls is spsoilied daing

avtourils,
ilied using

sy LIis quoou
8 policies: Auess Lo Ll
ACLs.

hress Lo Qlsfacls in Lhis buckal o
ackel and iis

Object Ownership
Bucket cwner enforced

Block Public Access settings for this bucket

Public accpss is !J:’.'III|I_‘(| tes Buckets angd nhjc(m throwugh access contral lists (ACLS), bucket policies, access paint policies, or all In erder to ensure chat public aocess to this bucket and its
abjects is blocked, tum on Block all public access. These settings apply only to this bucket and its access poings. AWS recommends that you tum on Block all public soesss, hut befors
applying any of these settings, ensure that your applications will work correctly without public zccess. If you reguire some tevel of public access to this bucket or objects within, you can
customize the individual settings belaw ta suit your specific storage vse cases, Learn more (®

Block all public access

ng an afl fau rys bediva Eor s are indeprode

af thi follpeing s

Block public access to buckets and objects granted through rew access control lists (ACLs)

Block public access to buckets and objects granted through any access control lists (ACLs)
Block public access to buckets and objects granted through new public bucket or access point policies

Block public and cross-account access to buckets and objects through any public bucket or access point policies

Bucket Versioning
Wersioning is a means of keeping multiple variants of an object in the same bucket, You can use versioning b prosere,
Aonazon 535 bucket. With versioning, you can easily recover fram both unintended user actions and application failures. L

jews, and restare overy wersion of every object stored in your

n more 12

Bucket Versioning
© nisable
Enzbla

Tags - optional

You can use bucket tags to analyze, manage and specify permissions for 8 bucket. Learn morg 12

and rasnnrra nmanizarinn Tr ansire 3 seamless transitinn nlease nrowvide narmissinns to 2301 istTansForResnnrre <32 TanRecnorcas and <% lnranfesniree accinns | sarm

{ 0 You canuse s3:ListTagsForResauee, shiTagResnuree, and <5 UntagResource APIS 1o manage tgs an 53 general purpose huckets far access contral in additian to cost allacatian ]



e tags assaciabed with this bucket,

Add mew tag

You can add up ta 50 1395

Default encryption

sorver-side enorvption is automatically applicd to mew abjects stoeed in this bucket.

Encryption type  Info

aecure sets with o weparate

wers af encryplion. For details an pricing, see DSSE-KMS pricing on the Storage tab of the Amasan 53 pricing page. 1
© Serverside encryption with Amazon 53 managed keys [S5E-53)
| Server-side encryption with AWS Key Management Service keys (S5E-KMS]

¢ Dual-layer server-side encryption with AWS Key Management Service keys [D35E-KM3)

Bucket Key

Using an 5% Buckat Bey for 55E-5 M5 raduces encryption rosts by lawsering calis to
Disablz
© Enable

WS KPS, 55 Buckst Eays aren't supported for DSSE-E M5 Learn more |_3‘

» Advanced settings

(3} After creating the bucket, you can upload files and folders to the bucket, and configure additicnal bucket settings.

Cancel




= AmazonS53 > Buckets » my-thumbnail-source-bucket-samuel @

@ Successfully created bucket "my-thumbnail-source-bucket-samuel” X

my-thumbnail-source-bucket-samuel i

Objects Metadata Properties Permissions Metrics Management File systems - new Access Points

Obijects (0) © " ) Copy 53 URI IC] Copy URL ¥ Download Open |2 " Delete ( Actions ¥ ) ( Create folder )

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory L2 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more |2

Q, Find objects by prefix { 1 3
Name A Type v | Last modified v | Size v Storage class v |

No objects

You don't have any objects in this bucket.



= AmazonS3 » Buckets > Create bucket

Create bucket

Buckets are containers for data stored in 53.

General configuration

AWS Region
Europe (Paris) eu-west-3

Bucket namespace

Choose the namespat bucket. L more A

ere you want 1o create y
© Global namespace

By default, 53 creates general purpose buckets in the global namespace,

) Account Regional namespace (recommended)

General purpose buckets created in your account Regional namespace are uni to your account. These buckets can never be created by another AWS account.

Bucket name info

| my-thumbnail-destination-bucket-samuel



= Amazon 53 » Buckets » my-thumbnail-destination-bucket-samuel ®

@ Successfully created bucket "my-thumbnail-destination-bucket-samuel" X

my-thumbnail-destination-bucket-samuel i

Objects Metadata Properties Permissions Metrics Management File systems - new Access Points

ObjEE'l'S {O) © [0 Copy S3 URI [0 Copy URL 4 Download _ Open |2 Delete | ( Actions ¥ )( Create folder )

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory (2 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more |2

Q| Find objects by prefix 1 o]
Name A | Type v Last modified v | Size v Storage class v |

No ohjects

You don't have any objects in this bucket



1AM » Roles » Create role

Ste 1

@ Select trusted entity

Stepd

uld prermissions

Step 3
hame, review, and create

Select trusted entity i«

Trusted entity type

O Aws service | RWS
Allow AWS sarvires like FC2, Lambds, nr Alle
athie rerfarm actions in this account,

account

¢ Brtimas in other AWS acen

| Web idenrity

et

this

rale to perf

I Custom trest policy

=1L RATE
okfess {0 g for

Use case

Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Service or use case

Lamhbct

a

Choose a use case for the specified service,

Use case
O Lamhds
Sllees Lamida furctions mo Call AWS sarvices on your behalf

AWSServiceRoleForLambds

Alle

= Lambda (o marage AWSE resoarces on youn behall

Cancel
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InM - > Roles

Select trusted ety

Stepd

Lold pormissions

Step3

@ Mame, review, and create

Create role

@ [@:3 Giobal »

Name, review, and create

Role details

Role name

Ervter o mesaninglul w this roe
Lambdas3 ThumbnailRole-5am

Mrnmum G4 chareeters, Lisa alphanemene and =60 chararters.

Description
Aelel @ whart explanatian for this ralae,

Allows Lambda functions to call AWS services on your behalf,

Masinun 1000 Claraclars, Use detlers (A-Z and &-zl, murnibers 10-3), Labs, iee Biees, o0 any of tiaf

- D

Step 1: Select trusted entities

Trust policy

1- 4

2 Wergign'i 2012-38-17%;

3= "etatemsnt": [

&

5 "Effect': "Allow",
G:= "Action"; [

? "stsiAssumeRola”
2 1s

g - "Principal”; {

ia - [

1] "lambda.amazonaws.com”™
iz ]

1% *

14 ¥

15 ]

16}

Step 2: Add permissions

Permissions policy summary

Policy name | FY Type L Attached as v

AamazonSiFullfcoess LS managed Permizzions paolicy

Al ambdaBasicExecutianRals AWS managed Perrmissicns policy

Step 3: Add tags

Add tags - optional i

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or seanch for resounces.

Mo tags associated with the resource

Wean ez add up to 50

cha_admin



e IAM > Roles

Identity and Access
Management (IAM)

Q. Search 1AM

Dashboard

¥ Access Management
User groups
Users
Roles
Policies
|dentity providers
Account settings

Root access management

Temparary delegation requests

® Role LambdaS3ThumbnailRole-Sam created.

] Role name

Roles Anywhere i

|

Authenticate your non AWS workloads and securely provide access to AWS services.

CERN

Lol

L'l
Access AWS from your non AWS
workloads
Operate your non AWS workloads using
the same authentication and authorization
strateqy that you use within AWS.

X.509 Standard

Use your own existing PKI infrastructure or
use AWS Certificate Manager Private
Certificate Authority 12 to authenticate
identities.

Trusted entities | Last activity

58

Temporary credentials

Use temporary credentials with ease and
benefit from the enhanced security they
provide.



@ Ask Amazon Q 3 -I:H:J Europe [Parig) »

= Lambda » Functions » Create function o

Create function i+

Choose one of the tollowing options to create your function.

O fwthor from scratch T Use a blusprint 77 Container image
R ERAY I
RTINS USE 1

1 Larnk
presets o

Start with a weld cmple. 1ppalicatin

e and eanfiguration Selecta oo rimirge to deplay for yoor function,

Basic information

Function name

Erniler a nw al describes W

rpuse ol gour lunclion.

GenerateThumbnall-5am

Furegian nome st e 1 to G4 charecters most be unige v Regian, and oot spaces. Valid charsote 1z, 8 2,09, hypt

I], and imders

Runtime info
Chanze the langiage o use o write your function. Hote that the consalas code editer supports ooty Mode §s,

w1, and Riby

Python 3,14 L

Architecture  info
I,

s thr

) armE4
© x86. 64

Permissions i
By default, Lambda will creste an execution role with permissions to upload logs to Amazom ClowdWatch Logs. You can customize this default role later when adding triggers.

¥ Change default execution role

Execution role

T2 access ather AWS sarvires and rese

e5 waur function needs &0 1AM Ml Chosse a role withthe rght parmissions far "l Sunction

Create default role | [ D Usze anather role ]

Lamhbedass ThumbnailRale-Sam v @

Wiew rale detalls in laM (2

» Additional configurations
Use additionzl configurations to set up networking, security, and governance for your function. These settings help secure and customize your Lembda tunction deployment.

Cancel




= Ask Amazon Q

= Lambda » Addtriggers o 7
Add trigger

Trigger configuration s

B sz .

s aspuchronous.  slorags

Bucket

Chanze or enter the ARM of 0 %3 buckes that serees 55 e euant s

0, s3/my-thumbnail-source-bucket-samusl b4 @

Aucket region: eu-wast-3

2. 1he Bucket must he & the sama regian as

Ewent types

Seled 4

evanils Lal you wanl bo heva s
sl limzs Lhak cocld

t Lhe Larntide lumclisr. You van oplionally sel ug a prelia or sullis fer an evenl Haweser, lor cach beckal, indivigual evenls cannel bave mulsgsle conligesations wil
alelithe same object key.

averd rig prelinzs

Prefix - optiomsl

Enter a single optiong! prefid to limit te netificatons 1o objects with keys

hat start with matching charscters. Any special characters 12 st

Suffix - optfonal

Enter a single sptional suffix Lo Lin ¢ special characters B must be URL encaded.

= notificetions w objects with keys that end sith macching characias. A

Recursive invocation
o yrner fie

o writes abjerts to an 53 huckat, ensure that you ara usiag diffarent 53 buckets for smput and surpur. Wrinng 1o tha sama hickar increases tha nsk of oraating a recursiee invacation, which can result in

P rTs incrensed enars, Learn mare B

Lambda usage

B | acknowledge that using the 2ame 53 bucket for both input and cutput is ot recommended and that this configuration
cam causs recursive invocations, increased Lambda usage, and increased costs.

Lambda will add the necessary permissions for AWS 53 to invoks your Lambda function from this trigger.

Infa

Cancel  Add

Feedhback




@ Ask Amazon Q 3 ﬂ {:'I -I:H:J Europe [Parig) »

cha_admin

= Lambda » Functions » GenerateThumbnail-5am o

GenerateThumbnail-Sam (_theottte ) (1 copy arn ) (actions ¥ )

[ & The trigger wy-thumbnail-source-hucket-samuel was successfully added to functian Generate Thumbnail-5am b4 ]
* Function overview i (_ Export to Infrastructure Composer j (_ Dawnload )
ml Templats | Function ARMN
e —— [0 am:awsdambdaeu-west-3-009550210027 function:

GencrateThumbnail-Sam
GenerateThumbnail-
Sam Description
@ Layers [m

Last modified
G minules aga

| 5z 1 =+ add destination

<+ add trlgger

Code Test Monitor Configuration Aliases Versions

Configuration 3
g Tﬂgge rs “] Info @ Fix errors Edit Dk

General configuration

| Q, Seorch for triggers 1
Triggers
_ Trigger

Bermizalons _ B

= 53: my-thumbnail-sowrce-bucket-samuel
Destinations ) | I.__{ arncawnsdzmy thumbnal sparce backet samurl

* Details

Functiocn URL

environment variables
Tags

VRC

R4 databazes

Manibaring an:
operations tools

Concurrency and
recursion detection

Asynchramns invecation
Code signing
Filz systems

State machines

[ cloudshell  Faedhack




@ Ask Amazon Q [:_] ﬂ {:'I Q:H:J Europe [Parig) »

= Lambda » Functions » GensrateThumbnail-5am 3 Edit environment variables o

Edit environment variables

Environment variables
You can define environment variables as key-value pairs that are accessible from your function code. These are useful to store configuration settings without the need to change functian

code. Learm mone (&

Key Value

DEST BLUCKET my-thumbnail-destination-buckst-samuel

( Add environment variable )

» Encryption configuration

Cancel . Save

zale Mohile App




[3) Ask Amazon Q B Europe [Parig) » b St

= Lambda » Functions » GenerateThumbnail-5am o

iy updated the function "GenerateThumbna

GenerateThumbnail-Sam ( hworte ) (B copyarn ) ( actions ¥ )
» Function overview it (_ Expaort to Infrastructure Composer } (_ Dawnload * )
ml Template | Fumction ARMN

[0 am:awstambdaeu-west-3:00085021002 7 function:
GenerateThumbnail-Sam
GenerateThumbnail-
Sam Description
32 Layess ]
\ = ¥ o Last medified
; 22 seconds aga
| = Add destinatlan
I ]
+ Add trigger
Code Test Monitor Configuration Aliases Versions

Configuration . .
Environment variables (1)
General configuration The environment variables below are encryptad at rest with the default Lambda service key.
Triggers | QU Search Emviranment variables
Bermilsslons Key Value
Destinations DEST_BLICKET - thumbnail-destination-bucket-samuel
Functicn URL

Emvironment variables
Tags

VRC

RBS databases

*Manitaring and

operations tools

Concurrency and
recirsion detectian

B e NEQoEs invecation
Code signing
File systems

State machines

&) Clouss
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urllib3
urilib3-2 4.0 dist-info
lambda_function py

L SRV

requirements txt
ﬁ|> @ sivpy

~ DEPLOY Current

| Deploy (Curlsshift+U) }
Test (Ctrl+Shift+1)

" TEST EVENTS [NONE SELECTED]

,{% <+ Create new test event

' Lambda Deployed @ 0A0 D Amazon Q

[l e~
[T S LT T TR s T, I SR TR N

el e e~
T T S ]

(@ Ask Amazon Q

Blglaifs) .
import boto3
import os
import time
import io
from PIL import Image
import botocore.exceptions

s3 = boto3.client('s3")

# Destination bucket should be set as an environment variable
DEST_BUCKET = os.environ['DEST_BUCKET']

def lambda_handler(event, context):
source_bucket = event['Records'][8]['s3" ][ 'bucket']['name’]
key = event['Records'][@]['s3']['object']J['key']
(i) Mo changes to deploy
# Filter supported image types
In1 Col1 Spaces:4 UTF-8 CRLF

Python

Lambda

Layout: US

=
Le



Europe (Paris) » S
Europe [Paris) et

= Amazom 53

= Upload succeeded

For mare information, see the Files and folders table.

Upload: status

(I} After you navigate away from this page, the fallowing information is no lenger avallable.

Summary

Destination Succeeded

5 - thumbmall-soorce-bucket-samuel @ 1 file, 6.6 K5 [100.00%)
Files and folders Configuration

Files and folders (1 total, 6.6 KB)

0, Find by name |

Mame | Folder v | Type v | Size

gur-ritchic jpg 2 i fpeg

Failed
E) 0 files, O B (0%

Status v | Error v |

) suceceded




<

Objects Metadata Properties Permissions Metrics Management File systems-new >

Objects (1)
@ ( 0] Copy S3 URI ) (|E| Copy URL ) Ci Download ) ( Open 17 ) ( Delete ) ( Actions ¥ )

Create folder -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory |2 to get a list of all abjects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more L7

Q, Find objects by prefix ] {1 > | 8

(]| Name A | Type v | Last modified v | size v | Storage class v |
April 9, 2026,

(J [ guy-ritchiejpg ipg 21:51:23 66KB  Standard

(UTC+03:00)



< Objects Metadata Properties Permissions Metrics Management File systems-new >

Objects (1)

@ < ] Copy S3 URI ) <|_|:| Copy URL ) Q ¥ Download ) ( Open L7 ) ( Delete ) ( Actions ¥ )
( Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory |2 to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more 1?

|_ Q, Find objects by prefix ] < 1 > @8
[ | Name A | Type v | Last modified v | Size v | Storage class v |

(7 3 thumbnails/ Folder 4 ; _



Objects ' Properties

Objects (1)

© <|E| Copy S3 URI ) (|_|:| Copy URL ) ( ¥ Download :) ( Open |2 ) ( Delete ) ( Actions ¥ )
C Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory 12 to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more |7

|, Q, Find objects by prefix | < 1 ) | 3

A

(] Name A | Type v | Last modified v | Size v | storage class v |

April 9, 2026,

OJ @ gquy-ritchie.jpg ipg 21:51:26 29KB Standard
(UTC+03:00)



[Frankfurt} »

&  Log management

Jaws/lambda/Generste Thumbnail-5am

CloudWatch £

Favorites and recents 1 3

Ingestion

Dashloards

alarms Ao @o Go
¥ Al Operations
» GenAl Observability

» Application Signals Miw
[APM)

® Infrastructure Monitoring

* Logs
Loy Management
Log Analytics m
Log Anocmalies
Liwe Tail
Logs Insights

Contributor Inslghts

B Metrics Mew

» MNetwork Monitoring

¥ Setup

Log events

2 2026/04/09/[1LATEST]Sd07206afaB144ab8d9aT21...

@ ( Actions ¥ ) ( Start tailing ) Create matric

You can use the filter bar below to search for and match tenms, phrases, or values in your lag events. Leam mare about filker patterns 12

O, Filter svents - pross

| Timestamp

L4 SEAG-R-0N 051 a, 1nds
L4 020 Bl ERTIECS1 @M. PTIE
» 020 Bl BETIECY

F FAR-A-AOTIALST L IR _AFET

ey o searchy

|| Tm 1h B || utctimesone ¥

Missage |
Mo older events at this moment. Retry

I8L0 ST Runtime version: python: 2.1z, mainlinevi.ve BunTine versica SNH: 2rpiaws:lanbcacan.
START ReguestIo: bd2eabsf 4582 Afhe abol 239536d594371 version: BLATEST

ESD ReguesLid: bdldoublf 4522 afbc abol 22550d9042F1

RFPCRT RequazssTd: hdzeahil-Asaz-dThe-ahe)- 2005445047071 Doration: 551,92 ns Billed muration:

Mo newer events at this moment. Aute retry poused. Resurme




