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Tasks: 

1. Create GitHub repository for Terraform project 

2. Clone repository into local environment 

3. Create Terraform configuration for AWS S3 bucket 

4. Commit and push Terraform code to GitHub 

5. Configure GitHub Actions secrets for AWS authentication 

6. Create GitHub Actions workflow for Terraform automation 

7. Execute CI/CD pipeline for infrastructure deployment 

8. Verify AWS resource creation (S3 bucket) 

9. Implement infrastructure improvements (bucket versioning) 

10. Use Git branching and pull request workflow 

11. Review, merge, and synchronise changes 

12. Validate CI/CD execution after updates 

 

Goal: 

To implement Infrastructure as Code (IaC) using Terraform and automate deployment using 

GitHub Actions, while applying Git workflows for version control and team collaboration in a 

DevOps environment. 

 

Result: 

· GitHub repository successfully created and configured 

· Terraform configuration created and managed 

· Local repository cloned and connected to GitHub 

· AWS credentials securely configured using GitHub secrets 

· GitHub Actions CI/CD pipeline successfully implemented 

· Terraform plan and apply executed automatically 

· AWS S3 bucket successfully created in eu-west-2 region 

· Bucket naming conflict resolved using dynamic configuration 

· Bucket versioning enabled successfully 

· Branching and pull request workflow implemented 

· Code reviewed, merged, and synchronised successfully 

· CI/CD pipeline validated after updates 

 



Action: 

 

Step 1: Created GitHub Repository 

· Navigated to GitHub 

· Created new repository named github-actions-lab-3 

· Set repository visibility to public 

· Added README file 

 

Step 2: Verified Repository Creation 

· Confirmed repository dashboard 

· Verified initial commit and README file 

 

Step 3: Cloned Repository Locally 

· Opened VS Code terminal 

· Cloned repository into local environment 

· Ran: 

git clone https://github.com/samuelakosaonyejekwe/github-actions-lab-3.git 
cd github-actions-lab-3 

 

Step 4: Created Terraform Configuration 

· Created main.tf file 

· Configured AWS provider 

· Defined S3 bucket resource 

· Used bucket suffix variable 

· Example: 

resource "aws_s3_bucket" "demo" { 
  bucket = "cloudburst-demo-${var.bucket_suffix}" 
} 

 



Step 5: Committed Terraform Configuration 

· Added Terraform file to Git 

· Committed changes 

· Pushed to GitHub 

· Ran: 

git add main.tf 
git commit -m "Add initial Terraform configuration" 
git push 

 

Step 6: Configured GitHub Secrets 

· Navigated to repository settings 

· Opened Secrets and variables → Actions 

· Created secrets: 

· AWS_ACCESS_KEY_ID 

· AWS_SECRET_ACCESS_KEY 

· AWS_REGION 

 

Step 7: Created GitHub Actions Workflow 

· Created .github/workflows/terraform.yml 

· Defined pipeline trigger (push & pull request) 

· Configured AWS credentials 

· Added Terraform steps (init, validate, plan, apply) 

 

Step 8: Committed Workflow Configuration 

· Added workflow file 

· Committed and pushed changes 

· Ran: 

git add . 
git commit -m "Add GitHub Actions workflow" 
git push 

 



Step 9: Executed CI/CD Pipeline 

· GitHub Actions triggered automatically 

· Workflow executed successfully 

Stages:  

· Setup job 

· Checkout repository 

· Configure AWS credentials 

· Terraform init 

· Terraform validate 

· Terraform plan 

· Terraform apply 

 

Step 10: Verified AWS Resource Creation 

· Logged into AWS Console 

· Navigated to S3 service 

· Confirmed bucket creation 

· Bucket: 

cloudburst-demo-sao 

· Region: 

eu-west-2 (London) 

 

Step 11: Updated Terraform Configuration (Versioning) 

· Modified main.tf 

· Added bucket versioning configuration 

· Example: 

resource "aws_s3_bucket_versioning" "demo" { 
  bucket = aws_s3_bucket.demo.id 
 
  versioning_configuration { 
    status = "Enabled" 
  } 
} 

 



Step 12: Created Feature Branch 

· Created new branch for update 

· Ran: 

git checkout -b add-bucket-versioning 

 

Step 13: Committed and Pushed Changes 

· Added updated Terraform file 

· Committed changes 

· Pushed to feature branch 

· Ran: 

git add main.tf 
git commit -m "Enable S3 bucket versioning" 
git push origin add-bucket-versioning 

 

Step 14: Created Pull Request 

· Navigated to GitHub 

· Created pull request from feature branch 

· Compared changes 

 

Step 15: Reviewed and Approved Changes 

· Checked CI/CD pipeline status 

· Verified all checks passed 

 

Step 16: Merged Pull Request 

· Clicked Merge pull request 

· Confirmed merge into main branch 

 

Step 17: Verified CI/CD After Merge 

· GitHub Actions triggered again 

· Pipeline executed successfully 

 



Step 18: Final Workflow Execution 

· Confirmed successful workflow runs 

· Verified infrastructure deployment updates 

Summary 

· GitHub repository was created and configured for Terraform project 

· Terraform was used to define and deploy AWS S3 infrastructure 

· GitHub Actions automated the CI/CD pipeline for Terraform execution 

· AWS credentials were securely managed using GitHub secrets 

· Infrastructure deployment was validated through AWS console 

· Bucket versioning feature was successfully implemented 

· Git workflow used included: · Branching 

· Pull requests 

· Code reviews 

· Merging 

· CI/CD pipeline ensured automated and consistent deployment 

 

Lab objective achieved: 

Implemented Terraform-based infrastructure deployment and automated CI/CD pipeline using 

GitHub Actions with full Git collaboration workflow 

 

 






























































































































































