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Tasks: 

1. Generate GitHub Personal Access Token (PAT) 

2. Configure GitHub token permissions 

3. Add GitHub credentials into Jenkins 

4. Configure Jenkins system settings 

5. Configure GitHub server integration in Jenkins 

6. Generate SSH key pair on Jenkins server 

7. Add SSH public key to GitHub account 

8. Verify GitHub SSH authentication 

9. Configure Jenkins security settings 

10. Create Jenkins freestyle project for GitHub repository 

11. Configure Git repository connection in Jenkins 

12. Configure Jenkins credentials for repository access 

13. Configure GitHub webhook trigger 

14. Configure post-build GitHub status reporting 

15. Validate Jenkins and GitHub integration 

 

Goal: 

To integrate Jenkins with GitHub using Personal Access Tokens, SSH authentication, 

GitHub webhooks, and Jenkins credentials management in order to automate CI/CD 

workflows and enable secure repository integration in a DevOps environment. 

 



Result: 

· GitHub Personal Access Token successfully generated 

· GitHub token permissions configured successfully 

· Jenkins credentials configured successfully 

· GitHub server integration configured successfully in Jenkins 

· SSH key pair generated successfully on Jenkins server 

· GitHub SSH authentication configured successfully 

· Jenkins security settings configured successfully 

· Jenkins freestyle project created successfully 

· GitHub repository connected successfully to Jenkins 

· GitHub webhook trigger configured successfully 

· Post-build GitHub status integration configured successfully 

· Jenkins and GitHub integration validated successfully 

 

Action: 

Step 1: Generated GitHub Personal Access Token 

· Opened GitHub Developer Settings 

· Navigated to: 

  Personal access tokens → Tokens (classic) 
· Selected: 

  Generate new token 

· Created token for Jenkins integration 

 

Step 2: Configured Token Permissions 

· Configured repository access permissions 

· Enabled workflow permissions 

· Enabled webhook access permissions 

· Enabled read and write repository access 

· Generated GitHub PAT successfully 

 

Step 3: Verified Generated Token 

· Copied generated GitHub token 

· Stored token securely for Jenkins authentication 

· Verified token creation success message displayed 

 



Step 4: Opened Jenkins System Configuration 

· Navigated to: 

  Manage Jenkins → System 

· Verified Jenkins system configuration settings 

· Reviewed Jenkins URL and global properties 

 

Step 5: Configured GitHub Server Integration 

· Navigated to GitHub section in Jenkins system configuration 

· Added GitHub server configuration 

· Configured API URL: 

https://api.github.com 

· Added GitHub credentials for authentication 

· Enabled: 

  Manage hooks 

· Tested GitHub connection successfully 

 

Step 6: Reviewed Jenkins Global Configuration 

· Verified Git plugin configuration 

· Reviewed pipeline and build settings 

· Verified SMTP and email notification sections 

· Reviewed Jenkins administrative settings 

 

Step 7: Generated SSH Key Pair 

· Opened Jenkins EC2 terminal 

· Generated SSH key pair using: 

  ssh-keygen 

· Verified generated files: 

  · id_rsa 

  · id_rsa.pub 

 · Verified successful SSH fingerprint generation 

 

Step 8: Added SSH Public Key to GitHub 



· Opened GitHub: 

  Settings → SSH and GPG keys 

· Selected: 

  New SSH key 

· Added Jenkins public SSH key 

· Saved SSH key successfully 

 

Step 9: Verified SSH Key Registration 

· Confirmed Jenkins public key added successfully in GitHub 

· Verified SSH authentication key listed under GitHub account 

 

Step 10: Configured Jenkins Credentials 

· Opened: 

  Manage Jenkins → Credentials 

· Added GitHub PAT credential 

· Added GitHub private SSH key credential 

· Verified credentials successfully stored in Jenkins system scope 

 

Step 11: Configured Jenkins Security Settings 

· Opened: 

  Manage Jenkins → Security 

· Reviewed authentication and authorization settings 

· Verified CSRF protection enabled 

· Reviewed Git host verification settings 

· Saved Jenkins security configuration 

 

Step 12: Created Jenkins Freestyle Project 

· Navigated to: 

  New Item 

· Created freestyle project named: 

  test-job 

· Selected: 

  Freestyle project 

· Clicked OK 

 



Step 13: Configured GitHub Repository Connection 

· Opened freestyle project configuration 

· Selected: 

  Git under Source Code Management 

· Added GitHub repository URL: 

  git@github.com:samuelakosaonyejekwe/three-tier-aws-terraform.git 

· Selected Jenkins SSH credentials for authentication 

· Configured branch specifier: 

  */main 

 

Step 14: Configured GitHub Trigger 

· Opened Triggers section in Jenkins job 

· Enabled: 

  GitHub hook trigger for GITScm polling 

· Configured automated trigger integration with GitHub webhooks 

 

Step 15: Configured Post-Build GitHub Actions 

· Added post-build action: 

  Set GitHub commit status (universal) 

· Configured repository and commit status reporting 

· Enabled Jenkins build result reporting back to GitHub 

 

Step 16: Verified Jenkins and GitHub Integration 

· Verified successful repository connectivity 

· Verified Jenkins authentication with GitHub 

· Verified webhook integration configured successfully 

· Confirmed Jenkins automation ready for CI/CD workflows 

 

Summary 

· GitHub Personal Access Token authentication was successfully configured 

· Jenkins and GitHub integration completed successfully 

· SSH authentication between Jenkins and GitHub configured successfully 

· Jenkins credentials management implemented successfully 



· GitHub webhook automation configured successfully 

· Jenkins freestyle project connected successfully to GitHub repository 

· GitHub commit status reporting configured successfully 

· Secure CI/CD integration workflow successfully implemented using Jenkins and GitHub 

 

Lab objective achieved: 

Implemented secure Jenkins and GitHub integration using Personal Access Tokens, SSH 

authentication, Jenkins credentials management, and GitHub webhook automation for 

CI/CD workflow execution in a DevOps environment. 

 






















































