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Tasks: 

1. Launch AWS EC2 instance for Jenkins server 

2. Configure EC2 security groups and networking 

3. Install Jenkins using EC2 user data script 

4. Access Jenkins web interface 

5. Unlock Jenkins server 

6. Install Jenkins suggested plugins 

7. Create Jenkins administrator account 

8. Configure Jenkins instance settings 

9. Install AWS-related Jenkins plugins 

10. Verify plugin installation status 

11. Restart Jenkins after plugin installation 

12. Configure AWS credentials in Jenkins 

13. Configure AWS region settings in Jenkins 

14. Create Jenkins AWS pipeline project 

15. Validate Jenkins AWS integration 

 

Goal: 

To deploy Jenkins on AWS EC2 infrastructure, install AWS integration plugins, configure 

AWS credentials within Jenkins, and prepare Jenkins for AWS-based CI/CD automation 

workflows in a DevOps environment. 

 



Result: 

· AWS EC2 instance successfully launched for Jenkins server 

· Jenkins installed successfully on Ubuntu EC2 instance 

· Jenkins web interface accessed successfully 

· Jenkins administrator setup completed successfully 

· Jenkins plugins installed successfully 

· AWS-related Jenkins plugins configured successfully 

· Jenkins restarted successfully after plugin installation 

· AWS credentials configured successfully in Jenkins 

· AWS region configuration completed successfully 

· Jenkins AWS pipeline project created successfully 

· Jenkins AWS integration validated successfully 

 

Action: 

Step 1: Launched AWS EC2 Instance 

· Opened AWS EC2 Console 

· Selected Ubuntu Server AMI 

· Chose instance type: 

  t3.small 

· Configured key pair for secure SSH access 

· Reviewed launch instance summary before deployment 

 

Step 2: Configured Security Groups 

· Configured inbound security rules: 

· SSH → Port 22 

· HTTP → Port 80 

· Custom TCP → Port 8080 for Jenkins 

· Allowed access from: 

  0.0.0.0/0 

· Verified VPC and subnet configuration 

 

Step 3: Added Jenkins Installation User Data Script 

· Configured EC2 user data section 

· Added automated Jenkins installation commands 

· Example commands included: 

sudo apt update 



sudo apt install fontconfig openjdk-21-jre -y 

sudo apt install jenkins -y 

sudo systemctl enable jenkins 

sudo systemctl start jenkins 

 

Step 4: Verified EC2 Instance Deployment 

· Confirmed Jenkins EC2 instance launched successfully 

· Verified instance state: 

  Running 

· Verified public IP assignment 

· Confirmed instance name: 

  jenkins_sam 

 

Step 5: Connected to Jenkins Server 

· Opened EC2 Connect page 

· Connected using public IPv4 address 

· Verified username: 

  ubuntu 

· Successfully accessed Jenkins server terminal 

 

Step 6: Retrieved Jenkins Administrator Password 

· Ran command: 

  sudo cat /var/lib/jenkins/secrets/initialAdminPassword 

· Copied Jenkins administrator password 

· Verified successful password retrieval 

 

Step 7: Accessed Jenkins Web Interface 

· Opened browser using: 

  http://18.175.54.158:8080 

· Accessed Unlock Jenkins setup page 

· Entered administrator password successfully 



 

Step 8: Installed Suggested Jenkins Plugins 

· Selected: 

  Install suggested plugins 

· Jenkins automatically installed required plugins 

· Verified plugin installation progress successfully 

 

Step 9: Created Jenkins Administrator User 

· Configured Jenkins administrator account 

· Added: 

  · Username 

  · Password 

  · Full name 

  · Email address 

· Saved Jenkins administrator configuration 

 

Step 10: Configured Jenkins Instance URL 

· Verified Jenkins instance configuration: 

  http://18.175.54.158:8080/ 

· Saved instance configuration successfully 

 

Step 11: Verified Jenkins Installation Completion 

· Verified Jenkins setup message: 

  “Jenkins is ready!” 

· Selected: 

  Start using Jenkins 

· Successfully accessed Jenkins dashboard 

 

Step 12: Opened Jenkins Plugin Manager 

· Navigated to: 

  Manage Jenkins → Plugins 

· Opened: 



  Available plugins section 

· Searched for AWS-related plugins 

 

Step 13: Selected AWS Plugins for Installation 

· Selected plugins: 

  · AWS Global Configuration 

  · Pipeline AWS Steps 

  · S3 Publisher 

· Additional AWS-related plugins and dependencies 

· Initiated plugin installation process 

 

Step 14: Verified Plugin Installation Progress 

· Opened: 

  Download progress section 

· Verified successful installation of plugins: 

  · AWS SDK plugins 

  · CloudFormation plugins 

  · EC2 plugins 

  · S3 plugins 

  · CodeDeploy plugins 

  · Lambda plugins 

  · CloudFront plugins 

  · API Gateway plugins 

  · ECR plugins 

  · SNS plugins 

· Verified all plugin installation statuses showed: 

  Success 

 

Step 15: Restarted Jenkins 

· Jenkins automatically initiated restart process 

· Verified restart message: 

  “Jenkins is restarting” 

· Waited for Jenkins services to reload successfully 

 

Step 16: Configured AWS Settings in Jenkins 



· Navigated to: 

  Manage Jenkins → AWS 

· Configured: 

  · AWS Region → Europe (London) 

  · Added AWS account credentials 

  · Saved AWS configuration successfully 

 

Step 17: Created Jenkins AWS Pipeline Project 

· Navigated to: 

  New Item 

· Created project named: 

  my-first-upload-to-aws 

· Selected: 

  Pipeline project 

· Clicked OK 

 

Summary 

· Jenkins server was successfully deployed on AWS EC2 infrastructure 

· Jenkins installation and setup completed successfully 

· AWS integration plugins installed successfully in Jenkins 

· Jenkins restart completed successfully after plugin installation 

· AWS credentials and region configuration completed successfully 

· Jenkins environment prepared for AWS CI/CD automation workflows 

· AWS service integration capabilities enabled successfully within Jenkins 

· Jenkins AWS pipeline project created successfully 

· AWS-based DevOps automation environment configured successfully 

 

Lab objective achieved: 

Implemented Jenkins deployment and AWS integration using Jenkins AWS plugins, AWS 

credentials configuration, and pipeline project preparation for cloud-based CI/CD 

automation workflows in a DevOps environment. 

 


















































