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Tasks: 

1. Create CloudFormation YAML template for AWS infrastructure 

2. Configure VPC networking architecture 

3. Create public, application, and database subnets 

4. Configure Internet Gateway and NAT Gateways 

5. Configure route tables and subnet associations 

6. Upload CloudFormation template to Amazon S3 

7. Deploy infrastructure using AWS CloudFormation 

8. Configure stack parameters during deployment 

9. Review and validate stack configuration 

10. Execute CloudFormation stack creation 

11. Verify successful resource provisioning 

12. Review CloudFormation resources and events 

13. Validate generated stack outputs 

14. Create RDS DB subnet group 

15. Verify DB subnet group creation 

16. Prepare Aurora MySQL database configuration 

 

Goal: 

To implement AWS infrastructure automation using CloudFormation by deploying a production-

style VPC environment with public, application, and database subnets, while validating 

infrastructure provisioning, networking configuration, and database subnet preparation in AWS 

Cloud environment. 

 

Result: 

· CloudFormation YAML template successfully created and configured 

· AWS VPC infrastructure successfully provisioned 

· Public, application, and database subnets successfully created 

· Internet Gateway and NAT Gateways successfully configured 

· Route tables and subnet associations successfully deployed 

· CloudFormation template successfully uploaded to Amazon S3 

· CloudFormation stack successfully deployed 



· Stack parameters configured successfully during deployment 

· CloudFormation stack resources provisioned successfully 

· Stack events validated successfully 

· Stack outputs generated successfully 

· DB subnet group successfully created 

· Aurora MySQL database configuration initiated successfully 

· Infrastructure deployment validated successfully in eu-west-2 region 

 

 

 

Action: 

Step 1: Created CloudFormation YAML Template 

· Opened VS Code environment 

· Created Task1.yaml CloudFormation template 

· Defined AWS networking resources 

· Configured VPC, subnets, route tables, and gateways 

· Verified YAML structure and formatting 

 

Step 2: Configured VPC Infrastructure 

· Defined VPC CIDR block 

· Configured VPC networking resources 

· Added tags for resource identification 

· Example configuration included: 



Resources: 
  LabVPC: 
     

Step 3: Configured Database Subnets 

· Created DatabaseSubnet1 

· Created DatabaseSubnet2 

· Assigned CIDR ranges for database tier 

· Added subnet tags for identification 

 

Step 4: Uploaded Template to Amazon S3 

· Navigated to Amazon S3 Console 

· Verified S3 bucket: task1templateurl-sam 

· Uploaded Task1.yaml file into S3 bucket 

· Verified successful upload in bucket objects section 

 

Step 5: Initiated CloudFormation Stack Creation 

· Opened AWS CloudFormation Console 

· Selected “Create Stack” 

· Chose: · Amazon S3 URL 

· Entered S3 object URL for Task1.yaml 

· Verified template successfully loaded 

 

Step 6: Configured Stack Details 

· Provided stack name: VPCStack 

· Configured stack parameters:  

· AppSubnet1Param → 10.0.2.0/24 

· AppSubnet2Param → 10.0.3.0/24 

· DatabaseSubnet1Param → 10.0.4.0/24 

· DatabaseSubnet2Param → 10.0.5.0/24 

· PublicSubnet1Param → 10.0.0.0/24 

· PublicSubnet2Param → 10.0.1.0/24 

· VPCCIDR → 10.0.0.0/16 

 



Step 7: Configured Stack Options 

· Reviewed optional stack configurations 

· Verified rollback settings 

· Reviewed IAM permissions section 

· Verified stack policy configuration 

· Proceeded with default settings 

 

Step 8: Reviewed and Created Stack 

· Reviewed template details 

· Validated stack configuration 

· Verified parameter values 

· Confirmed deployment settings 

· Clicked Submit to initiate deployment 

 

Step 9: Executed CloudFormation Deployment 

· CloudFormation deployment initiated successfully 

· Resources provisioned automatically 

· Deployment stages observed:  

· VPC creation 

· Subnet creation 

· Internet Gateway attachment 

· NAT Gateway provisioning 

· Route table creation 

· Security group creation 

 

Step 10: Verified Stack Resources 

· Opened Resources tab in CloudFormation 

· Verified successfully created resources:  

· VPC 

· Public subnets 

· Application subnets 

· Database subnets 

· Internet Gateway 

· NAT Gateways 

· Route tables 

· Security groups 

· Elastic IP addresses 



 

Step 11: Verified CloudFormation Events 

· Opened Events tab 

· Confirmed CREATE_COMPLETE status for resources 

· Verified deployment timestamps 

· Observed successful provisioning lifecycle for infrastructure resources 

 

Step 12: Validated Stack Outputs 

· Opened Outputs tab in CloudFormation 

· Verified generated outputs:  

· ApplicationSecurityGroupID 

· DatabaseSubnet1CIDR 

· DatabaseSubnet1ID 

· DatabaseSubnet2CIDR 

· DatabaseSubnet2ID 

· EFSMountTargetSecurityGroupID 

· RDSSecurityGroupID 

· Region 

· VPCID 

 

Step 13: Created RDS DB Subnet Group 

· Opened Amazon Aurora and RDS Console 

· Navigated to Subnet Groups 

· Selected Create DB subnet group 

· Configured: · Name: AuroraSubnetGroup 

· Description: A 2 AZ subnet group for my database 

· Selected LabVPC 

· Added: · DatabaseSubnet1 

· DatabaseSubnet2 

 

Step 14: Verified DB Subnet Group Creation 

· Confirmed successful DB subnet group creation 

· Verified subnet group status: Complete 

· Verified associated VPC mapping 

 



Step 15: Prepared Aurora MySQL Database Configuration 

· Opened Create Database section 

· Selected: · Aurora MySQL-Compatible Edition 

· Chose: · Production template 

· Selected: · Provisioned cluster scalability type 

· Verified database engine configuration screen 

 

Summary 

· AWS CloudFormation was used to automate infrastructure deployment 

· A production-style VPC architecture was successfully deployed 

· Public, application, and database networking tiers were configured successfully 

· CloudFormation stack deployment executed successfully 

· Infrastructure resources were validated using CloudFormation resources and events tabs 

· Stack outputs were successfully generated and verified 

· Amazon RDS DB subnet group was created successfully 

· Aurora MySQL deployment preparation completed successfully 

· Infrastructure deployment followed Infrastructure as Code (IaC) principles 

· AWS cloud networking architecture was successfully implemented and validated 

 

Lab objective achieved: 

Implemented AWS CloudFormation-based infrastructure automation with successful deployment 

of VPC networking architecture, subnet configuration, routing infrastructure, and database 

subnet preparation in AWS Cloud environment. 

 








































































































































































