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Tasks: 
1. Create AWS VPC infrastructure 

2. Configure public and private subnets 

3. Configure Internet Gateway and NAT Gateway 

4. Launch Jenkins EC2 server instance 

5. Configure EC2 networking and security groups 

6. Configure Jenkins server user data installation 

7. Verify EC2 instance deployment 

8. Access Jenkins web interface 

9. Unlock Jenkins administrator account 

10. Install Jenkins suggested plugins 

11. Create Jenkins administrator user 

12. Configure Jenkins instance settings 

13. Install AWS Jenkins plugins 

14. Configure AWS credentials in Jenkins 

15. Install Java and Maven on Jenkins server 

16. Configure Jenkins Global Tool Configuration 

17. Configure Java environment variables 

18. Create GitHub repository fork 

19. Configure GitHub webhook integration 

20. Configure Jenkins GitHub credentials 

21. Configure Jenkins pipeline integration 

22. Verify Jenkins CI/CD connectivity 

 

Goal: 

To deploy and configure a Jenkins Continuous Integration and Continuous Deployment (CI/CD) 

environment on AWS Cloud infrastructure, integrate Jenkins with GitHub repositories, configure 

AWS authentication and developer tools, and establish automated DevOps workflow integration 

within a cloud-native environment. 

 



Result: 
• AWS VPC infrastructure successfully created 

• Public and private subnets configured successfully 

• Internet Gateway and NAT Gateway configured successfully 

• Jenkins EC2 server instance deployed successfully 

• Jenkins security groups configured successfully 

• Jenkins server installed successfully using EC2 user data 

• Jenkins web console accessed successfully 

• Jenkins administrator account unlocked successfully 

• Jenkins plugins installed successfully 

• Jenkins administrator user configured successfully 

• Jenkins instance configuration completed successfully 

• AWS Jenkins plugins installed successfully 

• AWS credentials configured successfully in Jenkins 

• Java JDK and Maven installed successfully 

• Jenkins global tools configured successfully 

• Java environment variables configured successfully 

• GitHub repository fork created successfully 

• GitHub webhook integration configured successfully 

• Jenkins GitHub credentials configured successfully 

• Jenkins pipeline integration configured successfully 

• Jenkins CI/CD workflow validated successfully 

 

Action: 

Step 1: Created AWS VPC Infrastructure 

• Opened: AWS VPC Console → Create VPC 

• Selected: VPC and more 

• Configured: 

o Name tag auto-generation: jenkins_sam 

o Configured IPv4 CIDR block: 10.0.0.0/16 

o Selected: 2 Availability Zones 

• Configured: 



o Public subnets: 2 

o Private subnets: 2 

• Configured: 

o NAT gateways: 1 per AZ 

• Enabled: 

o DNS hostnames 

o DNS resolution 

• Clicked: Create VPC 

 

Step 2: Verified VPC Workflow Creation 

• Opened: Create VPC workflow 

• Verified successful creation of: 

o VPC 

o Public subnets 

o Private subnets 

o Internet Gateway 

o Route tables 

o NAT gateways 

• Verified all workflow tasks completed successfully 

 

Step 3: Launched Jenkins EC2 Instance 

• Opened: EC2 Console → Launch Instance 

• Configured: 

o Instance name: jenkins_server 

o Selected AMI: Ubuntu Server 24.04 LTS 

o Selected instance type: t3.medium 



• Configured key pair for SSH access 

o Selected created VPC: jenkins_sam_vpc 

o Selected public subnet for Jenkins deployment 

 

Step 4: Configured Jenkins Security Group 

• Created security group for Jenkins server 

• Configured inbound rules: 

o SSH: Port 22 

o Custom TCP: Port 8080 for Jenkins web interface 

• Allowed traffic source: Anywhere (0.0.0.0/0) 

• Verified security group attached successfully to EC2 instance 

 

Step 5: Configured Jenkins User Data Installation 

• Added EC2 user data script for Jenkins setup 

• Configured installation of: 

o Java 

o Jenkins 

o AWS CLI 

o Terraform 

• Verified automatic package installation executed successfully during instance 

launch 

 

Step 6: Verified Jenkins EC2 Deployment 

• Opened: EC2 Instances 

• Verified instance: jenkins_server 

• Confirmed: 



o Instance state: Running 

o Public IP address assigned successfully 

o Public DNS generated successfully 

 

Step 7: Accessed Jenkins Web Interface 

• Opened browser using: http://:8080 

• Verified Jenkins startup page loaded successfully 

• Confirmed Jenkins initial setup page displayed successfully 

 

Step 8: Unlocked Jenkins Administrator Account 

• Retrieved Jenkins administrator password from:        

/var/lib/jenkins/secrets/initialAdminPassword 

• Entered administrator password into Jenkins unlock page 

• Clicked: Continue 

• Verified Jenkins administrator account unlocked successfully 

 

Step 9: Installed Jenkins Suggested Plugins 

• Selected: Install suggested plugins 

• Verified installation of: 

o Pipeline plugins 

o Git plugins 

o AWS plugins 

o Build tools plugins 

o Security plugins 

• Confirmed plugin installation completed successfully 

 



Step 10: Created Jenkins Administrator User 

• Configured: 

o Username: phoenixsamuel 

o Configured administrator password 

• Configured: 

o Full name: Akosa Samuel Onyejekwe 

o Configured email address successfully 

• Clicked: Save and Continue 

 

Step 11: Configured Jenkins Instance Settings 

• Configured Jenkins URL using EC2 public IP address 

• Verified Jenkins instance configuration completed successfully 

• Clicked: Save and Finish 

• Confirmed Jenkins setup completed successfully 

 

Step 12: Installed AWS Jenkins Plugins 

• Opened: Manage Jenkins → Plugins 

• Installed: 

o Pipeline AWS Steps 

o AWS SDK plugins 

o S3 Publisher plugin 

o AWS Credentials plugin 

• Verified successful plugin installation and Jenkins restart 

 

Step 13: Configured AWS Credentials in Jenkins 

• Opened: Manage Jenkins → AWS 



• Selected AWS region: Europe (London) 

• Added AWS account credentials successfully 

• Verified AWS credentials connected successfully to Jenkins 

 

Step 14: Verified Jenkins Credentials Store 

• Opened: Manage Jenkins → Credentials 

• Verified AWS credentials stored successfully 

• Confirmed credentials accessible globally within Jenkins environment 

 

Step 15: Installed Java and Maven 

• Connected to Jenkins EC2 server terminal 

• Executed: mvn --version 

• Verified: 

• Apache Maven installed successfully 

• Java 21 OpenJDK configured successfully 

• Confirmed Maven and Java runtime operational successfully 

 

Step 16: Configured Jenkins Global Tool Configuration 

• Opened: Manage Jenkins → Tools 

• Configured: 

o Git installation 

o Maven installation 

o JDK installation 

• Configured Maven path: /usr/share/maven 

• Configured Java home: /usr/lib/jvm/java-21-openjdk-amd64 

• Saved Jenkins tool configuration successfully 



 

Step 17: Configured Java Environment Variables 

• Executed: sudo nano /etc/environment 

• Configured: JAVA_HOME=/usr/lib/jvm/java-21-openjdk-amd64 

• Executed: source /etc/environment 

• Verified: echo $JAVA_HOME 

• Confirmed Java environment variables configured successfully 

 

Step 18: Created GitHub Repository Fork 

• Opened GitHub repository 

• Selected: Fork 

• Configured repository name: ci-demo 

• Created GitHub fork successfully 

 

Step 19: Configured GitHub Webhook Integration 

• Opened: GitHub Repository → Settings → Webhooks 

• Selected: Add webhook 

• Configured: 

o Payload URL: http://:8080/github-webhook/ 

o Selected content type: application/json 

• Enabled: Just the push event 

• Added webhook successfully 

 

Step 20: Configured Jenkins GitHub Credentials 

• Opened: Manage Jenkins → Credentials 

• Added: Username with password credentials 



• Configured: 

o GitHub username 

o GitHub password/token 

• Credential ID: github-access 

• Verified GitHub credentials created successfully 

 

Step 21: Configured Jenkins Pipeline Integration 

• Opened GitHub repository Jenkinsfile 

• Configured CI/CD pipeline stages for: 

o Build 

o Test 

o Deploy 

• Configured AWS S3 artifact deployment integration 

• Committed Jenkinsfile changes successfully 

 

Step 22: Verified Jenkins CI/CD Connectivity 

• Verified GitHub webhook communication with Jenkins 

• Confirmed Jenkins pipeline triggered automatically from GitHub commits 

• Verified successful CI/CD workflow execution 

• Confirmed DevOps automation pipeline functioning successfully 

 

Summary 
• AWS VPC infrastructure deployed successfully for Jenkins environment 

• Jenkins EC2 server configured successfully on AWS Cloud 

• Jenkins plugins and developer tools installed successfully 

• AWS credentials and GitHub integration configured successfully 

• GitHub webhook integration validated successfully 



• Java and Maven configured successfully for build automation 

• Jenkins CI/CD pipeline workflow configured successfully 

• Automated DevOps pipeline deployment and integration validated successfully 

 

Lab objective achieved: 

Implemented Jenkins CI/CD pipeline deployment, AWS cloud infrastructure configuration, 

GitHub integration, Jenkins automation setup, developer tools configuration, and automated 

DevOps workflow orchestration successfully within AWS cloud infrastructure. 

 
















































































