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Tasks: 
1. Configure Jenkins credentials management 

2. Add Jenkins secret text credentials 

3. Configure Jenkins database password secrets 

4. Configure Jenkins username and password credentials 

5. Configure MySQL database authentication credentials 

6. Verify Jenkins global credentials storage 

7. Update Jenkins stored credentials 

8. Create Jenkins secure deployment pipeline 

9. Configure secure Jenkins pipeline script 

10. Configure Jenkins credential bindings 

11. Execute secure deployment pipeline 

12. Verify Jenkins credential masking 

13. Verify secure pipeline execution 

14. Install Jenkins Role-Based Authorization Strategy plugin 

15. Configure Jenkins security authorization settings 

16. Configure Jenkins role management 

17. Create Jenkins user accounts 

18. Assign Jenkins user roles 

19. Verify Jenkins role-based access control 

20. Verify Jenkins build history and security workflow 

21. Verify Jenkins deployment execution logs 

22. Terminate Jenkins EC2 server instance 

 

Goal: 

To configure secure Jenkins credentials management, implement Jenkins pipeline security 

practices, establish Role-Based Access Control (RBAC), manage secure deployment workflows, 

configure user authorization policies, and validate secure DevOps pipeline administration within 

a Jenkins cloud-native environment. 

 



Result: 
• Jenkins credentials management configured successfully 

• Jenkins secret text credentials configured successfully 

• Database password secrets configured successfully 

• Jenkins username and password credentials configured successfully 

• MySQL authentication credentials configured successfully 

• Jenkins global credentials storage validated successfully 

• Jenkins credentials updated successfully 

• Jenkins secure deployment pipeline configured successfully 

• Jenkins credential bindings configured successfully 

• Secure deployment pipeline executed successfully 

• Jenkins credential masking validated successfully 

• Jenkins Role-Based Authorization Strategy plugin installed successfully 

• Jenkins security authorization configured successfully 

• Jenkins role management configured successfully 

• Jenkins user accounts created successfully 

• Jenkins user roles assigned successfully 

• Jenkins role-based access control validated successfully 

• Jenkins build history verified successfully 

• Jenkins deployment execution logs validated successfully 

• Jenkins EC2 server terminated successfully 

 

Action: 

Step 1: Verified Jenkins Global Credentials Store 

• Opened: Jenkins → Manage Jenkins → Credentials → System → Global 

• Verified existing credentials: 

o AWS credentials 

o GitHub access credentials 

• Confirmed Jenkins global credentials configured successfully 

 

Step 2: Added Jenkins Secret Text Credential 

• Clicked: Add Credentials 



• Selected credential type: Secret text 

• Configured: 

o Scope: Global 

o Configured secret value successfully 

• Configured credential ID: db-password 

• Configured description: Database password for production MySQL 

• Clicked: Create 

• Verified secret text credential created successfully 

 

Step 3: Added Username and Password Credential 

• Clicked: Add Credentials 

• Selected credential type: Username with password 

• Configured: 

o Username: dbadmin 

o Configured password successfully 

• Configured credential ID: db-credentials 

• Configured description: MySQL database admin login 

• Clicked: Create 

• Verified username and password credential created successfully 

 

Step 4: Verified Jenkins Credentials Configuration 

• Opened: Jenkins Global Credentials 

• Verified configured credentials: 

o AWS credentials 

o GitHub credentials 

o Database password credentials 



o Database admin login credentials 

• Confirmed credentials stored securely within Jenkins 

 

Step 5: Updated Jenkins Stored Credentials 

• Opened credential: db-password 

• Selected: Update credential 

• Modified stored secret successfully 

• Saved updated credential configuration 

• Verified credential update completed successfully 

 

Step 6: Created Secure Deployment Pipeline Job 

• Opened: Jenkins Dashboard → New Item 

• Configured item name: secure-deploy 

• Selected: Pipeline 

• Clicked: OK 

• Verified secure deployment pipeline created successfully 

 

Step 7: Configured Secure Jenkins Pipeline Script 

• Opened: secure-deploy → Configure 

• Configured pipeline definition: Pipeline script 

• Configured secure credential binding stages using: withCredentials 

• Configured: 

o Secret text credential usage 

o Username and password credential usage 

• Enabled: Use Groovy Sandbox 

• Saved secure deployment pipeline successfully 



 

Step 8: Executed Secure Deployment Pipeline 

• Opened: secure-deploy 

• Selected: Build Now 

• Verified Jenkins pipeline execution started successfully 

• Confirmed build added to Jenkins build queue successfully 

 

Step 9: Verified Jenkins Credential Masking 

• Opened: Console Output 

• Verified: 

o Secret values masked automatically 

o Password values hidden securely 

o Credential bindings executed successfully 

• Confirmed Jenkins credential masking functioning correctly 

 

Step 10: Verified Secure Deployment Pipeline Execution 

• Verified Jenkins pipeline stages: 

o Using Secret Text 

o Using Username/Password 

• Confirmed: 

o Database connection simulation executed successfully 

o Login credential validation executed successfully 

• Jenkins pipeline execution status: SUCCESS 

 

Step 11: Verified Jenkins Dashboard Build Status 

• Opened: Jenkins Dashboard 



• Verified configured jobs: 

o continuous-deployment-job 

o continuous-integration-job 

o secure-deploy 

• Confirmed successful build status displayed successfully 

 

Step 12: Installed Role-Based Authorization Strategy Plugin 

• Opened: Manage Jenkins → Plugins → Available Plugins 

• Searched: role 

• Selected plugin: Role-based Authorization Strategy 

• Clicked: Install 

• Verified plugin installation completed successfully 

 

Step 13: Verified Plugin Download Progress 

• Opened: Plugins → Download Progress 

• Verified: 

o Internet connectivity successful 

o Plugin download successful 

• Installation status: Success 

• Confirmed plugin installed successfully 

 

Step 14: Configured Jenkins Security Authorization 

• Opened: Manage Jenkins → Security 

• Configured: 

o Security Realm: Jenkins’ own user database 

• Configured authorization method: Role-Based Strategy 



• Clicked: Save 

• Verified Jenkins security authorization configured successfully 

 

Step 15: Configured Jenkins Role Management 

• Opened: Manage Jenkins → Manage and Assign Roles → Manage Roles 

• Configured roles: 

o admin 

o Viewer 

o Deployer 

• Configured role permissions for: 

o Credentials 

o Build 

o Job 

o Workspace 

o Agent access 

• Saved Jenkins role configuration successfully 

 

Step 16: Created Jenkins User Account 

• Opened: Manage Jenkins → Jenkins’ own user database → Create User 

• Configured: 

o Username: kevinsamuel 

o Configured password successfully 

• Configured: 

o Full name: Kevin Judefo 

o Configured email address successfully 

• Clicked: Create User 



• Verified Jenkins user created successfully 

 

Step 17: Verified Jenkins User Database 

• Opened: Jenkins’ own user database 

• Verified configured users: 

o kevinsamuel 

o phoenixsamuel 

• Confirmed Jenkins users created successfully 

 

Step 18: Assigned Jenkins User Roles 

• Opened: Manage and Assign Roles → Assign Roles 

• Assigned: 

o Admin role 

o Viewer role 

o Deployer role 

o Assigned roles to configured Jenkins users successfully 

• Saved role assignment configuration 

 

Step 19: Verified Jenkins Role-Based Access Control 

• Verified: 

• User permissions enforced successfully 

• Role-based authorization functioning correctly 

• Jenkins access management configured successfully 

 

Step 20: Verified Jenkins Build History 

• Opened: Build History of Jenkins 

• Verified successful builds: 



o secure-deploy 

o continuous-deployment-job 

o continuous-integration-job 

• Verified stable pipeline execution history successfully 

 

Step 21: Verified Deployment Execution Logs 

• Opened: secure-deploy → Build #3 

• Verified: 

o Build execution details 

o Build duration 

o Pipeline execution logs 

o Successful deployment workflow execution 

• Confirmed deployment execution completed successfully 

 

Step 22: Terminated Jenkins EC2 Server Instance 

• Opened: AWS EC2 Console → Instances 

• Selected instance: jenkins_server 

• Selected: Instance State → Terminate Instance 

• Verified instance termination initiated successfully 

• Confirmed Jenkins EC2 server terminated successfully 

 

Summary 
• Jenkins credentials management configured successfully 

• Secure Jenkins credential bindings validated successfully 

• Secure deployment pipeline configured successfully 

• Jenkins secret masking functionality validated successfully 

• Jenkins Role-Based Authorization Strategy plugin installed successfully 



• Jenkins RBAC security configuration validated successfully 

• Jenkins user management and role assignment configured successfully 

• Jenkins build history and deployment workflows verified successfully 

• Jenkins cloud-native security and DevOps administration workflow validated 

successfully 

 

Lab objective achieved: 

Implemented Jenkins credentials management, secure deployment pipeline configuration, Role-

Based Access Control (RBAC), Jenkins security authorization policies, user access management, 

secure credential masking, and cloud-native DevOps security workflow orchestration 

successfully within Jenkins CI/CD infrastructure. 

 






















































