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Tasks:

Configure Jenkins credentials management
Add Jenkins secret text credentials
Configure Jenkins database password secrets
Configure Jenkins username and password credentials
Configure MySQL database authentication credentials
Verify Jenkins global credentials storage
Update Jenkins stored credentials
Create Jenkins secure deployment pipeline
Configure secure Jenkins pipeline script
. Configure Jenkins credential bindings
. Execute secure deployment pipeline
. Verify Jenkins credential masking
. Verify secure pipeline execution
. Install Jenkins Role-Based Authorization Strategy plugin
. Configure Jenkins security authorization settings
. Configure Jenkins role management
. Create Jenkins user accounts
. Assign Jenkins user roles
. Verify Jenkins role-based access control
. Verify Jenkins build history and security workflow
. Verify Jenkins deployment execution logs
. Terminate Jenkins EC2 server instance
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Goal:

To configure secure Jenkins credentials management, implement Jenkins pipeline security
practices, establish Role-Based Access Control (RBAC), manage secure deployment workflows,
configure user authorization policies, and validate secure DevOps pipeline administration within
a Jenkins cloud-native environment.



Result:

e Jenkins credentials management configured successfully

e Jenkins secret text credentials configured successfully

e Database password secrets configured successfully

e Jenkins username and password credentials configured successfully
e  MySQL authentication credentials configured successfully

e Jenkins global credentials storage validated successfully

e Jenkins credentials updated successfully

e Jenkins secure deployment pipeline configured successfully

e Jenkins credential bindings configured successfully

e Secure deployment pipeline executed successfully

e Jenkins credential masking validated successfully

e Jenkins Role-Based Authorization Strategy plugin installed successfully
e Jenkins security authorization configured successfully

e Jenkins role management configured successfully

e Jenkins user accounts created successfully

e Jenkins user roles assigned successfully

e Jenkins role-based access control validated successfully

e Jenkins build history verified successfully

e Jenkins deployment execution logs validated successfully

e Jenkins EC2 server terminated successfully

Action:
Step 1: Verified Jenkins Global Credentials Store

e Opened: Jenkins > Manage Jenkins > Credentials > System > Global
e Verified existing credentials:

o AWS credentials

o GitHub access credentials

e Confirmed Jenkins global credentials configured successfully

Step 2: Added Jenkins Secret Text Credential
e C(Clicked: Add Credentials



Selected credential type: Secret text
Configured:
o Scope: Global
o Configured secret value successfully
Configured credential ID: db-password
Configured description: Database password for production MySQL
Clicked: Create

Verified secret text credential created successfully

Step 3: Added Username and Password Credential

Clicked: Add Credentials
Selected credential type: Username with password
Configured:

o Username: dbadmin

o Configured password successfully
Configured credential ID: db-credentials
Configured description: MySQL database admin login
Clicked: Create

Verified username and password credential created successfully

Step 4: Verified Jenkins Credentials Configuration

Opened: Jenkins Global Credentials
Verified configured credentials:

o AWS credentials

o GitHub credentials

o Database password credentials



o Database admin login credentials

e Confirmed credentials stored securely within Jenkins

Step 5: Updated Jenkins Stored Credentials

e Opened credential: db-password

e Selected: Update credential

e Modified stored secret successfully

e Saved updated credential configuration

e Verified credential update completed successfully

Step 6: Created Secure Deployment Pipeline Job

e Opened: Jenkins Dashboard » New Iltem
e Configured item name: secure-deploy

e Selected: Pipeline

e Clicked: OK

e Verified secure deployment pipeline created successfully

Step 7: Configured Secure Jenkins Pipeline Script

e Opened: secure-deploy > Configure
e Configured pipeline definition: Pipeline script
e Configured secure credential binding stages using: withCredentials
e Configured:
o Secret text credential usage
o Username and password credential usage
e Enabled: Use Groovy Sandbox

e Saved secure deployment pipeline successfully



Step 8: Executed Secure Deployment Pipeline

e Opened: secure-deploy
e Selected: Build Now
e Verified Jenkins pipeline execution started successfully

e Confirmed build added to Jenkins build queue successfully

Step 9: Verified Jenkins Credential Masking
e Opened: Console Output

e Verified:
o Secretvalues masked automatically
o Password values hidden securely
o Credential bindings executed successfully

e Confirmed Jenkins credential masking functioning correctly

Step 10: Verified Secure Deployment Pipeline Execution

e Verified Jenkins pipeline stages:
o Using Secret Text
o Using Username/Password
e Confirmed:
o Database connection simulation executed successfully

o Login credential validation executed successfully

e Jenkins pipeline execution status: SUCCESS

Step 11: Verified Jenkins Dashboard Build Status
e Opened: Jenkins Dashboard



Verified configured jobs:

o continuous-deployment-job
o continuous-integration-job
o secure-deploy

Confirmed successful build status displayed successfully

Step 12: Installed Role-Based Authorization Strategy Plugin

Opened: Manage Jenkins > Plugins > Available Plugins
Searched: role

Selected plugin: Role-based Authorization Strategy
Clicked: Install

Verified plugin installation completed successfully

Step 13: Verified Plugin Download Progress

Opened: Plugins » Download Progress
Verified:
o Internet connectivity successful
o Plugin download successful
Installation status: Success

Confirmed plugin installed successfully

Step 14: Configured Jenkins Security Authorization

Opened: Manage Jenkins > Security
Configured:
o Security Realm: Jenkins’ own user database

Configured authorization method: Role-Based Strategy



e C(Clicked: Save

e Verified Jenkins security authorization configured successfully

Step 15: Configured Jenkins Role Management

e Opened: Manage Jenkins » Manage and Assign Roles » Manage Roles
e Configured roles:
o admin
o Viewer
o Deployer
e Configured role permissions for:
o Credentials
o Build
o Job
o Workspace
o Agentaccess

e Saved Jenkins role configuration successfully

Step 16: Created Jenkins User Account

e Opened: Manage Jenkins 2 Jenkins’ own user database > Create User
e Configured:

o Username: kevinsamuel

o Configured password successfully
e Configured:

o Full name: Kevin Judefo

o Configured email address successfully

e Clicked: Create User



e Verified Jenkins user created successfully

Step 17: Verified Jenkins User Database

e Opened: Jenkins’ own user database
e Verified configured users:

o kevinsamuel

o phoenixsamuel

e Confirmed Jenkins users created successfully

Step 18: Assigned Jenkins User Roles

e Opened: Manage and Assign Roles > Assign Roles
e Assigned:

o Adminrole

o Viewerrole

o Deployerrole

o Assigned roles to configured Jenkins users successfully

e Saved role assignment configuration

Step 19: Verified Jenkins Role-Based Access Control

e Verified:

e User permissions enforced successfully

e Role-based authorization functioning correctly

e Jenkins access management configured successfully

Step 20: Verified Jenkins Build History
e Opened: Build History of Jenkins

e Verified successful builds:



o secure-deploy
o continuous-deployment-job

o continuous-integration-job

Verified stable pipeline execution history successfully

Step 21: Verified Deployment Execution Logs

Opened: secure-deploy = Build #3

Verified:

o Build execution details

o Build duration

o Pipeline execution logs

o Successful deployment workflow execution

Confirmed deployment execution completed successfully

Step 22: Terminated Jenkins EC2 Server Instance

Opened: AWS EC2 Console » Instances

Selected instance: jenkins_server

Selected: Instance State » Terminate Instance
Verified instance termination initiated successfully

Confirmed Jenkins EC2 server terminated successfully

Summary

Jenkins credentials management configured successfully

Secure Jenkins credential bindings validated successfully

Secure deployment pipeline configured successfully

Jenkins secret masking functionality validated successfully

Jenkins Role-Based Authorization Strategy plugin installed successfully



e Jenkins RBAC security configuration validated successfully
e Jenkins user management and role assignment configured successfully
e Jenkins build history and deployment workflows verified successfully

e Jenkins cloud-native security and DevOps administration workflow validated
successfully

Lab objective achieved:

Implemented Jenkins credentials management, secure deployment pipeline configuration, Role-
Based Access Control (RBAC), Jenkins security authorization policies, user access management,
secure credential masking, and cloud-native DevOps security workflow orchestration
successfully within Jenkins CI/CD infrastructure.
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Add Credentials
Select a type of credential

E‘[ Usemanne with passeord
' Commanky used far authentication ta services like Git, ARlS, or

reqestries:
AWS Credentials

GitHub App

55H Username with private key

EI © Secret file

E Secret lexl

a. Cettificate
Upioad a FRCSH12 or PEM encoded certificate and private key.




< Add Secret text
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db-password

Descnipuon ?

Database pussword for production MySOL




Add Credentials

Select a type of credential

lisemamme with password
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WS Credentials

GitHub App

55H Username with private key

Secret file

Cettificate
Upioad a FRCSH12 or PEM encoded certificate and private key.




¢ Add Usernamea with password

Stope 7

Glabal Uenking, rades., iterns, all chilkd items, 1)

Uscrname

dbadrmin

Treat usemame as secret 7
Pazsward

S CLALEEYY

db crecentials

Description 7

WMyEOL datshase admin legin




& » -
@ Jenkins  Manags lenking v Credentials  System Global O m @

Glaobal

Credentials thal shoule be available everpatere,

i

ba-aws-cradential | ARALES G IOHERDE

|gin At

wacmess my NS Sceaen

m Ullh ul-access  samuslokosacayeedaa

gpithialy acooss.

B db-passward

Pralabmanc pesaned b prodostion MySOiL

lertials

REST AP Jenkins 2.565.1



coC

db-password 7
Database password for production MySQL
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Update credential

Global Jenkins, nades. itens, all child items, etc)
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Mew ltem

Enter an itern narme
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Pipeline

Build, t=st. and deplay using pipalines. Supports stages, paralel wark, and running on maltiple agents,

Freestyls project
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same name as long as they are in different folders.

Wiuttibranch Pipeling

Craates a setof Pipefine projects according to detected branches inane

Crganization Folder

Creates a set of multibranch project subtalders by scanning lor reposionos.

Duplicate an existing item

Create a naw item by copying the cenfiguration of an existing one
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Configure General Enableg

@3 General Crescnption

(] Triggers secure deploy

= Eipsline

&2 advanced )

Plain text Prewiew
Discard old builds 7
Do nat allow concarrent builds
Do vl allow Whe papeding o resume il the contraller restarls
GitHub project
Permissian to Copry Artifact
Pipeline speed/dursbility override ¢
Preserve slashes from completed budds 2
This project is parameterized 7

Throttle builds ¢

Tnggers

Set up automated actions that start yoor build based an specfic evants, like code changes arschedulad times
Build after other projects are budl,. 7
Build peniodically ¥

GitHub hook trigger fer GITScm polling 7

Bollacd 7

Triggar builds remotely (e.q., from scripes) ?
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e=fine yaur Ji|;e—li".e—-.-.ir:r_| Groowy direr thy o p it frarm source cantral
[Zfinition

PFipeline script b

Sonipt ®

18~ staps i 1!£ sumél: Pioeline.. ~

19 withiredentials([usernamePasswordl

28 credentialald: ‘db-credentials’,
s usarnamaVariable: ‘0B _LSER',

2 passwordWariable: ‘DE PASS’

23~ A

24 sh '

15 =cho “Logging in as: $D8_LSER

6 scho “Pazswerd is: EDE_PASS"

Use Grogwy Sandbox ¥
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Advanced
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E] Status
Changes

Bunbd Mew
Configure
Delets Pipeling
Slages

Rename

@ N @ =B & v %

Bipeling Syntax

Buileds »

secure-deploy

secure deploy

Permalinks
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E] Statis

&f> Changes

1 Console Cutput

[ Edit Build Infarmation
M efess build w1

& Timings

q;u Fipeline Ouverviaw
C Bestart from Stage
o Replay

E Pipeline Steps

B Warksparas

#1

v

Console 1 Download

Started by user Akosa Ssmuzl Onyejelkse

[Pipeline] start of Pipeline

[Pigeline] ncde

Running an Jenx<ins in fvarflib/jenkinsfworkspace/secure-deploy
stags

{ (using Secrst Text)

Pipeline] withCredsntials

Masking supported pattern matches of $DB PASS
[Pigeline] {

[Pipeline] sh

+ echo Cennzcting to database.,,
connecting to database...

+ echo Pessword length: 12 charecters
Pasgword leagth! 12 characters

+ echo Password walue: P

Password value; #=t

[Pipeline] }

ff withCredentisls

1
i

!/ stage
stags

{ (Using Username/Password}

withCredentisls

Masking supsorted pattern matches of $0B PASE
TPigeline] {

[Pipeline] sh

+ echo Loggirg in as: doadmin

Logging im as: dbadmin

+ echo Password is: #=%i

Pasgword izt #FH

[Pigeline] }

[Pipeline] // withCredentials
[Pigeline] }
Pipeline] /) stage

£ node

End of Pipeline

Finished: SUCCESS

g} Copy

a @& ®

Viow as plain toxt

o
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[Pipeline] // withCredentials
[Pipeline] }

[Pipeline] // stage
[Pipeline] stage

[Pipeline] { (Using Username/Password)
[Pipeline] withCredentials
Masking supported pattern matches of $DB_PASS
[Pipeline] {

[Pipeline] sh

+ echo Logging in as: dbadmin
Logging in as: dbadmin

+ echo Password is: #****
Password is: ###*%*

[Pipeline] }

[Pipeline] // withCredentials
[Pipeline] }

[Pipeline] // stage
[Pipeline] }

[Pipeline] // node

[Pipeline] End of Pipeline
Finished: SUCCESS
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fh Updates
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Authentication
Disable "Keep me signed in* 7

Security Realm

Jenkins' own user database

Allow users to signup  ?

Authorization
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Markup Formatter
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Create User

Llzernarme

kevinsamuel

Password

Confirm password

BEEEEEEAREEE

Full name

Kevin lideofo

E-mail address

samuelakossonyejekne Damail com

Craate User
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Users 2
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% fanage Rales
82, hssign Roles
{i} Permission Templates

%k Rals Strategy Macras

Assign Roles

Global roles
7
= |
=3
el
F
User/Eroup S
Hed Anonymous
2 Authenticated Users
[ & Akosa famuel Onyejelwe
W& Hewin Jideots

Add User Add Group

Itarm roles

User/Group
2 Ananymaus

B2 puthenticated Usars

Adel Lzer Acld Group

Agent roles

Usar/Group
A snanymous

22 authenticated Lsers

Akl User fld Group
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Bl stars (¥) #3 (May 9, 2026, 2:38:22 PM)

&f> Changes
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F-] console Cutput Toak 7.1 sar
@& View Build Information @ This run soent:
@ Timings = 14 ms waiting:

* 1.3 3oC build duration;
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Previous Build
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