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Tasks: 
1. Configure AWS Terraform backend infrastructure 

2. Create Amazon S3 Terraform state bucket 

3. Configure DynamoDB Terraform state locking table 

4. Verify Terraform backend configuration 

5. Create Amazon ECR repository 

6. Configure Amazon EKS cluster infrastructure 

7. Verify Amazon Elastic Load Balancer configuration 

8. Launch Jenkins EC2 server instance 

9. Configure Jenkins EC2 networking and security groups 

10. Configure Jenkins inbound security group rules 

11. Install Terraform and AWS CLI using EC2 user data 

12. Connect to Jenkins EC2 server instance 

13. Retrieve Jenkins initial administrator password 

14. Unlock Jenkins administration console 

15. Install Jenkins suggested plugins 

16. Configure Jenkins administrator account 

17. Configure Jenkins instance URL settings 

18. Verify Jenkins installation completion 

19. Install Jenkins AWS and Docker pipeline plugins 

20. Configure Jenkins AWS credentials 

21. Generate GitHub personal access token 

22. Configure Jenkins GitHub authentication credentials 

23. Verify Jenkins global credentials configuration 

24. Fork E-CommerceWebsite GitHub repository 

25. Clone GitHub repository into local development environment 

26. Configure Terraform backend infrastructure code 

27. Initialize Terraform backend configuration 

28. Execute Terraform infrastructure planning 

29. Apply Terraform backend infrastructure deployment 

30. Configure Jenkins CI/CD pipeline job 

31. Configure Jenkins GitHub SCM integration 

32. Configure Jenkins pipeline Jenkinsfile execution 

33. Execute Jenkins E-Commerce CI/CD pipeline 



34. Verify Jenkins failed deployment execution logs 

35. Verify Jenkins successful deployment execution 

36. Configure Jenkins GitHub webhook trigger 

37. Configure GitHub repository webhook integration 

38. Verify GitHub webhook delivery configuration 

39. Update E-Commerce frontend application source code 

40. Push frontend application updates to GitHub repository 

41. Verify automated Jenkins webhook pipeline execution 

42. Verify deployed E-Commerce application interface 

43. Verify deployed application load balancer endpoint 

44. Execute Jenkins Terraform destroy pipeline workflow 

45. Verify Terraform infrastructure destruction workflow 

46. Validate Jenkins CI/CD automation lifecycle 

 

Goal: 

To configure a secure cloud-native Jenkins CI/CD automation environment using Terraform, 

AWS EKS, Amazon ECR, GitHub integration, Jenkins pipeline automation, webhook-triggered 

deployment workflows, Terraform backend infrastructure management, and automated DevOps 

orchestration within an AWS cloud infrastructure environment. 

 

Result: 
• Amazon S3 Terraform backend bucket configured successfully 

• DynamoDB Terraform state locking table configured successfully 

• Amazon ECR repository configured successfully 

• Amazon EKS cluster configured successfully 

• Jenkins EC2 server launched successfully 

• Jenkins security groups configured successfully 

• Terraform and AWS CLI installed successfully 

• Jenkins administrator account configured successfully 

• Jenkins plugins installed successfully 

• Jenkins AWS credentials configured successfully 

• GitHub personal access token configured successfully 

• Jenkins GitHub credentials configured successfully 

• Jenkins CI/CD pipeline configured successfully 

• Terraform backend infrastructure initialized successfully 

• Terraform infrastructure deployment executed successfully 



• Jenkins GitHub SCM integration configured successfully 

• Jenkins webhook trigger configured successfully 

• GitHub webhook delivery configured successfully 

• E-Commerce application deployed successfully 

• Jenkins deployment logs validated successfully 

• Jenkins automated pipeline execution validated successfully 

• Terraform destroy workflow executed successfully 

• Jenkins CI/CD lifecycle automation validated successfully 

 

 



 



 

 

 

 

 



 



 



Action: 

Step 1: Verified Terraform Backend Infrastructure 

• Opened: Amazon S3 Console 

• Verified Terraform backend bucket created successfully 

• Verified DynamoDB Terraform locking table configured successfully 

• Confirmed Terraform remote backend infrastructure operational successfully 

 

Step 2: Created Amazon ECR Repository 

• Opened: Amazon ECR → Private repositories 

• Configured repository successfully 

• Verified ECR repository created successfully 

• Confirmed container repository available successfully 

 

Step 3: Verified Amazon EKS Cluster Configuration 

• Opened: Amazon Elastic Kubernetes Service → Clusters 

• Verified EKS cluster status: Active 

• Confirmed Kubernetes cluster configured successfully 

 

Step 4: Verified Elastic Load Balancer Configuration 

• Opened: EC2 → Load Balancers 

• Verified load balancer configured successfully 

• Confirmed load balancer DNS generated successfully 

 

Step 5: Launched Jenkins EC2 Server Instance 

• Opened: EC2 → Launch Instance 

• Configured instance name: Jenkins-Server 

• Selected Ubuntu Server 24.04 LTS AMI 

• Selected instance type: t2.medium 

• Verified Jenkins EC2 server launched successfully 

 

Step 6: Configured Jenkins EC2 Networking 

• Configured VPC successfully 

• Configured subnet successfully 



• Enabled public IP assignment successfully 

• Confirmed EC2 networking configured successfully 

 

Step 7: Configured Jenkins Security Group 

• Configured security group name: jenkins_SG 

• Configured security group description successfully 

• Verified security group created successfully 

 

Step 8: Configured Jenkins Inbound Security Rules 

• Added SSH rule: 

o Port: 22 

o Source: Anywhere 

• Added HTTP rule: 

o Port: 80 

o Source: Anywhere 

• Added Jenkins TCP rule: 

o Port: 8080 

o Source: Anywhere 

• Confirmed Jenkins inbound security rules configured successfully 

 

Step 9: Configured EC2 User Data Automation 

• Configured Terraform installation commands successfully 

• Configured AWS CLI installation commands successfully 

• Verified EC2 bootstrap automation configured successfully 

 

Step 10: Verified Jenkins EC2 Instance Status 

• Opened: EC2 → Instances 

• Verified Jenkins instance state: Running 

• Confirmed EC2 health checks passed successfully 

 

Step 11: Connected to Jenkins EC2 Server 

• Opened: Connect to Instance 



• Selected: EC2 Instance Connect 

• Connected to Jenkins EC2 instance successfully 

 

Step 12: Retrieved Jenkins Initial Administrator Password 

• Executed Jenkins password retrieval command successfully 

• Verified Jenkins administrator password generated successfully 

 

Step 13: Unlocked Jenkins Administration Console 

• Opened Jenkins browser URL successfully 

• Entered administrator password successfully 

• Verified Jenkins unlock completed successfully 

 

Step 14: Installed Jenkins Suggested Plugins 

• Selected: Install suggested plugins 

• Verified Jenkins plugin installation started successfully 

• Confirmed plugin installation completed successfully 

 

Step 15: Configured Jenkins Administrator Account 

• Configured administrator username successfully 

• Configured administrator password successfully 

• Configured email address successfully 

• Verified Jenkins administrator account created successfully 

 

Step 16: Configured Jenkins Instance URL 

• Configured Jenkins URL successfully 

• Saved Jenkins instance configuration successfully 

• Verified Jenkins installation completed successfully 

 

Step 17: Installed Jenkins AWS and Docker Plugins 

• Opened: Manage Jenkins → Plugins → Available Plugins 

• Installed: 

o AWS Global Configuration 



o Pipeline AWS Steps 

o Docker Pipeline 

o GitHub Integration 

• Confirmed Jenkins plugins installed successfully 

 

Step 18: Verified Jenkins Plugin Download Progress 

• Opened: Plugins Download Progress 

• Verified successful plugin installations 

• Confirmed Jenkins restart completed successfully 

 

Step 19: Configured Jenkins AWS Credentials 

• Opened: Manage Jenkins → AWS 

• Added AWS access credentials successfully 

• Configured: 

o AWS Region: Europe (Paris) 

• Verified Jenkins AWS credentials configured successfully 

 

Step 20: Generated GitHub Personal Access Token 

• Opened: GitHub → Developer Settings → Personal Access Tokens 

• Configured GitHub token scopes successfully 

• Generated GitHub access token successfully 

• Verified GitHub token creation completed successfully 

 

Step 21: Configured Jenkins GitHub Credentials 

• Opened: Jenkins → Credentials → Global 

• Added Username with password credential successfully 

• Configured: 

o Credential ID: github-token 

• Verified Jenkins GitHub credentials configured successfully 



 

Step 22: Verified Jenkins Global Credentials Storage 

• Verified configured credentials: 

o AWS credentials 

o GitHub credentials 

• Confirmed Jenkins credentials stored securely successfully 

 

Step 23: Forked E-CommerceWebsite Repository 

• Opened: GitHub Repository 

• Selected: Create Fork 

• Verified repository fork created successfully 

 

Step 24: Cloned GitHub Repository into Local Environment 

• Executed Git clone command successfully 

• Verified repository cloned into Ubuntu environment successfully 

 

Step 25: Configured Terraform Backend Code 

• Opened Terraform backend configuration files successfully 

• Configured: 

o S3 backend bucket 

o DynamoDB locking table 

• Verified Terraform backend code configured successfully 

 

Step 26: Initialized Terraform Backend Infrastructure 

• Executed: terraform init 

• Verified Terraform initialization completed successfully 

• Confirmed Terraform backend operational successfully 

 



Step 27: Executed Terraform Infrastructure Planning 

• Executed: terraform plan 

• Verified infrastructure changes generated successfully 

• Confirmed Terraform execution plan validated successfully 

 

Step 28: Applied Terraform Infrastructure Deployment 

• Executed: terraform apply --auto-approve 

• Verified AWS resources created successfully 

• Confirmed Terraform infrastructure deployment completed successfully 

 

Step 29: Configured Jenkins CI/CD Pipeline Job 

• Opened: Jenkins Dashboard → New Item 

• Configured: 

o Pipeline name: E-Commerce CICD Pipeline 

• Selected: Pipeline 

• Verified Jenkins pipeline created successfully 

 

Step 30: Configured Jenkins GitHub SCM Integration 

• Configured GitHub repository URL successfully 

• Configured Jenkins GitHub credentials successfully 

• Configured: 

o Branch specification: */master 

• Verified GitHub SCM integration configured successfully 

 

Step 31: Configured Jenkins Jenkinsfile Pipeline Execution 

• Configured: 

o Script Path: Jenkinsfile 



• Enabled lightweight checkout successfully 

• Saved Jenkins pipeline configuration successfully 

 

Step 32: Executed Jenkins E-Commerce Pipeline 

• Opened: Build with Parameters 

• Configured: 

o AWS account 

o AWS region 

• Executed Jenkins CI/CD pipeline successfully 

 

Step 33: Verified Failed Jenkins Pipeline Execution 

• Opened Jenkins Console Output 

• Verified failed Terraform destroy execution logs successfully 

• Confirmed Jenkins failure logs captured successfully 

 

Step 34: Verified Successful Jenkins Pipeline Execution 

• Opened Jenkins pipeline status dashboard 

• Verified successful build execution successfully 

• Confirmed Jenkins deployment workflow executed successfully 

 

Step 35: Verified Elastic Load Balancer Endpoint 

• Opened AWS Load Balancer Console 

• Verified generated DNS endpoint successfully 

• Confirmed deployed application endpoint active successfully 

 

Step 36: Configured Jenkins GitHub Webhook Trigger 

• Opened: Jenkins Pipeline → Configure → Triggers 

• Enabled: 

o GitHub hook trigger for GITScm polling 

• Saved Jenkins trigger configuration successfully 



 

Step 37: Configured GitHub Repository Webhook 

• Opened: GitHub Repository → Settings → Webhooks 

• Configured: 

o Jenkins webhook URL 

o Content type: application/json 

• Verified GitHub webhook configured successfully 

 

Step 38: Verified GitHub Webhook Delivery 

• Opened: GitHub → Recent Deliveries 

• Verified webhook payload delivery successful 

• Confirmed Jenkins webhook integration operational successfully 

 

Step 39: Updated E-Commerce Frontend Application 

• Opened frontend source code successfully 

• Modified frontend application content successfully 

• Verified frontend application updates completed successfully 

 

Step 40: Pushed Frontend Updates to GitHub Repository 

• Executed: 

o git add 

o git commit 

o git push 

• Verified GitHub repository updated successfully 

 

Step 41: Verified Automated Jenkins Webhook Execution 

• Opened Jenkins pipeline dashboard 

• Verified automated webhook-triggered build execution successfully 

• Confirmed Jenkins automation workflow functioning successfully 

 



Step 42: Verified E-Commerce Application Deployment 

• Opened deployed Shoplane application successfully 

• Verified frontend interface rendered successfully 

• Confirmed E-Commerce application deployment validated successfully 

 

Step 43: Verified Application Footer and Product Interface 

• Verified: 

o Clothing product cards 

o Accessories product cards 

o Footer navigation links 

• Confirmed frontend application rendering validated successfully 

 

Step 44: Executed Jenkins Terraform Destroy Workflow 

• Opened Jenkins → Build with Parameters 

• Enabled: 

o DESTROY parameter 

• Executed Terraform destroy workflow successfully 

 

Step 45: Verified Terraform Infrastructure Destruction 

• Opened Jenkins console execution logs 

• Verified Terraform destroy completed successfully 

• Confirmed AWS infrastructure resources removed successfully 

 

Step 46: Validated Jenkins CI/CD Automation Lifecycle 

• Verified: 

o Jenkins automation workflows 

o GitHub webhook automation 

o Terraform infrastructure lifecycle 

o Automated deployment orchestration 

• Confirmed end-to-end DevOps CI/CD lifecycle validated successfully 

 



Summary 
• Terraform backend infrastructure configured successfully 

• Amazon S3 and DynamoDB backend services validated successfully 

• Jenkins EC2 cloud-native environment configured successfully 

• Jenkins AWS and GitHub integrations configured successfully 

• Jenkins pipeline automation configured successfully 

• GitHub webhook automation validated successfully 

• Terraform deployment and destroy workflows validated successfully 

• E-Commerce application deployment validated successfully 

• Jenkins CI/CD cloud automation workflow validated successfully 

• End-to-end DevOps orchestration lifecycle implemented successfully 

 

Lab Objective Achieved: 

Implemented Jenkins CI/CD automation, Terraform backend infrastructure management, AWS 

EKS orchestration, Amazon ECR repository management, Jenkins GitHub integration, webhook-

triggered deployment automation, Terraform infrastructure lifecycle management, secure Jenkins 

credential configuration, automated E-Commerce application deployment, and cloud-native 

DevOps orchestration successfully within AWS cloud infrastructure and Jenkins CI/CD 

environment. 

 

 








































































































































