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Launch Docker EC2 server instance
Configure Ubuntu Server 24.04 EC2 instance
Configure Docker EC2 security groups
Configure inbound security group rules
Configure EC2 advanced instance settings
Configure EC2 user data bootstrap automation
Install Docker Engine on Ubuntu server
Install Docker Compose plugin

Configure Docker user permissions

. Start Docker daemon service

. Verify Docker installation status

. Connect to Docker EC2 server instance

. Verify EC2 public [Pv4 accessibility

. Configure Visual Studio Code remote SSH connection
. Clone WebApp-Quiz-B GitHub repository

. Verify cloned project source files

. Configure Dockerfile container image definition

. Configure Node.js application containerization

. Build Docker application image

. Verify Docker image creation

. Run Docker container instance

. Configure Docker port mapping

. Verify running Docker containers

. Verify Docker container process execution

. Access deployed web application using browser

. Verify Cloudboosta Academy application interface

. Verify application frontend rendering

. Validate Dockerized application deployment workflow




Goal:;

To configure a cloud-native Docker deployment environment using Amazon EC2, Ubuntu
Server, Docker Engine, Docker containerization, Visual Studio Code remote development,
Node.js web application deployment, Docker image management, container orchestration, and
frontend application hosting within AWS cloud infrastructure.

Result:

e Docker EC2 server instance configured successfully

e Ubuntu Server 24.04 instance configured successfully

e Docker security groups configured successfully

e Docker Engine installed successfully

e Docker Compose plugin installed successfully

e Docker daemon configured successfully

e EC2 SSH remote access configured successfully

e Visual Studio Code remote SSH connection configured successfully
e GitHub repository cloned successfully

e Dockerfile configured successfully

e Node.js application containerized successfully

e Docker image built successfully

e Docker container deployed successfully

e Docker port mapping configured successfully

e (Cloudboosta Academy web application deployed successfully

e Docker container processes validated successfully

e Frontend application rendering validated successfully

e Dockerized cloud-native deployment workflow validated successfully
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Which of the following statements is TRUE about EBS

volumes?

A. It is possible to use Autoscaling with EBS, rather than EC2.

B. It is possible to configure an Autoscaling Group to repair degraded EBS volumes,
without the need to terminate the EC2 instances.

C. You are able to attach multiple EBS volumes to an EC2 instance.

D. You are able to attach multiple EC2 instances to an EBS Volume.

Action:

Step 1: Launched Docker EC2 Server Instance

e Opened: EC2 » Launch Instance
e Configured:

o Instance name: docker server
o Ubuntu Server 24.04 LTS AMI
o Instance type: t3.medium
o Verified Docker EC2 instance launched successfully

Step 2: Configured EC2 Key Pair Authentication

e Configured EC2 key pair successfully
e Verified secure SSH authentication configured successfully



Step 3: Configured Docker EC2 Networking

e Configured default VPC successfully

e Configured subnet successfully

e Enabled auto-assigned public IP successfully

e Confirmed EC2 networking configured successfully

Step 4: Configured Docker Security Group

e Configured security group name: docker SG
e Configured security group description successfully
e Verified Docker security group created successfully

Step 5: Configured Inbound Security Rules
e Added SSH rule:

o Port: 22
o Source: Anywhere
e Added HTTP application rule:

o Port: 8080
o Source: Anywhere
e Added frontend application rule:

o Port: 3000
o Source: Anywhere
e Confirmed inbound security group rules configured successfully

Step 6: Configured EC2 Storage

e Configured root volume successfully
e Verified EC2 storage configuration completed successfully

Step 7: Configured EC2 Advanced Settings

e Configured detailed monitoring successfully
e (Configured termination protection successfully
e Verified EC2 advanced settings configured successfully



Step 8: Configured EC2 User Data Bootstrap Automation

e Configured Docker Engine installation commands successfully
e Configured Docker Compose plugin installation successfully

e Configured Docker daemon startup commands successfully

e Configured Docker user group permissions successfully

e Verified EC2 bootstrap automation configured successfully

Step 9: Verified Docker EC2 Instance Status

e Opened: EC2 — Instances
e Verified docker server instance state: Running
e Confirmed EC2 health checks passed successfully

Step 10: Verified EC2 Public IPv4 Address

e Verified public IPv4 address generated successfully
e Confirmed Docker EC2 server accessible successfully

Step 11: Connected to Docker EC2 Server
e Opened: EC2» Connect~> SSH Client

e Verified:

o SSH connection command
o Public DNS name
o SSH key authentication
e Confirmed SSH connectivity configured successfully

Step 12: Configured Visual Studio Code Remote SSH Connection

e Opened Visual Studio Code successfully
e Connected to Ubuntu EC2 server using Remote SSH successfully
e Verified remote development environment configured successfully

Step 13: Verified Docker Installation

e Executed:



o docker --version
e Verified Docker Engine installed successfully

e Confirmed Docker service operational successfully

Step 14: Cloned WebApp-Quiz-B Repository

e Executed Git clone command successfully
e Verified WebApp-Quiz-B repository cloned successfully

Step 15: Verified Cloned Application Files

e Verified projectfiles:

app.js

server.js
package.json
Dockerfile
assets directory
o dist directory

o O O O O

e Confirmed application source files available successfully

Step 16: Configured Dockerfile Application Definition
e Opened: Dockerfile

e Configured:

Node.js base image

Working directory

Package installation commands
Application copy instructions
Port exposure configuration
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o Container startup command
e Verified Dockerfile configured successfully

Step 17: Configured Node.js Containerization Workflow

e Configured Node.js application dependencies successfully
e Configured application runtime environment successfully



Verified Node.js application containerization configured successfully

Step 18: Built Docker Application Image

Executed:

o docker build -t myapp .
Verified Docker image build completed successfully

Confirmed Docker image exported successfully

Step 19: Verified Docker Image Creation

Executed:

o docker images
Verified Docker image:

o myapp:latest
Confirmed Docker image repository created successfully

Step 20: Executed Docker Container Deployment

Executed Docker run command successfully
Configured:

o Port mapping: 3000:3000
o Container name: myapp-container
Verified Docker container deployed successfully

Step 21: Verified Running Docker Containers

Executed:

o docker ps
Verified running container status successfully

Confirmed Docker container uptime validated successfully



Step 22: Verified Docker Container Process Execution
e Verified:

o Container ID
o Docker image name
o Port mappings
o Running container process
e Confirmed Docker process execution functioning successfully

Step 23: Accessed Deployed Web Application

e Opened browser using EC2 public IP and port 3000 successfully
e Verified frontend application accessible successfully

Step 24: Verified Cloudboosta Academy Application Interface
e Verified:

o Cloudboosta Academy branding
o AWS Certification Training interface
o Quiz application interface
o Question rendering functionality
e Confirmed application frontend interface rendered successfully

Step 25: Verified Frontend Application Rendering
e \Verified:
o Question navigation buttons
o Quiz answer options
o Application styling
o Responsive frontend rendering
e Confirmed frontend application rendering validated successfully

Step 26: Verified Dockerized Application Deployment Workflow
e Verified:

o Docker image build workflow
o Docker container deployment workflow



o Node.js application hosting
o Browser accessibility
Confirmed Dockerized deployment workflow functioning successfully

Summary

Docker EC2 cloud infrastructure configured successfully

Docker Engine and Docker Compose installed successfully

Visual Studio Code remote SSH environment configured successfully
GitHub application repository cloned successfully

Dockerfile containerization workflow configured successfully

Docker image creation validated successfully

Docker container deployment validated successfully

Cloudboosta Academy web application deployed successfully

Frontend application accessibility validated successfully

Dockerized cloud-native deployment workflow implemented successfully

Lab Objective Achieved:

Implemented Docker cloud-native deployment infrastructure, Ubuntu EC2 server provisioning,

Docker Engine installation, Docker Compose configuration, Node.js application

containerization, Visual Studio Code remote development integration, Docker image
management, container deployment orchestration, frontend application hosting, and browser-
accessible cloud-native application deployment successfully within AWS EC2 cloud

infrastructure.
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Launch an instance

Amazon ECZ allows you to create virtuzl machines, or instances, that run om the 8W5S Clood, Quickly get started by following the
simple steps b , Number of instances | |nfo

¥ Summary

1

Name and tags i
Saftware Imags (AMI)

Canaonical, Ubuntu, 24.04, amda.read mare
chickar_sarver Add additional tags armi-053601319550403 210

Name

Virtual server type (Instance type)
t3.medium

¥ Application and OS Images (Amazon Machine Image) s

Firewall {security group)

An AMI contains the operating system, application server, and applications for your instance. if you don't see a suitable

A below, use the search field or choose Browse more AM|s,
- Launch instance

@ Sedrch owr full catolo iding 10005 of spplication ond 05 images =i
z 7 LT_' Praview cade

Quick Start

Amazan mands LAt Wingdows Resl Hat SUSE Linux O\

Linux
Browse more AMis

aws B

Amazon Maching Image (AMI)
Wbuntu Server 24.04 LTS (HWM

ami-0585cf3 15 21015 L=
Wirtuwalization: vrm  ERA enabled

Description
Ubuntu Server 24,04 LTS (HYM) ERS General Purpase {5500 Volume Type, Support available from Cananical
{hittp:y Mewnacubuntocomycloud/services),

Canonical, Ubunty, 2404, amdéd noble image

Architecture AMIID Publizh Date Username | (i)

GABEL. W ami-0596cF3199908321h  2026-04-24 ubuntu Verified provider

hd ll'lstante typ‘E nfo | Got advice

Instance type
2.medium
Cisrrant gen o brus -
USD per Hour @) Al generations
JDSTS USE per Hour
» Compare instance types

¥ par Hol

Additional costs apply for AM|s with pre-installed software

v Key pair (Login}

You can use a key pair to securely connect to your instanee. Ensure thal you have access to the selected key pair before
you launch the instance.

Ky pair namae - required

sparta-key & Create new key pair

¥ Network settings i
VPC - reguired  info

Wp-0E05TITACTITEE3 [default) o 6

172310016




Subnet  info

sithnet-030b6e 1 Thedd Fochb
[ L7 = S

Auto-assign public IP info

Enalle

Infa

Firewall {security groups)

& saourtty growp 153 setof firewall rutes that central the traffic foe your Instar

| © Creats security group Lelect existing security group

Security group name - fegquired
docker_5G

he e can®

1.z, AcZ, (-9, spaces, and G4=R;31%

Infa

Description - reguired

docker security group

Inbound Security Group Rules

¥ Security grevp rule 1 TCR 22, 0.0.6.000)

Infa Protocol  Inte

Type

]

Source type

Amyrwhera

¥ Security group rule 2 (TCR S080, 0000000

infa Protocol  info

Type

Custom TCP

info Source | Info

Source type

Amywhera

¥ Security group rule

T’pe Info Protocol Inta

Custom TCP

Source type  Info Source | Info

Amywhiers

lL Add security group rule 1'

» Advanced network configuration

v Configure storage i

x| B Gif | gp3

Add new valume )
|

A

w Add rules to

agific traffic to reach vour instance

t ba pdited after the secunty group Is craased, Max length (s 255

Port range  Info

linfe

Description - optional

2g. 55H for admin decktop

Port ange  afo

2080

Description = optional

Infa

eg. S5H for odmin desktog

Port range  info

2000

Description - optional

eg. S5H foradmin deskion

Advanced

Root volume, 2000 1OPS, Mot encryptad

The selected AM| contalns instance store volumes, however the Instance does not allow any Instance store volumes. None

of the instance store volumes from the Al will be accessible from the instance
@) Click refresh to view backup information

The tags that yioll ass

Lifecycle Manager policies.

File systems

i determing whether the instance will he backed ugr by any Data




%3 Flles - new

F5x

¥ Advanced details .«
Damaln joln direckory  info

Select (3 Croate new directary 1

|AM instance profile | Info

Seloct } Create new 1AM profile
Hostmame type Info
IP name

DS Hostname

| Enable rasource-based IPvd (A record] DS requests

Instance auto-recovery  Info

Selact

Shutdown behavior  Info

Stop

Stop = Hibernate behavior  nfo

Select

Termination protection s

Selact

Stap pratectlen  Info

Selact

Detailed CloudWatch manitoring | info

Select

Credit specification  Info
Unfimited
fdditional ch 25 apply

Placement group  Info

Seloct G Create new placemant group |3

EBES-optimized instance | info

Emalale

Instance bandwidth configuration | info

Sedect

Purchasing option = Info

© MNone

Interruptible Capacity Reservations
La nstances fol youw internipees city Fasapvatinns

Spot instances
:?.'-:'!l EST Spat Instancas ar tha '\.r.". prica, cappen at tha O -Demand price

Capacity reservation  Info

Select

Tenancy Iifo

Select

RAM disk 1D

Select




Kernel ID infa

Selact

Nitro Enclave | info

Select

License configurations mfa

Sefect

CPU aptions - update

= [or yaur in L i | siice anid save Gn

© Use default CPU options

Specify CFU options

Default active vCPUs Total vCPUs
F F

Nested virtualization  infa

Metadata acoessible  nfo
Enabled

Metadata |FvE endpoint = Info

Metacdata verslon  Info

V2 only ftoken required)

A For V2 requests, you must inclede a session token in all instance
metadata requests. Applications or agents that use V7 for Instance
metadata access will break:

Metadata response hop limit  |nfo

F

Allow tags in metadata  info

Selact

User data - optional | nfe

Ipla a fite with your user data or enter itint

l: 4 Choose fila \I

8 >
B UpUdie Pausdaye IUEL Ui SELER dUUIEY L {EpRUSsILUr Y
apt-get update

# Inztall Docker Engine, CLI, Containerd, and the Docker Compose plugin
apt-get install -y docker-ce docker-ce-di containerd.io docker-compose-
plugin

# Add the 'ubunty’ user to the dodker group so you can run docker
commands without sado

usermod -a& docker ubuntu

# Enable the Docker service to start on baot
systemctl enable docker

i Start the Docker service
systemctl start docker

User data has already been baset4 encoded

E Cloudshedl Feadback E’ Cangate Mabile App 102026, frason Wet Services, Ine o il alfilis Privady Term Caokie praferences




Instances (1/1) «

Saved filter sets

Dashboard Choose filt Ir - : o 1]

AWS Global View |2

Name £ v | Instance ID Instance state v | Instance type ¥ Status check | Availability Zone

Events

doc 1 (& 3 dium eu-central-1a



i-02e1438ae0a39b308 (docker_server)

Instance ID Public IPv4 address
[ i-02e1438ae0a39b308 [0 18.196.192.170 | open address |2

IPv6 address Instance state
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EC2 Instance Connect i EC2 serial console

Instance 1D
[nl

it the AMI o

E| Cloudshell
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UBUNTU [SSH: EC2-18-196-192-170.EU-CENTRAL-1...

JS appjs

html

pnpm-
IS serverj

bash_history
bash_|

» .bashrc

OUTLINE
» TIMELINE
€ SSH: ec2-18-196-192-170.0u-central-1.com...

question: "Which of the following statements is TRUE about EBS volumes?",
choices:
“A. Tt is possible to use Autoscaling with EBS, rather than EC2.",
"B. It is possible to configure an Autoscaling Group to repair degraded EB!
“C. You are able to attach multiple EBS volumes te an EC2 instance.",
"D. You are able to attach multiple EC2 instances to an EBS Volume."

correctAnswer: 2
AL PORTS @ bash - ubuntu

To run a command as administrator (user “"root"), use "sudo <command>".
See "man sudo_root" for details.

:~% docker --version
build 79eb84c

git clone https://github.com/akinwunmi-akinrimisi/webApp-Quizz-B.git
Cloning into "webApp-Quizz-B'...

remote: Enumerating objects: 37, done.

remote: Counting obje : 1ee% (37/37), done.

remote: Compressing objects: 188% (24/24), done.

remote: Total 37 (delta 8), reused 34 (delta 7), pack-reused @ (from @)
Receiving cbjects: 1@8% (37/37), 18.29 KiB | 3.66 MiB/s, done.
Resolving deltas: /8), done.

1 1-



{} package.json

pnpm-lockyaml

profile

= wget-hsts

* OUTLINE
TIMELINE
3 SSH: ec2-18-196-192-170.eu-central-1.com...

node:14

dist/
server.js ./

TERMINAL

vash - ubuntu




TE

$ cd ~/webApp-Quiz

docker build -t myapp .

OUTLINE
TIMELINE
3¢ SSH: ec2-18-196-192-170 eu-central-1.com.




EXPLL

UBUNTU [S5H: EC2-18-196-192...

OUTLINE
> TIMELINE
3¢ S5H: ec2-18-196-192-170.eu-central-1.com...

ubuntu@ i~/webApp-Quizz-B$ docker images

IMAGE 1D DISK USAGE CONTENT SIZE EXTRA
1872e992b2ac 1.36GB 352MB
- B$ docker run -p 3888:3888 -d myapp
b13b92d| 's4ea‘Flla868'?94?3eqdalaZSQEee?’lladqcec‘d"4adﬁ:6?’d1*b360&5
ubunt p-172- :bApp-Quizz-B$ docker ps
CONTAINER ID  IMAGE COh‘lI‘-'W'JD CREATED STATUS PORTS
NAMES

bl3be2dc7f24 myapp "docker-entrypoint.s..” 38 seconds ago Up 37 seconds ©.0.2.0:3008->3@
@e.ftn.p [::]:3@8@->3088/tcp nice fermat
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Which of the following statements is TRUE about EBS
volumes?

A Itis possibie to use Autoscaling with EBS, rather than EC2,

B. It is possible to confi an Autoscaling Group to repair degraded EBS volumes,
without the need to terminate the EC2 instar

C. You are able to atlach multiple EBS volumes to an EC2 instance.

D You are able to attach multiple EC2 instances to an EBS Violume.




/\ Notsecure 18.196.192.170:3000

o Cloudboosta Academy —_
c AWS Certification Training piestion § ot

Which of the following statements is TRUE about EBS

volumes?

A. It is possible to use Autoscaling with EBS, rather than EC2.

B. It is possible to configure an Autoscaling Group to repair degraded EBS volumes,
without the need to terminate the EC2 instances.

C. You are able to attach multiple EBS volumes to an EC2 instance.

D. You are able to attach multiple EC2 instances to an EBS Volume.




TERN

p$ docker ps
COMMAND CREATED STATUS PORTS
NAMES
"docker-entrypoint.s.." 26 minutes ago Up 26 minutes ©.8.9.8:3808->38
eee/tcp myapp-container
127: /tmp$ docker stop bob72828fd18

p$ docker ps
CONTAINER ID TMAGE COMMAND CREATED STATUS PORTS NAMES

gitignare

{} package]

pnpm-loc

S .profile

OUTLINE
TIMELINE
3¢ §8H: er2-18-196-192-170.eu-central-1.com...




