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Tasks: 
1. Launch Docker EC2 server instance 

2. Configure Ubuntu Server 24.04 EC2 instance 

3. Configure Docker EC2 security groups 

4. Configure inbound security group rules 

5. Configure EC2 advanced instance settings 

6. Configure EC2 user data bootstrap automation 

7. Install Docker Engine on Ubuntu server 

8. Install Docker Compose plugin 

9. Configure Docker user permissions 

10. Start Docker daemon service 

11. Verify Docker installation status 

12. Connect to Docker EC2 server instance 

13. Verify EC2 public IPv4 accessibility 

14. Configure Visual Studio Code remote SSH connection 

15. Clone WebApp-Quiz-B GitHub repository 

16. Verify cloned project source files 

17. Configure Dockerfile container image definition 

18. Configure Node.js application containerization 

19. Build Docker application image 

20. Verify Docker image creation 

21. Run Docker container instance 

22. Configure Docker port mapping 

23. Verify running Docker containers 

24. Verify Docker container process execution 

25. Access deployed web application using browser 

26. Verify Cloudboosta Academy application interface 

27. Verify application frontend rendering 

28. Validate Dockerized application deployment workflow 

 



Goal: 

To configure a cloud-native Docker deployment environment using Amazon EC2, Ubuntu 

Server, Docker Engine, Docker containerization, Visual Studio Code remote development, 

Node.js web application deployment, Docker image management, container orchestration, and 

frontend application hosting within AWS cloud infrastructure. 

 

Result: 
• Docker EC2 server instance configured successfully 

• Ubuntu Server 24.04 instance configured successfully 

• Docker security groups configured successfully 

• Docker Engine installed successfully 

• Docker Compose plugin installed successfully 

• Docker daemon configured successfully 

• EC2 SSH remote access configured successfully 

• Visual Studio Code remote SSH connection configured successfully 

• GitHub repository cloned successfully 

• Dockerfile configured successfully 

• Node.js application containerized successfully 

• Docker image built successfully 

• Docker container deployed successfully 

• Docker port mapping configured successfully 

• Cloudboosta Academy web application deployed successfully 

• Docker container processes validated successfully 

• Frontend application rendering validated successfully 

• Dockerized cloud-native deployment workflow validated successfully 

 



 

 

Action: 

Step 1: Launched Docker EC2 Server Instance 

• Opened: EC2 → Launch Instance 

• Configured: 

o Instance name: docker_server 

o Ubuntu Server 24.04 LTS AMI 

o Instance type: t3.medium 

• Verified Docker EC2 instance launched successfully 

 

Step 2: Configured EC2 Key Pair Authentication 

• Configured EC2 key pair successfully 

• Verified secure SSH authentication configured successfully 



 

Step 3: Configured Docker EC2 Networking 

• Configured default VPC successfully 

• Configured subnet successfully 

• Enabled auto-assigned public IP successfully 

• Confirmed EC2 networking configured successfully 

 

Step 4: Configured Docker Security Group 

• Configured security group name: docker_SG 

• Configured security group description successfully 

• Verified Docker security group created successfully 

 

Step 5: Configured Inbound Security Rules 

• Added SSH rule: 

o Port: 22 

o Source: Anywhere 

• Added HTTP application rule: 

o Port: 8080 

o Source: Anywhere 

• Added frontend application rule: 

o Port: 3000 

o Source: Anywhere 

• Confirmed inbound security group rules configured successfully 

 

Step 6: Configured EC2 Storage 

• Configured root volume successfully 

• Verified EC2 storage configuration completed successfully 

 

Step 7: Configured EC2 Advanced Settings 

• Configured detailed monitoring successfully 

• Configured termination protection successfully 

• Verified EC2 advanced settings configured successfully 



 

Step 8: Configured EC2 User Data Bootstrap Automation 

• Configured Docker Engine installation commands successfully 

• Configured Docker Compose plugin installation successfully 

• Configured Docker daemon startup commands successfully 

• Configured Docker user group permissions successfully 

• Verified EC2 bootstrap automation configured successfully 

 

Step 9: Verified Docker EC2 Instance Status 

• Opened: EC2 → Instances 

• Verified docker_server instance state: Running 

• Confirmed EC2 health checks passed successfully 

 

Step 10: Verified EC2 Public IPv4 Address 

• Verified public IPv4 address generated successfully 

• Confirmed Docker EC2 server accessible successfully 

 

Step 11: Connected to Docker EC2 Server 

• Opened: EC2 → Connect → SSH Client 

• Verified: 

o SSH connection command 

o Public DNS name 

o SSH key authentication 

• Confirmed SSH connectivity configured successfully 

 

Step 12: Configured Visual Studio Code Remote SSH Connection 

• Opened Visual Studio Code successfully 

• Connected to Ubuntu EC2 server using Remote SSH successfully 

• Verified remote development environment configured successfully 

 

Step 13: Verified Docker Installation 

• Executed: 



o docker --version 

• Verified Docker Engine installed successfully 

• Confirmed Docker service operational successfully 

 

Step 14: Cloned WebApp-Quiz-B Repository 

• Executed Git clone command successfully 

• Verified WebApp-Quiz-B repository cloned successfully 

 

Step 15: Verified Cloned Application Files 

• Verified project files: 

o app.js 

o server.js 

o package.json 

o Dockerfile 

o assets directory 

o dist directory 

• Confirmed application source files available successfully 

 

Step 16: Configured Dockerfile Application Definition 

• Opened: Dockerfile 

• Configured: 

o Node.js base image 

o Working directory 

o Package installation commands 

o Application copy instructions 

o Port exposure configuration 

o Container startup command 

• Verified Dockerfile configured successfully 

 

Step 17: Configured Node.js Containerization Workflow 

• Configured Node.js application dependencies successfully 

• Configured application runtime environment successfully 



• Verified Node.js application containerization configured successfully 

 

Step 18: Built Docker Application Image 

• Executed: 

o docker build -t myapp . 

• Verified Docker image build completed successfully 

• Confirmed Docker image exported successfully 

 

Step 19: Verified Docker Image Creation 

• Executed: 

o docker images 

• Verified Docker image: 

o myapp:latest 

• Confirmed Docker image repository created successfully 

 

Step 20: Executed Docker Container Deployment 

• Executed Docker run command successfully 

• Configured: 

o Port mapping: 3000:3000 

o Container name: myapp-container 

• Verified Docker container deployed successfully 

 

Step 21: Verified Running Docker Containers 

• Executed: 

o docker ps 

• Verified running container status successfully 

• Confirmed Docker container uptime validated successfully 

 



Step 22: Verified Docker Container Process Execution 

• Verified: 

o Container ID 

o Docker image name 

o Port mappings 

o Running container process 

• Confirmed Docker process execution functioning successfully 

 

Step 23: Accessed Deployed Web Application 

• Opened browser using EC2 public IP and port 3000 successfully 

• Verified frontend application accessible successfully 

 

Step 24: Verified Cloudboosta Academy Application Interface 

• Verified: 

o Cloudboosta Academy branding 

o AWS Certification Training interface 

o Quiz application interface 

o Question rendering functionality 

• Confirmed application frontend interface rendered successfully 

 

Step 25: Verified Frontend Application Rendering 

• Verified: 

o Question navigation buttons 

o Quiz answer options 

o Application styling 

o Responsive frontend rendering 

• Confirmed frontend application rendering validated successfully 

 

Step 26: Verified Dockerized Application Deployment Workflow 

• Verified: 

o Docker image build workflow 

o Docker container deployment workflow 



o Node.js application hosting 

o Browser accessibility 

• Confirmed Dockerized deployment workflow functioning successfully 

 

Summary 
• Docker EC2 cloud infrastructure configured successfully 

• Docker Engine and Docker Compose installed successfully 

• Visual Studio Code remote SSH environment configured successfully 

• GitHub application repository cloned successfully 

• Dockerfile containerization workflow configured successfully 

• Docker image creation validated successfully 

• Docker container deployment validated successfully 

• Cloudboosta Academy web application deployed successfully 

• Frontend application accessibility validated successfully 

• Dockerized cloud-native deployment workflow implemented successfully 

 

Lab Objective Achieved: 

Implemented Docker cloud-native deployment infrastructure, Ubuntu EC2 server provisioning, 

Docker Engine installation, Docker Compose configuration, Node.js application 

containerization, Visual Studio Code remote development integration, Docker image 

management, container deployment orchestration, frontend application hosting, and browser-

accessible cloud-native application deployment successfully within AWS EC2 cloud 

infrastructure. 

 

 






























