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Tasks:

Create Docker Hub repository
Configure Docker Hub repository visibility
Login to Docker Hub using Docker CLI
Verify Docker Hub authentication
Configure Docker container image tagging
Configure Dockerfile Apache container definition
Build Docker container image
Verify Docker image build process
Verify Docker image repository listing
. Run Apache Docker container instance
. Configure Docker port mapping
. Verify running Docker container status
. Access Apache containerized web server
. Verify Apache Ubuntu default page deployment
. Push Docker image to Docker Hub repository
. Verify Docker image push execution
. Verify Docker Hub repository image upload
. Configure Docker ENTRYPOINT demonstration container
. Build sleepvsepoint Docker image
. Execute Docker sleep container instances
. Verify Docker container execution lifecycle
. Verify Docker exited and running container states
. Validate Docker image management workflow
. Validate Docker Hub cloud repository workflow
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Goal:;

To configure Docker Hub cloud repository management, Docker CLI authentication, Docker
image creation, Apache container deployment, Docker image publishing, Docker container
lifecycle management, ENTRYPOINT container execution workflows, and cloud-native Docker
image orchestration within AWS EC2 and Docker Hub infrastructure.



Result:

e Docker Hub repository configured successfully

e Docker CLI authentication configured successfully

e Docker image tagging configured successfully

e Apache Docker container image configured successfully

e Docker image build process executed successfully

e Docker image repository listing validated successfully

e Apache container deployment configured successfully

e Docker port mapping configured successfully

e Apache Ubuntu default page deployed successfully

e Docker image pushed to Docker Hub successfully

e Docker Hub repository image upload validated successfully

e Docker ENTRYPOINT container workflow configured successfully
e Sleep container image built successfully

e Docker container lifecycle execution validated successfully

e Docker running and exited container states validated successfully
e Docker Hub cloud-native workflow implemented successfully

/\ Notsecure 18.196.192.170

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file {located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:
Jetc/apache2/
|-~ apache2.conf
‘-~ ports.conf
-=- mods-enabled
/== *.load
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Action:

Step 1: Created Docker Hub Repository
e Opened: Docker Hub > Repositories > Create
e Configured:

o Repository name: docker demo
o Repository visibility: Public
e Verified Docker Hub repository created successfully

Step 2: Configured Docker Hub Repository Description

e Configured Docker repository description successfully
e Verified Docker Hub repository metadata configured successfully

Step 3: Logged into Docker Hub Using Docker CLI

e Opened Ubuntu EC2 terminal successfully
e Executed:

o docker login -u samuelakosaonyejekwe
e Entered Docker Hub authentication password successfully

e Verified Docker CLI authentication completed successfully

Step 4: Verified Docker Hub Authentication Status

e Verified Docker login success message successfully
e Confirmed Docker Hub CLI authentication functioning successfully

Step 5: Configured Apache Dockerfile Container Definition
e Opened: Dockerfile
e Configured:

o Ubuntu 18.04 base image
o Apache2 package installation
o Port exposure configuration



o Apache foreground execution command
e Verified Dockerfile container definition configured successfully

Step 6: Built Docker Container Image

e [Executed:

o docker build -t samuelakosaonyejekwe/docker demo:vl1 .
o Verified Docker build process initialized successfully

e Confirmed Docker image exported successfully

Step 7: Verified Docker Image Build Process
e Verified:
o Docker build layers
o Package installation execution

o Docker image unpacking process
e Confirmed Docker image build completed successfully

Step 8: Verified Docker Image Repository Listing

e Executed:

o docker images
e Verified Dockerimages:

o myapp:latest
o samuelakosaonyejekwe/docker demo:vl
e Confirmed Docker image repository listing validated successfully

Step 9: Executed Apache Docker Container Deployment
e Executed Docker container run command successfully

e Configured:

o Apache container image
o Port mapping: 8080:80
o Container name: my-container



e Verified Apache Docker container deployed successfully

Step 10: Verified Running Docker Containers

e [Executed:

o docker ps
e Verified:

Running container ID
Apache container image
Port mappings
o Container uptime
e Confirmed Docker running container status validated successfully
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Step 11: Accessed Apache Containerized Web Server

e Opened browser using EC2 public IP and port 8080 successfully
e Verified Apache Ubuntu default page accessible successfully

Step 12: Verified Apache Ubuntu Default Page Deployment
e Verified:

o Apache2 Ubuntu Default Page
o Apache web server functionality
o Ubuntu Apache configuration overview
e Confirmed Apache web server deployment functioning successfully

Step 13: Pushed Docker Image to Docker Hub Repository

e Executed:

o docker push samuelakosaonyejekwe/docker demo:vl
e Verified Docker image layer upload completed successfully

e Confirmed Docker image push execution completed successfully



Step 14: Verified Docker Hub Repository Upload

e Opened Docker Hub repository successfully
e Verified:

o Repository image tag: vl
o Docker image upload timestamp
o Docker image repository overview
e Confirmed Docker Hub image repository upload validated successfully

Step 15: Configured Docker ENTRYPOINT Demonstration Container
e Opened: Dockerfile

e Configured:

o Alpine Linux base image
o Sleep execution ENTRYPOINT workflow
o Verified Docker ENTRYPOINT container definition configured successfully

Step 16: Built sleepvsepoint Docker Image

e Executed:

o docker build -t sleepvsepoint:latest .
e Verified Docker build process completed successfully

e Confirmed sleepvsepoint Docker image created successfully

Step 17: Verified sleepvsepoint Docker Image Repository

e Executed:

o docker images
e Verified Dockerimage:

o sleepvsepoint:latest
e Confirmed sleepvsepoint image repository validated successfully



Step 18: Executed Docker Sleep Container Instance

e [Executed:

o docker run -d --name example sleepvsepoint:latest
o Verified sleep container started successfully

e Confirmed Docker detached container execution functioning successfully

Step 19: Verified Docker Container Lifecycle Execution

e [Executed:

o docker ps -a
e Verified:

o Running container states
o Exited container states
o Sleep command execution lifecycle
e Confirmed Docker container lifecycle validated successfully

Step 20: Executed Docker Sleep Container with Runtime Argument

e Executed:

o docker run -d --name example2 sleepvsepoint:latest 30
e Verified Docker runtime argument execution successfully

e Confirmed container sleep duration configured successfully

Step 21: Verified Running and Exited Docker Containers

e Executed:

o docker ps -a
e Verified:

o example container exited successfully
o example2 container running successfully
o Apache container running successfully
e Confirmed Docker container execution states validated successfully



Step 22: Verified Docker Container Management Workflow
e \Verified:

o Docker image build workflow
o Docker image tagging workflow
o Docker Hub image publishing workflow
o Docker runtime lifecycle workflow

e Confirmed Docker container management functioning successfully

Step 23: Verified Docker Hub Cloud Repository Workflow
e Verified:

Docker cloud repository accessibility
Docker image version management
Docker Hub image synchronization
o Docker CLI cloud integration
e Confirmed Docker Hub cloud-native workflow validated successfully

o O O

Summary

e Docker Hub repository configured successfully

e Docker CLI authentication validated successfully

e Apache Docker container deployment configured successfully

e Docker image build and tagging workflow validated successfully

e Docker image push execution validated successfully

e Docker Hub image repository upload validated successfully

e Docker ENTRYPOINT workflow validated successfully

e Docker container lifecycle management validated successfully

e Apache web server container deployment validated successfully

e Docker Hub cloud-native image orchestration implemented successfully

Lab Objective Achieved:

Implemented Docker Hub repository management, Docker CLI authentication, Apache Docker
container deployment, Docker image creation and publishing, Docker image tagging workflows,
Docker Hub cloud synchronization, Docker ENTRYPOINT lifecycle management, Docker
runtime execution workflows, Apache containerized web server hosting, and cloud-native



Docker container orchestration successfully within AWS EC2 and Docker Hub cloud
infrastructure.
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< UBUNTU [S5H: EC2-18-196-192-170.EU-CENTRAL-1...
WS
TERMINAL

:~$ cd webApp-Quizz-B
« fwel ) z-B% docker login -u samuelakosaonyejekwe

p-1

» A Personal Access Token (PAT) can be used instead.
To create a PAT, visit https://app.docker.c

Password:
WARNING! Your credentials are stored unencrypted in '/home/ubuntu/.docker/confi

Configure a credential helper to remove this warning. See
https://docs.docker.com/go/credential-store/

Login Succeeded



ubuntu:18.e4

EL maintainer="my-name"

EL remarks="This is a dockerfile"

apt-get update 8&& apt-get install apache2z -y 88 apt-get clean
E 8ese

Manarha?c+1™ " _NENREGRAIIND™T

% mkdir lab2
$ cd lab2/
bun p ] : 3b2% docker build -t samuelakosaonyejekwe/docker_demo:vl .
[+] Building 27.1s (7/7) FINISHED docker:default

QUTLINE
TIMELINE
3¢ S5H;: ec2-18-196-192-170.eu-central- 1.com...




ER

UBUNTU [S5H: EC2-18-196-192-170.EU-CENTRAL-1... > & Icke

aws 1 ubuntu:18.84

L maintainer=
~ks="This is a dockerfile"

update && apt-get install apache2 -y B& apt-get clean

"oMFNREGROIINN™T

TERM

2% docker images

ID DISK USAGE CONTENT SIZE EXTRA
22141faadcal 1.36GB 352MB
©9a965eed2d4 312MB 89.1ME
b2% docker run -d -p B@EE:88 --name my-container samuelakosaonyejekwe/d

ocker_dem

ac5a724e4fg3edadedsfe2ecdcbeas782b8eadoad5e7cd2f8e5b5a6348cd74d2

ubuntug 1 1- : b2% docker ps

CONTAINER ID MAGE COMMAND

us PORTS NAMES

a65a72484f83 samuelakosaonyejekwe/docker demo:vl "apache2ctl -DFOREGR.."

3 seconds  8880/tcp, @.G.B.@:Baie—>89..f'tcp_, [::]:B888->88/tcp my-container

ntu@i .f1ab2%

> OUTLINE
TIMELINE
3¢ SSH: ec2-18-196-192-170.eu-central-1.com...




A\ Notsecure 18.196.192.170:8080

.(:,f Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

. /etc/apache2/

. [-- apache2.conf

L ‘-~ ports.conf
. |-- mods-enabled

] [-- *.load

HOF R



ubuntu@ip-172-31-21-127:~/1ab2$ docker push samuelakosaonyejekwe/docker_demo:vl
The push refers to repository [docker.io/samuelakosaonyejekwe/docker_demo]
86961d5dbce5: Pushed

7¢457f213c76: Pushed

f9aldaa@43c2: Pushed
vl: digest: sha256:89a965eed2d418f06274743999aa4b1f99908d7b5e32eb95b491e@3c8cac49af3 size: 855

M

s ubuntu@ip-172-31-21-127:~/1ab2$ I
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ile to check the difference between entrypoint &

il g | - lat

4% mkdir lab2-task3
$ cd lab2-task3
E 1% docker build -t sleepvsepoint:latest .
~:default

2-task

Dockerfile -> transfe




ubuntu@ip-172 21-127:~/1ab2-task3$ docker images

ID DISK USAGE CONTENT SIZE

22141faadcal 1.36GB 352MB

@9aS65eed2d4 312MB 89.1MB

64f42ce38f89 13MB 3.87MB

) 2 <3$ docker run -d --name example sleepvsepoint:latest

e519cce799266Fdec3825ad39c5d99488fbcc455cedd4936e4a7685F5cf2ef6e
ubuntu@ip-172-31-21-127:~/1ab2-task3$%$ docker ps -a
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
e519¢cce78926 sleepvsepoint:latest "sleep 18" About a minute ago
Exited (@) About a minute ago example

a65a72484f83 samuelakosaonyejekwe/docker demo:vl "apache2ctl -DFOREGR.." 15 minutes ago

Up 15 minutes 8088/tcp, ©.0.0.0:8080->80/tcp, [::]:8080->80/tcp my-container
boSb72820fd18 myapp "docker-entrypoint.s.." About an hour ago
Exited (137) About an hour ago myapp-containe

I
ubuntu@ip-172-31-21-127:~/1ab2-task3$ docker run -d --name example2 sleepvsepoint:latest 3@
£698c38c2415cf@51fafe596043d7a08d764efh9e5f00b2c72f2edbce3e9648F
ubuntu@ip-172-31-21-127:~/1ab2-task3$% docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STAT
us PORTS NAMES

£698c38c2415 sleepvsepoint:latest "sleep 38" 24 seconds ago Up 2
4 seconds example2
e519cce70926 sleepvsepoint:latest "sleep 10" 2 minutes ago Exit
ed (@) 2 minutes ago




ip-172-31-21-127:~/1ab2-task3$ docker ps -a
CONTAINER ID IMAGE COMMAND CREATED
us PORTS NAMES
f698c38c2415 sleepvsepoint:latest "sleep 30" 24 seconds ago Up 2
4 seconds example2
e519cce70926  sleepvsepoint:latest "sleep 10" 2 minutes ago Exit

ed (B) 2 minutes ago example
a65a72404f83  samuelakosaonyejekwe/docker_demo:vl "apache2ctl -DFOREGR.." 15 minutes ago Up 1
5 minutes 8080/tcp, ©.0.0.0:8880->80/tcp, [::]:8088->80/tcp my-container
bob72828fd18 myapp "docker-entrypoint.s.." 2 hours ago Exit
ed (137) About an hour ago myapp-container

> ubuntu@ip-172-31-21-127:~/1ab2-task3$ D

A




