School: CLOUDBOOSTA

Course: DevOps

Name:

Lab-1_ Docker-2

AKOSA SAMUEL ONYEJEKWE

Week: 5 of 8

Student No: CBALCO168

Issue Date: May 30, 2026

Tasks

[a—y

00N AW

—_
—_ O

[\ T NG T NS T S e e T e T
N = O O 0 3N i & W IN

Goal

Create Swarm Manager EC2 Instance
Configure Swarm Security Group

Create Swarm Worker EC2 Instance
Connect to EC2 Instances using VS Code
Initialize Docker Swarm Cluster

Join Worker Node to Swarm Cluster
Verify Swarm Node Membership

Deploy TaskBoard Application Stack
Verify TaskBoard Service Deployment

. Access TaskBoard Web Application
. Scale TaskBoard Services

. Verify Service Replication

. Inspect Swarm Services

. Review Service Logs

. Force Service Update

. Verify Load Balancing

. Drain Worker Node

. Verify Container Rescheduling

. Remove TaskBoard Stack

. Leave Docker Swarm Cluster

. Terminate AWS Resources

. Validate Docker Swarm Orchestration Workflow

To deploy a Docker Swarm cluster on AWS EC2 infrastructure, configure secure Swarm
networking, deploy a multi-container TaskBoard application, perform service scaling and
orchestration operations, validate Swarm high availability mechanisms, and implement cloud-
native container orchestration using Docker Swarm.

Result

Swarm Manager EC2 instance created successfully
Swarm Worker EC2 instance created successfully




e Swarm security group configured successfully

e Docker installed successfully on all nodes

e Docker Swarm initialized successfully

e  Worker node joined Swarm cluster successfully

e Swarm node membership verified successfully

e TaskBoard application stack deployed successfully

e TaskBoard services created successfully

e TaskBoard web application accessible successfully

e Service scaling operations completed successfully

e Swarm service replication validated successfully

e Service inspection workflow validated successfully

e Service logging workflow validated successfully

¢ Rolling update workflow validated successfully

e Swarm load balancing validated successfully

¢ Node draining operation validated successfully

e Automatic service rescheduling validated successfully
e Stack removal workflow validated successfully

e Swarm cluster cleanup validated successfully

e Docker orchestration workflow implemented successfully

Action

Step 1: Created Swarm Manager EC2 Instance
Opened:

AWS Console » EC2 - Launch Instance

Configured:

e Instance Name: SwarmManager

e Operating System: Ubuntu Server 24.04 LTS
e Instance Type: t3.small

e Key Pair: cba keypair

e Security Group: swarm_sg

Verified:

e EC2 instance launched successfully
e Instance entered Running state successfully



Evidence available in AWS EC2 launch screenshots.

Step 2: Configured Swarm Security Group

Configured inbound rules:

Port | Protocol | Purpose

22 TCP SSH

2377 | TCP Swarm Management

7946 | TCP Node Communication

7946 | UDP Node Communication

4789 | UDP Overlay Network

8080 | TCP TaskBoard Web Application

Verified security group rules created successfully.

Step 3: Created Swarm Worker EC2 Instance
Opened:

AWS Console » EC2 - Launch Instance

Configured:

e Instance Name: SwarmWorker

e Operating System: Ubuntu Server 24.04 LTS
e Instance Type: t3.small

e Key Pair: cba keypair

e Security Group: swarm_sg

Verified:

e Worker instance launched successfully
e Worker instance entered Running state successfully

Step 4: Connected to Swarm Manager using VS Code
Configured:

e Remote SSH Extension



e SSH Client Connection
e Private Key Authentication

Verified:

e Successful remote connection to Swarm Manager
e Terminal access established successfully

Step 5: Verified Docker Installation

Executed:

docker --version

Verified:

Docker version 29.5.2

Confirmed Docker installed successfully on Swarm Manager.

Step 6: Initialized Docker Swarm Cluster
Executed:

MANAGER_IP=172.31.8.196

docker swarm init --advertise-addr $MANAGER_IP
Verified:

e Swarm initialized successfully
e Join token generated successfully

Step 7: Verified Swarm Manager Node

Executed:

docker node 1s

Verified:

e Manager node present
e Leader status assigned
e Node availability active



Step 8: Joined Worker Node to Swarm

Executed on Worker Node:

docker swarm join --token <join-token> \
<manager-ip>:2377

Verified:
This node joined a swarm as a worker.

Confirmed worker successfully joined cluster.

Step 9: Verified Cluster Membership
Executed:

docker node 1s

Verified:

e Swarm Manager Ready
e Swarm Worker Ready
e Leader status active

Confirmed cluster membership functioning successfully.

Step 10: Deployed TaskBoard Application Stack
Created:

taskboard-stack.yml

Executed:

docker stack deploy -c taskboard-stack.yml taskboard

Verified:

e Stack deployed successfully
e Swarm services created successfully



Step 11: Verified TaskBoard Web Application
Opened browser:

http://<public-ip>:8080

Verified:

Cats vs Dogs!

Application accessible successfully through Swarm ingress routing.

Step 12: Verified Stack Services

Executed:
docker stack services taskboard
Verified services:

e taskboard web

e taskboard api

e taskboard postgres
e taskboard redis

Confirmed all services deployed successfully.

Step 13: Scaled TaskBoard API Service

Executed:

docker service scale taskboard_api=4

Verified:

4/4 running

Confirmed service scaling completed successfully.

Step 14: Inspected Swarm Services

Executed:

docker service inspect taskboard_web



Verified:

e Service configuration
e Update strategy
e Rollback policy
e Replica settings

Confirmed service inspection workflow functioning successfully.

Step 15: Reviewed Service Logs
Executed:
docker service logs taskboard_web

and

docker service logs taskboard_api
Verified:

e Application startup logs
e APIservice logs
e Database connectivity messages

Confirmed centralized logging functioning successfully.

Step 16: Executed Rolling Update

Executed:

docker service update --force taskboard web

Verified:

4 out of 4 tasks running

Confirmed rolling update completed successfully.

Step 17: Verified Swarm Load Balancing

Executed multiple requests:
curl http://<public-ip>:8080

Verified:



e Application remained available
e Requests served successfully
e Swarm routing mesh functioning successfully

Step 18: Drained Worker Node

Executed:

docker node update --availability drain ip-172-31-8-81
Verified:

e Worker node drained successfully
e Tasks migrated automatically

Step 19: Verified Automatic Rescheduling
Executed:

docker service ps taskboard_web

and

docker service ps taskboard_api

Verified:

e Running containers reassigned
e Service availability maintained
e Swarm self-healing functioning successfully

Step 20: Removed TaskBoard Stack

Executed:

docker stack rm taskboard

Verified:

e Services removed successfully
e Network removed successfully
e Containers removed successfully



Step 21: Left Docker Swarm Cluster

Executed on Manager:

docker swarm leave --force

Executed on Worker:

docker swarm leave

Verified:

Node left the swarm.

Cluster cleanup completed successfully.

Summary

Docker Swarm cluster configured successfully

Swarm Manager and Worker nodes deployed successfully
Secure Swarm networking configured successfully
TaskBoard application stack deployed successfully
Multi-container orchestration validated successfully
Service scaling workflow validated successfully

Rolling update workflow validated successfully

Load balancing workflow validated successfully
Automatic recovery workflow validated successfully
Node draining and task migration validated successfully
Stack cleanup workflow validated successfully
Cloud-native Docker orchestration implemented successfully

Lab Objective Achieved

Implemented Docker Swarm cluster deployment, EC2-based container orchestration, secure
Swarm networking, multi-node service deployment, TaskBoard application hosting, service
scaling, rolling updates, centralized service management, load balancing, self-healing container
recovery, node draining operations, and cloud-native Docker orchestration successfully within
AWS EC2 and Docker Swarm infrastructure.



& Ask Amazon Q)

ECZ > Instances > Launch aninstance o

(D It seems like vou may be new to launching instances in EC2. Take a walkthrough to learm about EC2, how to launch instances and about best practices

Take a walkthrough Do not show me this message again.

Launch an instance i«
Amazon EC2 allows you ta creste virtual machines, or instancss, that run on the AWS Cloud. Quickly get started by following the
simple stops bolow,

¥ Summary

Mumber of instances | (nfo

il
Name and tags i+
Software Image (AMI) -
Mame :
Canonical, Ubunty, 24.04, amdé._read mare
| HwarmManager Add additional tags armi-OadbBrad 231 5004501
Virtual server type {instance type)
tAhamall
¥ Application and OS5 Images (Amazon Machine Image) i
Firewall (security group)
An AMI contzins the operating system, application server, and applications for your instance. If you don't see a suitabls AM Swarmm_sa
beelow, use the scarch field or choose Browse more AMIs, ¥
| @ Seorch our full cotaisg including 10005 of opplication and Q8 images Cancel

E} Preview code

Recents Quick Start

Amazon Ubuntu Windowes Red Hat SUSE Linux Debian Q
Kl | Brovese more AMis
>
et l‘a Including &F:
a_w_s U'_'I .‘JI-IUJ B Microsoft o RedHat E kS AW, Mark
= SUSE ki the Cor
Amazon Machine Image (aMI1)
Ubuntu Server 24,04 LTS (HYM), 550 Yolume Type
Aami-Erhle 301 Se 007 [GL-hi bl ami-ldedBiatofraa et (Rd-bit (am) w
Wirtualizatma: hivm ENA rnahl e Haatdevier type: ohs

Description

Uburte Server 24.04 LTS [(HVHLEBS General Purpase (550) Volume Type. Support available from Canenical
[htpe fenesubuntu.com folawd fserices).

Cananical, Ubunty, 24,08, amd&4 noble image

Architecture AM|ID Publish Date Username (D
| B4-bit[x.. w armti-DacbBeadan 1 5e0901  2026-04-24 ubsuriu Verified provides

v |I15tan£E type Infr | Get advica

Instance type
t3.small
Fariiy: 13 U 2GR Mamory  Curment generation trie
Lin-Damand Windows hase S0 per Hor D Al generations
On-Damand thant Pro hase T LIS par Koo ¥

Compare Instance types

Additional costs apply for AMIs with pre-installed software

¥ Key pair (login) i

‘You can use 3 key pair te securely connect to your instance. Ensure that you have access to the selected key pair betone you
laiinch the instance.

Key pair name - required
| cha_keypair v (% Create new key pair

¥ Network settings it

Metwork  info
Wp-07eR 14443 208187154

Subnet  Infu

Software Image [AMI)

: Cananical, Uhuntu, 24,04, amds,.read more
| SwarmManager Add additional tags armi-adhiead s se0a

Mame




¥ Application and OS5 Images (Amazon Machine Image} i

A AMI containg the eporating system, application server, and applications for your inslance, IFyau don't see a suitable
Al below, use the search field or choose Browse more AMis.

| € search our full catalag fncluding 10005 of apglication and 05 frages
| Select security grovps ¥ {5 Lompare security group ruies

swarm_sg  sg-D74alab9742037ch5c X
VPL vpc-07 el 4445298101 54

Secyrity groups that you add or remove here will be soded to o remeved from all yous netwark interfaces

¥ Configure storage Advanced

= i Gl L ap3 » | Bootwvolume, 300010PS, Not encrypted

The selected AMI contains instance stere volumes, however the instance does not allew any instance store volumes, None
of the instance store volumes from the A1 will be accessible from the instance

@) Click refresh to view backup infarmation &
The tags that you assign determine whether the instance will be backed up by any Data
Lifecyele Manager policies,

File systems

| () 53 Files - new ) EFS

| O Fsx [ O none

¥ Advanced details i
Damain join directory  info

| Solect L) G Creats new directary 12

1AM instance profile  info
|. select L {4 Create new |AM profile

Hostname type  Info

DMS Hostname  Info

Instance awto-recovery  infa

| Select v

Shutdown behavior  infa

Stop - Hibernate behavior | Info

| Select v

Terminatlon protection  info

| select v

Stop protection | nlo

|. Select v
Detailed CloudWatch monitering  infa

| Zelect v

Credit specification  info
| Unllimized v

Additional charges apply

Placement group  Info

| Select v (% Crezte new placement group (2

ERS-aptimized instance  Info

Wirtual server type (instance type)
t3.small

Firewall (security graup)
SWarm_sg

Cancel  Lounch instance

L L]



| ENa0E

Instance bandwidth configuration  infa
| Zelect

Purchasing eption  1nfo

© Hone

| Interruptible Capacity Reservations
Lavnch inslemces lar your inlerroplible Capacily Reservalions

{1 Lpot instances
Hequest Spot instances at the Spat price, capped &t the On-Demarsd prics

Capacity reservation | |nfo

| Select

Tenancy  Infa

| Select

RAM disk ID  info
| select

Kermel [D'  Info

| Select

Mitre Enclave info

| select

CPU options - updote  nfo

r'nrf:; ure CPLs for woar instanee to optimize nprﬁ‘::rnanra and save on I'r_e1=|ng oSS,
@ Use default CPU options
(1 specify CPU aptions

Default active wCPLUs Total vEPLUs
2 2

Mested virmalization  info

Mesled Wirtualizathan is nol sogoor led witls Lhe selacied insizmie Lypa.

Metadata accessible | info

| Enatled

Metadata IPvE endpoint  info

Matadata version  Info

| w2 only (ztoken required)

4 For %2 requests, you must include 3 session token in all instance
metadata requests. Applications or agents that use VT for instance
metadata access will break.

Metadata response hop limit  info
| 2

Allow tags in metadata  info

| select

User data - optional  info

Updnad 2 fils with woar aser data aranter it in the field.

e
apt-get install -y ca-certificates curl

install -m 0755 -d fetcfaptikeyrings

curl -fasL httpa:f fdownload docker.com fMinus fubuintifopg | gpg --
dearmar -o Jetc/apt/keyrings/dacker.gpg

chmed a0 fetefaptfkeyringsddecker.gpa

echa *deb [arch=3(dpkg —print-architecture) signed-
by=/etc/apt/keyrings/docker.gpgl

hitps:/ fdoventoacl docker.comlinux fubuntu 30 fetefos-release &8 cchi
EWVERSION CODEMAME") stable” | tee fetc/apt/sources.list.d fdockerlist »
Sdev/null

apt-get update

apt-get install -y docker-ce docker-ce-cli containerd.io

usermed -a0 docker ubuntu

syatemctl enable dackes

_systemctl start docker

L
&

[ User data hias already been baseda encoded






e EC2 > Instances

A
EC2 < Instances (3) info
Saved filter sets
Dashboard | Choose filter set w
AWS Global View L2
Events Name &

¥ Instances SwarmManager

ast updated @ Connect ( [Fstanca state ') (Actinns ') (TAlpeh wances =)

less than a minute ago

Q, Find Instance by attribute or tag (cose-sensitive) 1 @3
¥ | InstancelD | Instancestate ¥ | Instancetype ¥ | Status check | Availability Zone
|-041d4d7ba69dbaces @ Running & @ t3.small ) 3/3 checks passec  eu-west-3a



E! & @ @:3 Eurape [Faris)

e ECZ > Security Groups > sg-07420a69742037c5c - swarm_sg [}
a ® &
EC2 ¢ Inbound rules Quthound rules Sharing VPC associations Related resources - new Tags
Crazhboard
MW Global Wiew 1A
£ B - Inbound rules {6} @ Manage tags Edit Inbound rules
weritks
¥ Instances Q Searctr 1 @
Instances I Mame v | SecuritygroupruleiD ¥ | IP version v | Type = | Protocol
Inctance Tyaes i 3 sgr-03e33245120859538 -~ Custom TCP TCP
Launch Templates
- - - ¥ J=]
Spot Requests I sgr-OeSdcfd 1 flcc13 Custom UOP up
Savings Plans ] - agr-023358pbA3EA 4R — Custom TCE TCE
Reseryod Instances [ - sor-(9Gaafel Fadieff1 IPud S5H TP
Dedicated Hosts
i [ sgr-Oed53ds3faZecaie Pt Custom TCP TP
Capacity Reservations
Capacity Manager New | - sgr-0a1 The23casf12711 - Custom LIDP upr
e ——
¥ Images 1 L
AMis v
APl Catalog

¥ Elastic Block Store
olumes
Snapshots
Lifecycle Manager

v Network & Security
Security Groups
Elastic IP=s
Placement Graups
Key Pairs
Metwork Interfaces

¥ Load Balancing
Load Balancers
Targot Groups
Trust Storss

¥ Auto Scaling
Aule Scaling Groups

Sellings




& Ask Amazon Q)

ECZ » Instances > Launch an instance o

(D It seems like vou may be new to launching instances in EC2. Take a walkthrough to learm about EC2, how to launch instances and about best practices

Take a walkthrough Do not show me this message again.

Launch an instance i«
Amazon EC2 allows you ta creste virtual machines, or instancss, that run on the AWS Cloud. Quickly get started by following the
simple stops bolow,

¥ Summary

Mumber of instances | (nfo

il
Name and tags i+
Software Image (AMI) -
Mame :
Canonical, Ubunty, 24.04, amdé._read mare
| HwarmWorker Add additional tags ami-OadbBrad 831 5e0901
Virtual server type {instance type)
taamall
¥ Application and OS5 Images (Amazon Machine Image) i
Firewall (security group)
An AMI contzins the operating system, application server, and applications for your instance. If you don't see a suitabls AM Swarmm_sa
beelow, use the scarch field or choose Browse more AMIs, ¥
| @ Seorch our full cotaisg including 10005 of opplication and Q8 images Cancel

E} Preview code

Recents Quick Start

Amazon Ubuntu Windowes Red Hat SUSE Linux Debian Q
Kl | Brovese more AMis
>
et l‘a Including &F:
a_w_s U'_'I .‘JI-IUJ B Microsoft o RedHat E kS AW, Mark
= SUSE ki the Cor
Amazon Machine Image (aMI1)
Ubuntu Server 24,04 LTS (HYM), 550 Yolume Type
Aami-Erhle 301 Se 007 [GL-hi bl ami-ldedBiatofraa et (Rd-bit (am) w
Wirtualizatma: hivm ENA rnahl e Haatdevier type: ohs

Description

Uburte Server 24.04 LTS [(HVHLEBS General Purpase (550) Volume Type. Support available from Canenical
[htpe fenesubuntu.com folawd fserices).

Cananical, Ubunty, 24,08, amd&4 noble image

Architecture AM|ID Publish Date Username (D
| B4-bit[x.. w armti-DacbBeadan 1 5e0901  2026-04-24 ubsuriu Verified provides

v |I15tan£E type Infr | Get advica

Instance type
t3.small
Fariiy: 13 U 2GR Mamory  Curment generation trie
Lin-Damand Windows hase S0 per Hor D Al generations
On-Damand thant Pro hase T LIS par Koo ¥

Compare Instance types

Additional costs apply for AMIs with pre-installed software

¥ Key pair (login) i

‘You can use 3 key pair te securely connect to your instance. Ensure that you have access to the selected key pair betone you
laiinch the instance.

Key pair name - required
| cha_keypair v (% Create new key pair

¥ Network settings it

Metwork  info
Wp-07eR 14443 208187154

Subnet  info

Mo preference |Default subnet in any availabilicy zone)

Auto-assign public P | infe



Enalsle

Firewall (security groups]  Info
A security group is @ sel ol frewal] rales Wik control e ietlic Dor pour instarce, Add rofes Lo sllow specilic ballie to reech paur rislesice

| () Create security group | [ O select existing security group J

Common securlty graups | info

Sglect securlty grogps ¥ | (3 Compare security group rules

swarm_sg  sg-D74alab9742037ch5c X
VPL vpc-07 el 4445298101 54

Secyrity groups that you add or remove here will be soded to o remeved from all yous netwark interfaces

¥ Configure storage i Advanced

= i GIE gp3 » | Bootwvolume, 300010PS, Not encrypted

The selected AMI contains instance stere volumes, however the instance does not allew any instance store volumes, None of
the instance store volumes from the Akl will be acoessible from the instance

@) Click refresh to view backup infarmation [
The tags that you assign determine whether the instance will be backed up by any Data
Lifecyele Manager policies,

File systems
| () 53 Files - new || © eFs
| O Fsx |[ © Hane }

¥ Advanced details i
Damain join directory  info

| Solect v '; G Create new directany (&

1AM instance profile  info
|. select v (7} Create new 1AM profile

Hostname type  Info

L 3
DMS Hostname  Info
Instance awto-recovery  infa
| Select v |
Shutdown behavior  infa
| stop -
Stop - Hibernate behavior | Info
| Select v
Terminatlon protection  info
| select »
Stop protection | nlo
|. Select v
Detailed CloudWatch monitering  infa
| Zelect v |
Credit specification  info
| Unllimized v
Additional charges apply
Placement group  Info
| Select v ‘: (% Create new placement group [ty

ERS-aptimized instance  Info



| ENa0E

Instance bandwidth configuration  infa
| Zelect

Purchasing eption  1nfo

© Hone

| Interruptible Capacity Reservations
Lavnch inslemces lar your inlerroplible Capacily Reservalions

{1 Lpot instances
Hequest Spot instances at the Spat price, capped &t the On-Demarsd prics

Capacity reservation | |nfo

| Select

Tenancy  Infa

| Select

RAM disk ID  info
| select

Kermel [D'  Info

| Select

Mitre Enclave info

| select

CPU options - updote  nfo

r'nrf:; ure CPLs for woar instanee to optimize nprﬁ‘::rnanra and save on I'r_e1=|ng oSS,
@ Use default CPU options
(1 specify CPU aptions

Default active wCPLUs Total vCPUs
2 2

Mested virmalization  info

Mesled Wirtualizathan is nol sogoor led witls Lhe selacied insizmie Lypa.

Metadata accessible | info

| Enatled

Metadata IPvE endpoint  info

Matadata version  Info

| w2 only (ztoken required)

4 For %2 requests, you must include 3 session token in all instance
metadata requests. Applications or agents that use VT for instance
metadata access will break.

Metadata response hop limit  info
| 2

Allow tags in metadata  info

| select

User data - optional  info

Updnad 2 fils with woar aser data aranter it in the field.

e
apt-get install -y ca-certificates curl

install -m 0755 -d fetcfaptikeyrings

curl -fa5L https:f fdownload docker.com fMinus fubuintiyfopg | gpg --deamar
-a fetc/apt/keyrings/docker.gpg

chmed a0 fetefaptfkeyringsddecker.gpa

echa *deb [arch=3(dpkg —print-architecture) signed-
by=/etc/apt/keyrings/docker.gpgl

hitps:/ fdoventoacl docker.comlinux fubuntu 30 fetefos-release &8 cchi
EWVERSION CODEMAME") stable” | tee fetc/apt/sources.list.d fdockerlist »
Sdev/null

apt-get update

apt-get install -y docker-ce docker-ce-cli containerd.io

usermed -a0 docker ubuntu

syatemctl enable dackes

_systemctl start docker

-
&

[ User data hias already been baseda encoded






L___-_! & @ @:3 Eurape [Faris) *

= ECZ }» Instances > i-O41ddd7baeddbaces p» Connectto instance

Cannect

Connect to an instance using the browser-based client.

Instance 1D WPCID Security groups 1AM role

[m] 8 vpc-07e614443 20818154 B 5g-074a0a69742031c5¢ fswarm_zsg) A
041 dddThabSdbaces [SwarmManager)

ECZ Instance Connect 55M Session Manager 55H client EC2 serial console

Instance 1D
Ig i-041ddd  hasgdbares (SwarmManager)
1. Dpen an 55H client.
2. Locate yvour private key file. The key used to launch this instance is cba_keypairpem

3. Run this command, if necessary, to ensure your kay is not publicly viewable.
I3 chimaod 400 “tha_keypalrpem*

4. Connect to your instance using its Public DRNS:
03 ec2-35-131-168-61.8u-west-3.compute.amazonaws.com
Examijle:

IT] =sh -i "cha_keypairpem"” ubuntuiiec2-35-181-168-61 eu-west-3.c0Mpute.2Mazonaws.com

[ (i) Mote: In most cases, the guessed usemame is correct. However, read your AMI usage instructions to check if the AM| owner has changed the default AMI usemame.

[E) Cloudshell  Feedback

Cancel




= ECZ }» Instances > i-Oe683233088bJsbid > Connectto instance

B & @ ®

Eurape [Faris) *

m g
Connect e
Connect to an instance using the browser-based client.
Instance 1D VPCID Security groups 1AM role
I0 i-0e68a2380880%h 1d (SwammWarker) 0 vpe-07et1444329818154 B 5g-074a0a69742031c5¢ fswarm_zsg) -
EC2 Instance Connect 55M Session Manager S5H client EC2 serial console
Instance 1D
ID -0esRE23R0880%h 1d (SwanmiWarker)
1. Dpen an 55H client.
2. Locate vour private key file. The key used to launch this instance is chba_keypairpem
3., Run this command, if necessary, to ensure your key is not publicly viewable.
8 chmaod 400 “rha_keypalrpem®
4. Cannect to your instance using its Public DRNS:
03 ec2-13-38-102-221.2u-west-3.compute.aMazonaws.com
Examijle:
IT] ssh -i "cha_keypairpem' ubuntu@ec?-13-38-102-22 1 2u-west-3.00M pute.3Mazonaws.com
[ (i) Mote: In maost cases, the guessed usemame is correct. However, read your AMI usage instructions to check if the AM| owner has changed the default AMI usemame. ]
Cancel

2] Cloudshel

Faedhack




= cha_admin

p— )
e EC2 > Instances > i-041d4d7ba69dbace6 G1

EC2 <
Instance summary for i-041d4d7ba69dbace6 (SwarmManager) info

Bashbosid @ ( Connect ) ( Instance state ¥ ) ( Actions ¥ )

iew 12
ARl NE Updated less than a minute ago

Events

Instance ID Public IPv4 address Private IPv4 addresses
¥ Instances [0 i-041d4d7ba6odbaces 10 35.181.168.61 | open address 12 0 172.31.8.196
Instances
Instance Types IPv6 address I(.r:jsi;fnce state Prublic DNS
Launch Templates - S o
ec2-35-181-168-61.eu-west-

Spot:Requests 3.compute.amazonaws.com | open address |
Savings Plans
Resarved instincas Hostname type Private IP DNS name (IPv4 only)

IP name: ip-172-31-8-196.eu-west- I ip-172-31-8-196.eu-west-3.compute.intern

Dedicated Hosts %
3.computeinternal al



EXPLORER

v UBUNTU [SSH: EC2-35-181-168-61.EU-WEST-3.CO...

_bashre
rofile

= .wget-hsts

* OUTLINE
» TIMELINE
< SSH: ec2-35-181 -168-61.eu-west-3.compute...

TERMINAL h - ubt

To run a command as administrator (user “root"), use “sudo <command>".
See "man sudo root" for details.

ubunt 72-31-8 :~% docker --version
Docker version 29.5.2, build 79eb@4c

ubuntug 8 :~$ MANAGER IP=172.31.8.196

ub :~$ docker swarm init --advertise-addr $MANAGER_IP
Swarm initialized: current node (zwusnoshllgBuajsrami58fnz) is now a manager.

To add a worker to this swarm, run the following command:

docker swarm join --token SWMTKN-1-8bBy8yqcesjc4xb®25fqfzan87g5syrnafbyvfajdu
yB4ayqms-1ebsvdmj99x63sn5f8jtajepb 172.31.8.196:2377

To add a manager to this swarm, run ‘docker swarm join-token manager' and follow
the instructions.




E
# UBUNTU [SSH: EC2-35-18...

» _cache

TERMINAL

5:~% docker node 1s
HOSTNAME STATUS AVAILABILITY MANAGER STATUS ENGINE VERSION
qu2f5eqxzq2xwschbe6umdm3js ip-172-31-8-81 Ready Active 29.5.2
lg@uajsrami5ef * ip-172-31-8-196 Ready Active Leader 29.5.2

o

» OUTLINE
» TIMELINE
3¢ SSH: ec2-35-181-168-61 eu-west-3 .co mpute.




ﬁ:ﬁ = - Welcome X

+ UBUNTU [SSH: EC2-13-38-102-221.EU-WEST-3.CO...

Start Walkthroughs

ubunt 1:~% docker swarm join --token SWMTKN-1-ebB8y8yqcesjcaxbe25fqgf
zan87gSsyrnaftbyvfajduy@dayqgms-lebsvdmj99x63sn5f@jtajepb 172.31.8.196:2377
This node joined a swarm as a worker.




EXPLORER

UBUNTU [SSH: EC2-35-18...

> cache
.copilot
local

» ssh

vscode-server

bash_logout

TERMINAL

ubunt :~% docker node 1s
ID HOSTNAME STATUS AVATLABILITY MANAGER STATUS
qu2fSeqxzq2xwscb@éumdm3js ip-172-31-8-81 Ready Active
zwusnoshllgBuajsrami58fnz ¥  ip-172-31-8-196 Ready Active Leader
-$ nano taskboard-stack.yml
:~% docker stack deploy -c taskboard-stack.yml taskboard
alse was not specified, tasks will be created in the background.
In a future release, --detach=false will become the default.
Creating network taskboard frontend
Creating network taskboard_backend
Creating service taskboard_web
Creating service taskboard api
Creating service taskboard_db
Creating service taskboard_redis

Ubunfu

ENGINE VERSICON
29:.5.2
28.5.2




/\ Notsecure 13.38.102.221:8080

Cats vs Dogs!

Processed by container ID
258f22021a0a



D

io4tohk7bfr7
ramz8gqw8ivgo
zj27ntxueez@
jao38tbleBa3

URRENT STATE
wdecBpyrimrc

retgppodkvze
ldfxmvle2azh
p92elutvdcld

ctlt7janzipz

am5nuanbjz3u

running
running
running
running

OUTLINE
TIMELINE

3¢ S5H: ec2-35-181-168-61.eu-west-3 compute..,

TERMINA

NAME MODE

taskboard_api replicated
taskboard_db replicated
taskboard_redis replicated
taskboard_web replicated

REPLICAS
1/1
1/1
2/2

$ docker stack ps taskboard

NAME IMAGE
ERROR PORTS

IMAGE

dockersamples/examplevotingapp_worker:latest

postgres:15-alpine
redis:7-alpine
dockersamples/examplevotingapp_vote:latest

NODE

taskboard_api.1 dockersamples/examplevotingapp worker:latest ip-172-31-8-81
unning & minutes ago
taskboard_api.2 dockersamples/examplevotingapp_worker:latest ip-172-31-8-196
unning 6 minutes ago
taskboard_db.1 postgres:15-alpine
unning 6 minutes ago
taskboard_redis.1 redis:7-alpine
unning 6 minutes ago
taskboard_web.1 dockersamples/examplevotingapp_vote:latest ip-172-31-8-81
unning 6 minutes ago
taskboard_web.2 dockersamples/examplevotingapp_vote:latest ip-172-31-8-196
unning & minutes ago
B-196:~% docker service scale taskboard web=4

aled to 4
: 4 out of 4 tasks

ip-172-31-8-81

ip-172-31-8-196

*:B8e8e->80/tc

DESIRED STATE
Running
Running
Running
Running
Running

Running




O

< UBUNTU [SSH: EC2-35-18...

TER

-$ watch docker service ps taskbcard_web
L :~% docker service scale taskboard api=4
taskboard_api scaled toc 4
overall progre 4 out of 4 tas
1/4: running
2/4: running
3/4: running
4/4: running
: Service taskboard_api converged
ack services taskboard

NAME MODE REPLICAS IMAGE
iodtohk7bfr?  taskboard_api replicated 4/4 dockersamples/examplevotingapp worker:latest
rumz8qwBivgo  taskboard_db replicated 1/1 postgres:15-alpine
zJ27ntxue taskboard_redis replicated 1/1 redis:7-alpine
jaoc38tbl68a3  taskboard_web replicated 4/4 dockersamples/examplevotingapp_vote:latest

PORTS

*:8e80->80/tc




R

UBUNTU [S5H: EC2-35-18... ubt 2 8 -$ docker service inspect taskboard_web --pretty

LavELD .

com.docker.stack. image=dockersamples/examplevotingapp vote

com.docker.stack.namespace=taskboard
Service Mode: Replicated
Replicas: 4
Placement:
UpdateConfig:
ash_logout Parallelism: 1
Delay: i8es
On failure: pause
Monitoring Period: 5s
Max failure ratio: @
Update order: stop-first
RollbackConfig:
Parallelism: 1
On failure: pause

bashrc

Monitoring Period: S5s

Max failure ratio: 8

Rollback order: stop-first
ContainerSpec:

Image: dockersamples/examplevotingapp_vote:latest@sha256:7182d3b952ecB4e3541eel2e7217e328c52aed6Obl35R
f 6a9@7466

Env: API_URL=http://api:3e0ee
Resources:
Networks: owzdyyhxnidhvatfx@o9wddSfo
Endpoint Mode: wvip
Ports:

PublishedPort = Bese

Protocol = tecp

TargetPort = 8@

PublishMode = ingress

OUTLINE
> TIMELINE b ~$ l

3¢ §SH: ec2-35-181-168-61.6u-west-3 compute...




PLC
UBUNTU [SSH: EC2-35-18...

ge (
taslfbﬁar‘d _web.l.ctlt7janzipz@ip-172-31-8- 2€ 2:46:39 +peee] [1] [INFO] Using worker: sync
taskboard_web.l.ctlt7janzipz@ip-172-31-8-81 26 y 12:46; +@eee] [8] [INFO] Booting worker with pid: 8
taskboard_web.1.ctlt7jan p-172-31-8-81 2 ) 146 +2088] [9] [INFO] Booting worker with pid: 9
taskboard web.1.ctlt7janzij 31-8-8 . ; 2:46:39 +eeee] [18] [INFO] Booting worker with pid: 18
taskboard web.1.ctlt7jan i 282 :46: +8088] [11] [INFO] Booting worker with pid: 11
taskboard_web.1l.ctlt7janzipz@ip- 1?2 31-8-81 .8.3 - - [30/May/2026:12:54:22 +000@] "GET /static/stylesheets/s
tyle.css HTTP/1.1" 288 @ "http://13.38.182.221:8 f M 1la/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (
KHTML, like Gecko) Chrome/148.0.8.0 Safari

taskboard_web.2.amSnuanbjz3u@i [2826-85-38 12:46: +eeee] [1] [INFO] Starting gunicorn 23.8.8
taskboard web.2.amSnuanbjz3u@ip-172-31-8-196 | [2026-85-38 12:46: +6eee] [1] [INFO] Listening at: http://8.08.8.0
180 (1)
taskboard_web.2.amSnuanbjz3u@ip-

17 12:46:36 +08e@] [1] [INFO] Using worker: sync
taskboard_web.2.amSnuanbjz3u@ip-17

12:46: +0088] [7] [INFO] Booting worker with pid:

taskboard_web.2.amSnuanb
taskboard_web.2.

12:46: +8828] [9] [INFO] Booting worker with pid:

12:46: +ooeo] [1e] [INFO] Booting worker with pid: 1@

taskboard_web.2.amSnuanbjz3u@ip-172-31-8-196 | 18.8.8. - [38/May/2826:12:54:22 +08808] “"GET / HTTP/1.1" 288 1285
"-" "Mozilla/5.8 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.8.8.8 Safari/537.36

|
taskboard_we .dm5nuaﬂb]13uw1p -17 | : 12:46: +eeee] [8] [INFO] Booting worker with pid:

taskboard_web.2.amSnuanbjz3u@ip-172-31-8-196 | 18.8.8.3 - - [38/May/2026:12:54:23 +@806] "GET /favicon.ico HTTP/1.
1" 404 207 "http://13.38.102.221:8080/" "Mozilla/5.0 (Windows NT 10.0; Wine ) ApplewWebkit/ 36 (KHTML, like Ge
cko) Chrome/148.8.8.8 Safari/537.36"
taskboard_web.4.7mzgjwr8a3hd@ip-172-31-8-196
taskboard_web.4.7mzgjwr8a3h9@ip-172-31-8-196
:88 (1)
taskboard_web.4.7mzgjwr8a3h9@ip-172-31-8-196 [2e26-85-3@ 12:55:30 +0000] [INFO] Using worker: sync
taskboard web.4.7mzgjwr8a3h9@ip-172-31-8-196 [2826-85-38 12:55: +8e8ee] [7] [INFO] Booting worker with pid:
taskboard_web.4.7mzgjwr8a3h9@ip-172-31-8-196 [2026-85-38 12:55: +8088 ] [INFO] Booting worker with pid:
taskboard_web.4.7mzgjwr8a3h9@ip-172-31-8-196 [2826-85-38 12:55:31 +8888] [INFO] Booting worker with pid:
taskboard we 7mzgjwrB8azh9@ip-172-31-8-196 [2826-85-38 12:55:31 +8@88]

826-85-38 12:55: +8028 ] [INFO] Starting gunicorn 23.8.8
826-85-38 12:55: +@eee] [INFO] Listening at: http://@.8.8.8

[2
[2e

OUTLINE
TIMELINE
3¢ S5H: ec2-35-181-1 68-61.eu-west-3 compute...




EXPLORER

~ UBUNTU [SSH: EC2-35-18...

Q > .cache
b -
» .copilot
09 > .local
=
N > .ssh
~ > .vscode-server
S
. $ .bash_logout
. $ .bashrc
|”~=§2 $ .profile
£ _.wget-hsts
>
Ffﬁ taskboard-stack.yml
O
Ay * OUTLINE
/‘\l};.

> TIMELINE

3 SSH: ec2-35-181-168-61.eu-west-3.compute...

ubuntu@ip-172-31-8-196:~% docker service logs taskboard api --tail 2@
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
taskboard_api.
%% ubuntu@i

L

1
1
1
1
1
1
1
3
1
3
3
3
1
1
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

TERMINAL

wdecOpyrimrc@ip-172-31-8-81

-wdecepyrimrc@ip-172-31-8-81
-.wdecBpyrimrc@ip-172-31-8-81
-wdecBpyrimrc@ip-172-31-8-81
-wdecBpyrimrc@ip-172-31-8-81
-wdecepyrimrc@ip-172-31-8-81
.wdecBpyrimrc@ip-172-31-8-81
-wdecBpyrimrc@ip-172-31-8-81
.suj6l7nggpa3@ip-172-31-8-81
.wdeceépyrimrc@ip-172-31-8-81
.sujél7nggpa3@ip-172-31-8-81
.suj6l7nggpa3@ip-172-31-8-81
-suj6l7nggpa3@ip-172-31-8-81
-wdecepyrimrc@ip-172-31-8-81
.wdeclpyrimrc@ip-172-31-8-81
.suj6l7nggpa3@ip-172-31-8-81
-sujbl7nggpa3@ip-172-31-8-81
.suj6l7nggpa3@ip-172-31-8-81
.sujél7nggpa3@ip-172-31-8-81
.suj6l7nggpa3@ip-172-31-8-81
.suj6él7nggpa3@ip-172-31-8-81
.suj6él7nggpa3@ip-172-31-8-81
.sujél7nggpa3@ip-172-31-8-81
-suj6l7nggpa3@ip-172-31-8-81
.sujbl7nggpa3@ip-172-31-8-81
-suj6l7nggpa3@ip-172-31-8-81
.sujel7nggpa3@ip-172-31-8-81
.suj6l7nggpa3@ip-172-31-8-81
.sujbl7nggpa3@ip-172-31-8-81
-suj6l7nggpa3@ip-172-31-8-81
35
p-172-31-8-196:~$ [}

suj6l7nggpa3@ip-172-31-8-81

Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting
Waiting

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db




@ EXPLORER

~ UBUNTU [SSH: EC2-35-18...
) > .cache

> .copilot
00 > local
ssh

> vscode-server

$ .bash_logout
. $ .bashrc
=1 <] $ .profile
= .wget-hsts
H4 I' taskboard-stack.yml
fé;
s > OUTLINE

So¢

> TIMELINE
>< SSH: ec2-35-181-168-61.eu-west-3.compute... () 0 /\ C

DEBUG CONSOLE ~ TERMINAL  PORTS @@

ubuntu@ip-172-31-8-196:~% docker service update --force taskboard web

taskboard_web
overall progress: 4 out of 4 tasks
1/4: running [
2/4: running [
3/4: running [

[

4/4: running
verify: Service taskboard web converged
ubuntu@ip-172-31-8-196:~% watch docker service ps taskboard web
ubuntu@ip-172-31-8-196:~% I

>]
>]
>]
>]



cache

copilot g TPUT  DEBUG CONSOLE  TERMII

L -1 $ # Make multiple requests
PUBLIC_IP=%(curl -s ifconfig.me)
for i in {1..18}; do
echo " Request $i ===
curl -s --max-time 5 http://$PUBLIC_IP:8e8e | head -10 ..
<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>Cats vs Dogs!</title>
<base href="/index.html">
<meta name = “"viewport"™ content = "width=device-width, initial-scale =
<meta name="keywords™ content="docker-compose, docker, stack">

<meta name="author" content="Tutum dev team">
<link rel='stylesheet' href="/static/stylesheets/style.css

=== Request 10
<|DOCTYPE html:
<html>
<head>
<meta charset="utf-8">
<title>Cats vs Dogsl</title>
<base href="/index.html">
<meta name viewport™ content = "width=device-width, initial-scale = 1.8">»
<meta name="keywords" content="docker-compose, docker, stack">
<meta name="author" content="Tutum dev team">

<link rel="stylesheet' href="/static/stylesheets/style.css" />
> OUTLINE

> TIMELINE ubuntu sl
5% SSH; ec2-35-181-168-61 eu-west-3.compute... )




< UBUNTU [S5H: EC2-35-18...

% docker node update --availability drain ip-172-31-8-81

31-8 % docker service ps taskboard_web

NAME IMAGE NODE DESIRED STATE
URRENT STATE ERROR PORTS
fm7hSw34mzmi taskboard_web.1 dockersamples/examplevotingapp_vote:latest ip-172-31-8-196 Running
unning about a minute ago
vgn2glfbocgz \_ taskboard_web.1 dockersamples/examplevotingapp_vote:latest ip-172-31-8-81 Shutdown
hutdown about a minute ago

ctlt7janz \_ taskboard web. dockersamples/examplevotingapp vote:latest ip-172-31-8-81 Shutdown

hutdown 19 minutes ago

boxBxk3oieji  taskboard_web.2 dockersamples/examplevotingapp_vote:latest ip-172-31-8-196 Running
unning 19 minutes ago

amSnuanbjz3u \_ taskboard_web.2 dockersamples/examplevotingapp_vote:latest ip-172-31-8-196  Shutdown
hutdown 19 minutes ago
wg7hzvtlgak8 taskboard_web.3 dockersamples/examplevotingapp_vote:latest ip-172-31-8-196 Running
unning about a minute ago
pm3buhtpzglc A skboard_web.3 dockersamples/examplevotingapp_vote:latest ip-172-31-8-81 Shutdown
hutdown about a minute ago
mpecy3kytppd \_ taskboard_web. dockersamples/examplevotingapp_vote:latest ip-172-31-8-81 Shutdown
hutdown 18 minutes ago
hkecjytfypgr taskboard_web.4 dockersamples mplevotingapp_vote:latest ip-172-31-8-1¢ Running
unning 19 minutes ago
Imzgjwr8a3hg \_ taskboard_web. dockersamples/examplevotingapp vote:latest ip-172-31-8-196  Shutdown
hutdown 19 minutes ago

. 31-8-196 8 I

» QUTLINE
TIMELINE
3% SSH: ec2-35-181-168-61.eu-west-J.compute...




AL PORTS y @ bash - uk

$ docker service ps taskboard_api

NAME IMAGE NODE DESIRED STATE
CURRENT STATE ERROR PORTS
kwlkh16bx2bpx  taskboard api.1 dockersamples/examplevotingapp worker:latest ip-172-31-8-196 Running
Running 2 minutes ago
wdecBpyrimrec \_ taskboard_api. dockersamples/examplevotingapp worker:latest ip-172-31-8-81 Shutdown

Shutdown 2 minutes ago

wget-hsts retgppofkvzeé  taskboard api.2 dockersamples/examplevotingapp worker:latest ip-172-31-8-196 Running
Running 39 minutes ago
vcj9eyem3pnw  taskboard_api.3 dockersamples/examplevotingapp_worker:latest ip-172-31-8-196 Running
Running 2 minutes ago
suj6l7nggpa3 \_ taskboard_api. dockersamples/examplevotingapp_worker:latest ip-172-31-8-81 Shutdown
Shutdown 2 minutes ago

ack.yml

ut32rkvjle8v  taskboard api.4 dockersamples/examplevotingapp worker:latest ip-172-31-8-196 Running
Running 27 minutes ago

s

* OUTLINE
TIMELINE
54 §SH: ec2-35-181-168-61.eu-west-3.co mpute...




TERMINA ;. h - ubuntu =+

B-196:~% docker stack rm taskboard
Removing service taskboard_api

Removing service taskboard db
logout Removing service taskboard_redis
Removing service taskboard_web
Removing network taskboard_backend
Removing network oard_frontend

tu@ip- 3 96:~% sleep 1@
ubun p-172-3 96:~% docker stack 1s
NAME
ubuntu@ip 196:~% docker service ls
NAME MODE REPLICAS IMAGE PORTS




El EXF
 UBUNTU [SSH: EC2-35-18...

che

TERMINAL PORTS § [ 3sh - ubuntu =

untu@ir 3 - $ docker swarm leave --force
ode left the swarm.

= 'SI

* DUTLINE
# TIMELINE
3¢ 55H: ec2-35-181-168-6.eu-west-3.compute..,




UBUNTU [S5H: EC2-13-38-1...

Start Walkthroughs

.cache
INAL

ubunt 4 docker swarm leave
Node left the

3 LDL |

» OUTLINE
TIMELINE
3¢ SSH: ec2-1 3-38-102-221.eu-west-3.compute...




= = 10

e ECZ > Instances @ Z;T
r Y
EC2 ¢ @ Successfully initiated termination (deletion) of i-0e688238088b9%eb1d X

Daghbigard Instances (1 /‘2) Info kst updated @ Connect ( Instance state ¥ ) ( Actions ¥ ) QM

less than a minute ago

AWS Global View L Saved filter sets
Events | Choose filter set W Q, Find Instance by attribute or tag (case-sensitive) . 1 @8
¥ Instances B  Name @ v | InstancelD | Instancestate v | Instancetype ¥ | Status check | Availability Zone
Instances
[ SwarmWorker i-0e688238088b%eb1d @ shutting-d... @ € t3:small - eu-west-3a
Instance Types



