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Tasks 

1. Create Swarm Manager EC2 Instance 

2. Configure Swarm Security Group 

3. Create Swarm Worker EC2 Instance 

4. Connect to EC2 Instances using VS Code 

5. Initialize Docker Swarm Cluster 

6. Join Worker Node to Swarm Cluster 

7. Verify Swarm Node Membership 

8. Deploy TaskBoard Application Stack 

9. Verify TaskBoard Service Deployment 

10. Access TaskBoard Web Application 

11. Scale TaskBoard Services 

12. Verify Service Replication 

13. Inspect Swarm Services 

14. Review Service Logs 

15. Force Service Update 

16. Verify Load Balancing 

17. Drain Worker Node 

18. Verify Container Rescheduling 

19. Remove TaskBoard Stack 

20. Leave Docker Swarm Cluster 

21. Terminate AWS Resources 

22. Validate Docker Swarm Orchestration Workflow 

Goal 

To deploy a Docker Swarm cluster on AWS EC2 infrastructure, configure secure Swarm 

networking, deploy a multi-container TaskBoard application, perform service scaling and 

orchestration operations, validate Swarm high availability mechanisms, and implement cloud-

native container orchestration using Docker Swarm. 

 

Result 
• Swarm Manager EC2 instance created successfully 

• Swarm Worker EC2 instance created successfully 



• Swarm security group configured successfully 

• Docker installed successfully on all nodes 

• Docker Swarm initialized successfully 

• Worker node joined Swarm cluster successfully 

• Swarm node membership verified successfully 

• TaskBoard application stack deployed successfully 

• TaskBoard services created successfully 

• TaskBoard web application accessible successfully 

• Service scaling operations completed successfully 

• Swarm service replication validated successfully 

• Service inspection workflow validated successfully 

• Service logging workflow validated successfully 

• Rolling update workflow validated successfully 

• Swarm load balancing validated successfully 

• Node draining operation validated successfully 

• Automatic service rescheduling validated successfully 

• Stack removal workflow validated successfully 

• Swarm cluster cleanup validated successfully 

• Docker orchestration workflow implemented successfully 

 

Action 

Step 1: Created Swarm Manager EC2 Instance 

Opened: 

AWS Console → EC2 → Launch Instance 

Configured: 

• Instance Name: SwarmManager 

• Operating System: Ubuntu Server 24.04 LTS 

• Instance Type: t3.small 

• Key Pair: cba_keypair 

• Security Group: swarm_sg 

 

Verified: 

• EC2 instance launched successfully 

• Instance entered Running state successfully 



Evidence available in AWS EC2 launch screenshots. 

 

Step 2: Configured Swarm Security Group 

Configured inbound rules: 

Port Protocol Purpose 

22 TCP SSH 

2377 TCP Swarm Management 

7946 TCP Node Communication 

7946 UDP Node Communication 

4789 UDP Overlay Network 

8080 TCP TaskBoard Web Application 

Verified security group rules created successfully. 

 

Step 3: Created Swarm Worker EC2 Instance 

Opened: 

AWS Console → EC2 → Launch Instance 

Configured: 

• Instance Name: SwarmWorker 

• Operating System: Ubuntu Server 24.04 LTS 

• Instance Type: t3.small 

• Key Pair: cba_keypair 

• Security Group: swarm_sg 

Verified: 

• Worker instance launched successfully 

• Worker instance entered Running state successfully 

 

 

Step 4: Connected to Swarm Manager using VS Code 

Configured: 

• Remote SSH Extension 



• SSH Client Connection 

• Private Key Authentication 

Verified: 

• Successful remote connection to Swarm Manager 

• Terminal access established successfully 

 

Step 5: Verified Docker Installation 

Executed: 

docker --version 

Verified: 

Docker version 29.5.2 

Confirmed Docker installed successfully on Swarm Manager. 

 

Step 6: Initialized Docker Swarm Cluster 

Executed: 

MANAGER_IP=172.31.8.196 
 
docker swarm init --advertise-addr $MANAGER_IP 

Verified: 

• Swarm initialized successfully 

• Join token generated successfully 

 

Step 7: Verified Swarm Manager Node 

Executed: 

docker node ls 

 

Verified: 

• Manager node present 

• Leader status assigned 

• Node availability active 



 

Step 8: Joined Worker Node to Swarm 

Executed on Worker Node: 

docker swarm join --token <join-token> \ 
<manager-ip>:2377 

Verified: 

This node joined a swarm as a worker. 

Confirmed worker successfully joined cluster. 

 

Step 9: Verified Cluster Membership 

Executed: 

docker node ls 

Verified: 

• Swarm Manager Ready 

• Swarm Worker Ready 

• Leader status active 

Confirmed cluster membership functioning successfully. 

 

Step 10: Deployed TaskBoard Application Stack 

Created: 

taskboard-stack.yml 

Executed: 

docker stack deploy -c taskboard-stack.yml taskboard 

Verified: 

• Stack deployed successfully 

• Swarm services created successfully 

 



Step 11: Verified TaskBoard Web Application 

Opened browser: 

http://<public-ip>:8080 

Verified: 

Cats vs Dogs! 

Application accessible successfully through Swarm ingress routing. 

 

Step 12: Verified Stack Services 

Executed: 

docker stack services taskboard 

Verified services: 

• taskboard_web 

• taskboard_api 

• taskboard_postgres 

• taskboard_redis 

Confirmed all services deployed successfully. 

 

Step 13: Scaled TaskBoard API Service 

Executed: 

docker service scale taskboard_api=4 

Verified: 

4/4 running 

Confirmed service scaling completed successfully. 

 

 

Step 14: Inspected Swarm Services 

Executed: 

docker service inspect taskboard_web 



Verified: 

• Service configuration 

• Update strategy 

• Rollback policy 

• Replica settings 

Confirmed service inspection workflow functioning successfully. 

 

Step 15: Reviewed Service Logs 

Executed: 

docker service logs taskboard_web 

and 

docker service logs taskboard_api 

Verified: 

• Application startup logs 

• API service logs 

• Database connectivity messages 

Confirmed centralized logging functioning successfully. 

 

Step 16: Executed Rolling Update 

Executed: 

docker service update --force taskboard_web 

Verified: 

4 out of 4 tasks running 

Confirmed rolling update completed successfully. 

 

Step 17: Verified Swarm Load Balancing 

Executed multiple requests: 

curl http://<public-ip>:8080 

Verified: 



• Application remained available 

• Requests served successfully 

• Swarm routing mesh functioning successfully 

 

Step 18: Drained Worker Node 

Executed: 

docker node update --availability drain ip-172-31-8-81 

Verified: 

• Worker node drained successfully 

• Tasks migrated automatically 

 

Step 19: Verified Automatic Rescheduling 

Executed: 

docker service ps taskboard_web 

and 

docker service ps taskboard_api 

Verified: 

• Running containers reassigned 

• Service availability maintained 

• Swarm self-healing functioning successfully 

 

Step 20: Removed TaskBoard Stack 

Executed: 

docker stack rm taskboard 

 

Verified: 

• Services removed successfully 

• Network removed successfully 

• Containers removed successfully 

 



Step 21: Left Docker Swarm Cluster 

Executed on Manager: 

docker swarm leave --force 

Executed on Worker: 

docker swarm leave 

Verified: 

Node left the swarm. 

Cluster cleanup completed successfully. 

 

Summary 
• Docker Swarm cluster configured successfully 

• Swarm Manager and Worker nodes deployed successfully 

• Secure Swarm networking configured successfully 

• TaskBoard application stack deployed successfully 

• Multi-container orchestration validated successfully 

• Service scaling workflow validated successfully 

• Rolling update workflow validated successfully 

• Load balancing workflow validated successfully 

• Automatic recovery workflow validated successfully 

• Node draining and task migration validated successfully 

• Stack cleanup workflow validated successfully 

• Cloud-native Docker orchestration implemented successfully 

 

Lab Objective Achieved 

Implemented Docker Swarm cluster deployment, EC2-based container orchestration, secure 

Swarm networking, multi-node service deployment, TaskBoard application hosting, service 

scaling, rolling updates, centralized service management, load balancing, self-healing container 

recovery, node draining operations, and cloud-native Docker orchestration successfully within 

AWS EC2 and Docker Swarm infrastructure.  
































































