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Tasks

Validate Docker Swarm Security Baseline
Verify Swarm Status
Review Docker Security Configuration
Check Existing Services and Containers
Install Trivy Vulnerability Scanner
Scan Python Base Image
Compare Security Across Image Variants
Evaluate Vulnerability Severity Levels
Implement Docker Content Trust

. Verify Image Signing Functionality

. Apply Runtime Resource Limits

. Configure CPU Restrictions

. Configure Memory Restrictions

. Apply Runtime Hardening Controls

. Remove Unnecessary Linux Capabilities

. Restrict Privileged Container Access

. Implement Docker Secrets Management

. Create Swarm Secrets

. Consume Secrets Securely

. Verify Swarm Security Features

. Validate Mutual TLS Security

. Verify Certificate Rotation Settings

. Remove Security Test Resources

. Perform Security Checklist Verification

. Clean Up Lab Environment

N kWD -

,_.._.
—_ O

[\ O T O T NS TN NS T NS T S e e e
N K W N —= O 0 0 3N i B W

Goal

To secure a Docker Swarm environment by implementing image vulnerability scanning, supply-
chain protection, runtime hardening, secrets management, and Docker Swarm security controls
in preparation for a production-grade deployment.



Result

e Docker Swarm baseline verified successfully

e Security configuration reviewed successfully

e Trivy vulnerability scanner installed successfully

e Python images scanned successfully

e Vulnerability assessment completed successfully

e Image security comparison completed successfully

e Supply-chain security controls implemented successfully
¢ Runtime hardening controls applied successfully

e Resource limits validated successfully

e Docker Secrets implemented successfully

e Swarm security features validated successfully

e Certificate security verified successfully

e Security checklist completed successfully

e Security baseline established successfully

e Production security controls implemented successfully

Action

Step 1: Validated Docker Swarm Baseline

Executed:

docker --version

docker info | grep Swarm

Verified:

Docker version 29.5.2

Swarm: inactive
Initialized Swarm:
docker swarm init
Verified:

Swarm initialized
and

docker node 1s



Output confirmed:

Leader
Ready
Active

Docker Swarm baseline successfully established.

Step 2: Reviewed Docker Security Configuration
Executed:
docker info | grep -E "Security|Root|Swarm"

Verified:

Swarm: active
Security Options
Docker Root Dir

Confirmed Docker security subsystem is functioning correctly.

Step 3: Checked Existing Services
Executed:

docker service 1s

docker ps

Verified current deployment state before applying security controls.

This established the initial security posture baseline.

Step 4: Installed Trivy Vulnerability Scanner
Executed:

sudo apt-get update

Installed dependencies and repository configuration.

Executed:

sudo apt-get install -y trivy



Verified installation:

trivy --version

Output:

Version: 0.69.1

Trivy installed successfully.

Step 5: Performed Base Image Vulnerability Scan
Executed:

trivy image python:3.9

Verified:

e Vulnerability database downloaded
e Security scan completed

e CVEs detected successfully

e Severity classifications displayed

Confirmed vulnerability assessment capability operational.

Step 6: Investigated Vulnerability Details

Trivy results revealed vulnerabilities associated with:

OpenSSL
Python Packages
Operating System Libraries

Examples observed:

CVE-2025-69421
CVE-2026-28387

CVE-2026-28388

Security findings successfully identified.



Step 7: Compared Python Image Variants
Executed:

trivy image python:3.9 --severity HIGH,CRITICAL
Executed:

trivy image python:3.9-slim --severity HIGH,CRITICAL
Executed:

trivy image python:3.9-alpine --severity HIGH,CRITICAL

Observed:
Image Vulnerability Count
Python 3.9 Highest

Python 3.9 Slim | Lower

Python 3.9 Alpine | Lowest

Confirmed smaller images reduce attack surface and vulnerability exposure.

Step 8: Evaluated Security Findings
Analysis confirmed:

e Full images contain more packages

e More packages create larger attack surfaces

e Alpine-based images provide better security posture

e Vulnerability prioritization should focus on HIGH and CRITICAL findings

Security assessment completed successfully.

Step 9: Implemented Docker Content Trust

Verified Docker Content Trust configuration.
Purpose:

e Prevent image tampering
e Verify publisher authenticity
e Strengthen software supply chain security

Supply-chain protection successfully validated.



Step 10: Applied Runtime Resource Limits
Configured:

e CPU restrictions
e Memory restrictions

Validated protection against:

Denial-of-Service attacks
Resource exhaustion
Runaway containers

Runtime hardening successfully implemented.

Step 11: Applied Capability Restrictions
Validated container hardening controls including:

e Reduced Linux capabilities
e Removal of unnecessary privileges
e Restricted root-level operations

Security posture improved significantly.

Step 12: Implemented Docker Secrets
Created secure secrets storage.
Verified:

e Secrets encrypted
e Secrets not stored in environment variables
e Secrets accessible only by authorized services

Resolved the security issue identified in the case study regarding exposed database credentials.

Step 13: Verified Swarm Security Features
Validated:

e Mutual TLS communication
e Secure node authentication
e Encrypted control-plane communication



e C(Certificate-based trust relationships

Docker Swarm security mechanisms functioning correctly.

Step 14: Verified Certificate Rotation

Reviewed:

Certificate rotation status
Swarm certificate management
Encryption configuration

Confirmed certificate infrastructure operating securely.

Step 15: Completed Security Checklist

Validated all required controls:
* Vulnerability scanning
= Runtime hardening
= Resource limits
= Secrets management
=  Supply-chain protection
= Swarm security controls
= Production readiness verification

Security baseline successfully established.

Step 16: Cleaned Up Security Test Resources

Removed temporary test resources.

Verified:

e No unnecessary containers remained
e No temporary services remained
e Swarm environment returned to stable state

Cleanup completed successfully.



Summary

e Docker Swarm security baseline established successfully.

e Trivy vulnerability scanning implemented successfully.

e Python image security evaluated successfully.

e Vulnerability exposure identified and analyzed successfully.

e Image security comparison completed successfully.

e Docker Content Trust supply-chain protections validated successfully.
e Runtime hardening controls implemented successfully.

e Resource restriction policies validated successfully.

e Secrets management implemented successfully.

e Mutual TLS cluster protection verified successfully.

e Certificate security controls validated successfully.

e Production security checklist completed successfully.

e Secure Docker deployment practices implemented successfully.

Lab Objective Achieved

Successfully implemented Docker container security best practices including vulnerability
scanning with Trivy, image security assessment, supply-chain integrity controls, runtime
hardening, resource management, Docker Secrets protection, mutual TLS verification, certificate
security validation, and production security baseline establishment within a Docker Swarm
environment.



UBUNTU [S5H: EC2-35-18...

iy ) 5:~$ docker --version
Docker versio 5 build 79eb@dc
buntu@i 72-31- :~4 docker info | grep Swarm
inactive
ip-172 -4 docker swarm init
Swarm initialized: current node (tqvg3mofuxjlm38yoc3gesejz) is now a manager.

To add a worker to this swarm, run the following command:

docker swarm join --token SWMTKN-1-68g6yfjedcq5iolzosqepebjiwillmlxjSwlklb8s387giz6be-b657npdjejomux545cvnrhaky 1
72.31.8.196:2377

To add a manager to this swarm, run ‘docker swarm join-token manager' and follow the instructions.
i :~$ docker node 1ls
HOSTNAME STATUS AVATIABTLITY MANAGER STATUS ENGINE VERSION

ip-172-31-8-196 Ready Active Leader 29.5.2

> OUTLINE
» TIMELINE
3€ SSH: 02-35-181-168-61.eu-west-3.compute.




ubuntuf 17 1-8-196:~% sudo apt-get install -y wget apt-transport-https gnupg lsb-release

Reading p e lists... Done

Building dependency tree... Done

Reading state information... Done

wget is already the newest version (1.21.4-lubuntud.1).

apt-transport-https is already the newest version (2.8.3).

gnupg is already the newest version (2.4.4-2ubuntul7.4).

lsb-release is already the newest version (12.8-2).

B upgraded, 8@ newly installed, @ to remove and 29 not upgraded.

W: Target Packages (main/binary-amd64/Packages) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1

and /etc/apt/sources.list.d/trivy.list:2

W: Target Packages (main/binary-all/Packages) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1 an

d fetcf/apt/sources.list.d/tri list:2

W: Target Translations (main/il8n/Translation-en) is configured multiple times in /etc/apt/sources.list.d/trivy.list:
1 and /etc/apt/sources.list ivy.list:2

W: Target DEP-11 (main/depll/Components-amd64.yml) is configured multiple times in /etc/apt/sources.list.d/trivy.list
:1 and /etc/apt/sources.list.d/trivy.list:2

W: Target DEP-11 (main/depll/Components-all.yml) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1
and fetc/apt/sources.list.d/trivy.list:

W: Target CNF (main/cnf/Commands-amdé4) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1 and /fetc
fapt/sources.list.d/trivy.list:2

W: Target CNF (main/cnf/Commands-all) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1 and /etc/a
‘sources.list.d/trivy.list:2

* QUTLINE
TIMELINE
3¢ 55H: ec?-35-181-168-67.cu-west-3.compute. .




R
UBUNTU [SSH: EC2-35-18...

cache

ubuntu - i 6:~% wget -q0 - https://aquasecurity.github.io/trivy-repo/deb/public.key | sudo apt-key add -
Warning: apt-key is deprecated. Manage keyring files in trusted.gpg.d instead (see apt-key(8)).

0K

ub 96:~$ echo deb https://aquasecurity.github.lo/trivy-repo/deb $(lsb_release -sc) main | sudo tee -
a /etc/apt/sources.list.d/trivy.list

deb https://agquasecurity.github.io/trivy-repo/deb noble main

L tu@ip-1 B-196:~$% sudo apt-get update

sudo apt-get install -y trivy

http eu-west-3.ac2.arch .ubuntu.com/ubuntu noble InRelease

il
http eu-west-3.ec2.archive.ubuntu.com/ubuntu noble-updates InRelease
B

, http://eu-west-3.ec2.archive.ubuntu.com/ubuntu noble-backports InRelease

http:/ security.ubuntu.co Jubuntu nob e-security InRelease

http download.docker.com/linux/ubuntu noble InRelease

https://aquasecurity.github.io/trivy-repo/deb noble InRelease [3235 EB]

https://aquasecurity.github.io/trivy-repo/deb noble/main amdé4 Packages [360 B]
Fetched 3595 B in 1s (5252 B/s)
Reading package lists... Done

://aguasecurity.github.io/trivy-repo/deb/dists/noble/InRelease: Key is stored in legacy trusted.gpg keyring (
fetc/apt/trusted.gpg), see the DEPRECATION section in apt-key(8) for details.
W: Target Packages (main/binary-amd64/Packages) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1
and /etc/apt/sources.list.d/trivy.list:2
W: Target Packages (main/binary-all/Packages) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1 an
d /etc/apt/sources.list.d/trivy.list:2
W: Target Translations (main/il8n/Translation-en) is configured multiple times in /etc/apt/sources.list.d/trivy.list:
1 and /etc/apt/sources.list.d/trivy.list:2
W: Target DEP-11 (main/depll/Components-amd64.yml) is configured multiple times in /etc/apt/sources.list.d/trivy.list
:1 and /etc/apt/sources.list.d/trivy.list:2
W: Target DEP-11 (main/depll/Components-all.yml) is configured multiple times in /etc/apt/sources.list.d/trivy.list:1
TIMELINE and /etc/apt/sources.list.d/trivy.list:2

5¢ S5H: ec2-35-181-168-61 eu-west-3.compute... > i

OUTLINE




EXP

< UBUNTU [S5H: EC2-35-18...

.cache
@ bash - ubuntu

via oversized Initialization...

CVE-2825-69421
openssl: OpenSSL: Denial of Service via malformed PKCS#12

file processing

CVE-2826-28387
3.5.5-1~debl3u2 openssl: OpenSSL: Arbitrary code execution due to

use-after-free in DANE TLSA authentication...

CVE-2826-28388
openssl: OpensSL: Denial of Service due to NULL pointer

dereference in delta...
OUTLINE

> TIMELINE
3¢ §5H: ec2-35-181-168-61.eu-west-3.compute...




i | @ bash - ubuntu
9 --severity HIGH,CRITICAL | head -3@
| —+§——|~
usr/local/lib/python3.9/site-packages/setuptools/ vendor/importlib_metadata-8.8- python-pkg | e

.8.dist-info/METADATA . |

usr/local/lib/python3.9/site-packages/setuptools/_vendor/inflect-7.3.1.dist-inf- | python-pkg |

| o/METADATA _ |
1

usr/local/lib/python3.9/site-packages/setuptools/_vendor/jaraco.collections-5.1- | python-pkg

.8.dist-info/METADATA f |

usr/local/lib/python3.9/site-packages/setuptools/_vendor/jaraco.context-5.3.8.d- . python-pkg |

ist-info/METADATA ' |
OUTLINE |
> TIMELINE
3¢ 55H: ec2-35-181-168-61 eu-west-3.compulte.




$ trivy image python:3.9-slim --severity HIGH,CRITICAL | head -38

INFO [vuln] Vulnerability scanning is enabled

INFO [secret] Secret scanning is enabled

INFO [secret] If your scanning is slow, please try '--scanners vuln' to disable secret sca

2026-85-38T13:54:83Z INFO [secret] Please see https://trivy.dev/docs/v@.708/guide/scanner/secret#recommendation
for faster secret detection
2026-85-38T13:54: 867 INFO I ice s acquired from one or more METADATA files may be subject to addition
al terms. Use ° ug  flag d packages.
2826-85-38T13:54: 872 INFO Detected 0S family="debian" version="13.1"
2826-85-30T13:54: 872 INFO [debian] Detecting wvulnerabilities... os_version="13" pkg num=87
sudo : F 5 INFO Number of language-specific files num=1
; 7 INFO [python-pkg] Detecting wvulnerabilities...
7 WARN Using severities from other vendors for some vulnerabilities. Read https://trivy.dev/
8.78/guide/scanner/vulnerability#severity-selection for details.
-38713: 7L INFO Table result includes only package filenames. Use '--format json' option to get the
ull path to the package file.

‘wget-hsts

Report Summary

T T
Type | Vulnerabilities

|
ecrets |
| python:3.9-slim (debian 13.1) | debian
| usr/local/lib/python3.9/site-packages/pip-23.08.1.dist-info/METADATA | python-pkg |
OUTLINE |
TIMELINE R — R —— T — T —

5¢ SSH: ec2-35-181-168-61 eu-west-3 compute. -




iE] EXPLOR : E WITPL IEBUG CONSOLE INAL
e

UBUNTU [S5H: EC2-35-18... image python:3.9-alpine --severity HIGH,CRITICAL | h

2026-85-30T13:56:83:2 y [vuln] Vulnerability scanning is enabled
2826-85-38T13:56: [secret] Secret scanning is enabled
2826-85-38T13:56:83: [secret] If your scanning is slow, please try
nning

2826-85-38T13:56:83Z7 [secret] Please see https://trivy.dev/docs/v8.78/guide/scanner/secret#recommendation
for faster secret detection

2826-85-38T13:56:85Z INFO [python] Licenses acquired from one or more METADATA files may be subject to addition
al terms. Use " --debug® flag see all affected packages.

2026-85-30T13:56:852 INFO Detected 0S5 family="alpine" version="

2826-85-38T13: B5Z INFO [alpine] Detecting vulnerabilities... o i 3. sitory="3.22" pkg_num=3
8

20826-95-30T13:56:85Z INFCO Number of language-specific files num=1

2826-85-38T13:56:857 INFO [python-pkg] Detecting wvulnerabilities...

2826-05-30T13:56:85Z WARN Using severities from other vendors for some vulnerabilities. Read https://trivy.dev/
docs/v@.7@/guide/scanner/vulnerability#severity-selection for details.

2826-95-30T13:56:8 INFO Table result includes only package filenames. Use '--format json' option to get the f
ull path to the package file.

--scanners vuln' to disable secret sca

Report Summary

ecrets

| python:3.9-alpine (alpine 3.22.2) f 17

l

OUTLINE |

usr/local/lib/python3.9 : 5/pip-23.8.1.dist-info/METADATA | python-pkg
TIMELIMNE =

3¢ S5H; ec2-35-181-168-61.eu-west-3.compute...




TERMINAL

ubuntu@iy % trivy image --exit-code 1 --severity CRITICAL python:3.9-alpine

2026-85-38T13:57:13z IINF( [vuln] Vulnerability scanning is enabled

2026-85-38T13:57:13Z I [secret] Secret scanning is enabled

2826-85-38T13:57:13Z IINF [secret] If your scanning is slow, please try '--scanners vuln' to disable secret sca

nning

2826-85-38T13: 57 INFO [secret] Please see https://trivy.dev/docs/v8.78/guide/scanner/secret#recommendation
Detected 0OS family="alpine" version="3.22 2"

logout
) [alpine] Detecting vulnerabilities... os_version="3.22" repository="3.22" pkg num=3

e
Number of language-specific files num=1
[python-pkg] Detecting vulnerabilities...
Using severities from other vendors for some vulnerabilities. Read https://trivy.dev/
/guide/scanner/vulnerabilitys#severity-selection for details.

Report Summary

Vulnerabilities s

ecrets

python:3.9-alpine (alpine 3.22.2)

usr/local/lib/python3.9/site-packages/pip-23.08.1.dist-info/METADATA python-pkg

26 OAY; LINE usr/local/lib/python3.9/site-packages/setuptools-79.8.1.dist-info/METADATA python-pkg
> TIMELINE =

3¢ S5H: ec2-35-181-168-61.eu-west-3 compute. .




OUTLINE
» TIMELINE
3¢ S8H: ec2-35-181-168-61 cu-west-3 compute. .

TERMIP

$ docker images

7182d3b952ec
c8a857166547
8ble78743a03

df7bcaees

DISK USAGE
236eMB

288MB

93.6MB
392MB

57.8MB

> m In U

NT SIZE
56.5MB

80.3MB
27MB

11eMB

16.8MB




image dockersamples/examplevotingapp vote:latest

image dockersamples/examplevotingapp worker:latest

image postgres:15-alpine

image redis:7-alpine




EXPLORER = PROBLEM: OUTPUT 3 CONSOLE \ PORTS g bash - ubuntu

i UIINI RS B2 e openssl: OpenSSL: Denial of Service via malformed PKCS#12

pilot file processing

» local

CVE-2826-28387 3.8.18-1~deb12u2
openssl: OpenSSL: Arbitrary code execution due to

use-after-free in DANE TLSA authentication...

CVE-2026-28388
openssl: OpenSSL: Denial of Service due to NULL pointer

dereference in delta...

CVE-2826-28389
openssl: OpenSSL: Denial of Service vulnerability in CMS

processing

> OUTLINE CVE-2026-28390
> TIMELINE openssl: OpenSSL: Denial of Service due to NULL pointer

3¢ SSH: er2-35-181-168-61 eu-west-3.compute. .




libssli.1 CVE-20825-69421

OUTLINE
* TIMELINE
3¢ 55H; ec2-35-187-168-61 eu-west-3.compute...

openssl: OpenSSL: Denial of Service via malformed PKCS#12

file processing

CVE-2826-28387 affected
openssl: OpenSSL: Arbitrary code execution due to

use-after-free in DANE TLSA authentication...

CVE-2826-28388
openssl: OpenSSL: Denial of Service due to NULL pointer

dereference in delta...

CVE-2826-28389
openssl: OpenS5L: Denial of Service vulnerability in CMS

processing

@ bash - ubuntu

1.1.1w-+debllul

1.1.1w-e+debllus




Selection

; image postgres:15-alpine
2826-85-38T14:88:57 ( [vuln] Vulnerability scanning is enabled
2826-85-38T14:88:57 INFC [secret] Secret scanning is enabled
2@26-85-38T14:8B:57Z IN [secret] If your scanning is slow, please try '--scanners vuln' to disable secret sca

26-85-30T14:88:57Z { [secret] Please see https://trivy.dev/docs/ve@.76/guide/scanner/secret#recommendation
for faster secret detection
2826-85-38T14:89:83Z I Detected 0S family="alpine"” version="3.23.4"
2826-85-38T14:89:83Z INF [alpine] Detecting vulnerabilities... os_version="3.23" repository="3.23" pkg_num=4
5
2826-85-30T14:09:83Z TNFL Number of language-specific files num=1
2826-85-38T14:89:837 T [gobinary] Detecting vulnerabilities...
2826-85-38T14:09:83Z WARN Using severities from other vendors for some vulnerabilities. Read https://trivy.dev/
docs/v@.78/guide/scanner/vulnerability#severity-selection for details.

Report Summary

Target Type Vulnerabilities | Secrets

postgres:15-alpine (alpine 3.23.4) alpine

/local/bin/gosu gobinary

Legend:
Not scanned
Clean (no security findings detected)

usr/local/bin/gosu (gobinary)

2ed Lol Total: 33 (UNKNOWN: @, LOW: 2, MEDIUM: 16, HIGH:

TIMELINE
5% 55H: ec?-35-181-168-61.eu-west-3.com pute...




ash - ubunty

ot p-172-31 96:~% t image redis:7-alpine
2826-85-38T14 | [vuln] Vulnerability scanning is enabled
2826-85-38T14:89: 51z INF [secret] Secret scanning is enabled
2926-85-30T14:89:517 INF [secret] If your scanning is slow, please try
nning
2826-85-38T14:89:517 TNFC secret] Please see https://trivy.dev/docs/v8.78/guide/scanner/secret#recommendation
for faster secret detection
2826-85-38T14:89:527 INF Detected 0S family="alpine" version="3.21.7"
2826-85-38T14:89:527 IFO [alpine] Detecting vulnerabilities... os_version="3.21" repository="3.21" pkg num=1
)
2826-85-38T14:89:527 TMF Number of language-specific files num=8

--scanners vuln' to disable secret sca

Report Summary

Target Type Vulnerabilities @ Secrets

redis:7-alpine (alpine 3.21.7) & alpine

Legend:

Not scanned
Clean (no security findings detected)

$ I




TE
-$ echo $DOCKER_CONTENT_TRUST

% export DOCKER CONTENT TRUST=1

echo $DOCKER_CONTENT_TRUST

1

burty 31-8 % docker pull nginx:stable-alpine

stable-alpine: Pulling from library/nginx

396b5c71f63d: Pull complete

beesabdde3ad: Pull complete

4db114418873: Pull complete

36afafe97832: Pull complete

9b1872bceaab: Pull complete

d591de949fc4: Pull complete

43el7fbeadaé: Pull complete

3fda7cadbac6: Download complete

1a81e5684597F: Download complete

Digest: sha256:5f%79dcfed4ce64618737087e8c380d6e29b884b9e8776d2704a7e985b5F4858

: Downloaded newer image for nginx:stable-alpine

stable-alpine

» OUTLINE
* TIMELINE
3¢ S5H: ec?-35-181-168-61.eu-west-3.compute...




TE J ORTS @ [ ubuntu

1 :~% docker pull randomuserl23/nonexistent:latest
Error response from daemon: pull access denied for randomuserl23/nonexistent, repository does not exist or may requir
e 'docker login'

:~$ export DOCKER_CONTENT_TRUST=@
) 96:~% docker run -d --name unlimited nginx:alpine
c58829e5aa7943¢cat4767516398ba3chbbeB635fef6aa3fa1145e
8 $ docker inspect limited --format='Memo {{.HostConfig.Memory}}, CPU: {{.HostConfig.NanoCpu

568628808
$ docker rm -f unlimited

unlimited



TERN
~% docker rm -f limited 2>/dev/null || true

docker run -d \
--name limited \
--memory="256m" \
--memory-swap="256m" \
--cpus="8.5" \
nginx;:alpine
limited
f637ebe@7ba51a7840366461d252F1834afF3f7d96164cd2bacd897825b@1el3
ubuntu@ip-1 1 196:~% docker inspect limited --format='Memory: {{.HostConfig.Memcry}}, CPU: {{.HostConfig.MNanoCpu

5eeeeeeee

' 172 ~-8- :~$ docker stats limited --no-stream
CONTAINER ID

NAME CPU % MEM USAGE / L MEM % NET I/0 BLOCK I1/0
f637ebeB7bab limited 9.00% 3.238MiB / 256M 9368 / 126B 8B / 12.3kB
ub ki $ docker rm -f limited
limited

% ubuntu ] 196:~% I

OUTLINE
> TIMELINE
5€ SSH ec?-235-181-168-61.cu-west-3 compute._.




Selection

@ EXP R . "ROBLEMS DEBUG : TERMINAL @ bash - ubuntu

AR KSR RCS o A0 ubur -172-31-8 :~$ nano security-test-stack.yml

t :~% docker stack deploy -c security-test-stack.yml sectest
Since --detach=fazlse was not specified, tasks will be created in the background.
In a future release, --detach=false will become the default.
Creating network sectest default
Creating service sectest web
vscode-server ubuntu@ip-172-31-8-196:~% docker stack services sectest
ID NAME MODE REPLICAS IMAGE PORTS
b Sc5fjeblzrr3 sectest web replicated 2/2 nginx:alpine  ¥:8880->80/tcp
R ubuntu@i 7 8-196:~$ docker service inspect sectest_web --pretty | grep -A5 Resources
udo_as admin_succe... Reservations:
CPU: e.25
Memory : 128MiB
Limits:

copilot

Jocal

.bash_logout

nget-hsts

security-test-s

taskboard-stack ym . @.5

» OUTLINE
> TIMELINE
»< SSH: ec2-35-181-168-61.eu-west-3.compute...




TERN

~ UBUNTU [SSH: EC2-35-18... : : : :
I 5:~% docker run --rm nginx:alpine whoami

«cache

copilot ubunt :~% docker run --rm alpine 1ls /dev | we -1

# Privileged

Unable to find image ‘alpine:latest®' locally

latest: Pulling from library/alpine

4e@cbdact3e?: Download complete

263813f19¢cchb: Download complete

Digest: sha256:5blef432ef3dalb8d4c7ebb6c487F2f5a8f026bc291145e68878dd4a501%afdell
Status: Downloaded newer image for alpine:latest

local

admin_succe... i 1 :~% docker run --rm --privileged alpine ls /dev | wc -1
155

ubuntu -31-8-196:~% docker run --rm --user 188@:18ee nginx:alpine id
uid=1808 gid=10e8 groupb—laaa

= .wget-hsts

ecurity-test

kboard-stack.ym $ docknr run --rm --user ﬂobody alpine id

1 docker run --rm --cap- drop ALL nginx:alpine cat /proc/1/status | grep Cap
eecoeeoeeeeeeeee
Peeppeoeeeeeceee
elelelalalelelelelslle oo lo o)
eepoeeeeeececeRe
: Boebbebecececees

» OUTLINE
TIMELINE
»¢ SSH: ec2-35-181-168-61.eu-wesl-3.compute...




- ubuntu
HEUNIGI-SE: ECES5-18 ubuntu@ip-172 :~$ docker run --rm --cap-drop=ALL --cap-add=NET_BIND_SERVICE nginx:alpine cat /proc/l/status
grep Cap
pInh: ©260880080820000
pPrm: @2eeasaeeessedee
apEff: epeeeEo8REE26400
ssh :pBnd: ©800962620000400

Jlocal

vscode-server pAmb: ©260BGeccoBeeR08




TERMINAL
Bl g Set i n ubuntu@if :~$ docker rm -f readonly-test
.cache readonl
% docker run -d \
--read-only
--tmpfs /var/cache/nginx \
--tmpfs /var/run \
nginx:alpine
aef5f51f641b51b38625d15d@3625fec935aa88ba3ad3e179bc8d9dac2c62c99
buntu@ip-172 ) % docker ps | grep readonly-test
i "/docker-entrypoint..." 46 seconds ago Up 46 seconds 88/tcp
196:~% docker exec readonly-test touch /test-file || echo “Write blocked - as expected!"”
Read-only file system
Write blocke expected!
[ ip- - :~% docker rm -f readonly-test

> OUTLINE
TIMELINE
5¢ S5H: ec2-35-181-168-61 eu-west-3.compute. ..




UBUMNTU [S5H: EC2-35-18...

TERMI

ubu @ip-172-31-8 :~%$ docker run -d --name secure-nginx \
--user 181:181
--cap-drop=ALL \
--cap-add=NET_BIND_ SERVICE \
--read-only \
--tmpfs /var/cache/nginx \
--tmpfs /var/run \
--security-opt=no-new-privileges \
nginx:alpine
e6azbab90596fc7fc2fb55c93ae40187F7bdd298303de9de7f9c8code51aacE3
4 docker inspect secure-nginx --format='User

nlyRootfs}}"
User: 181:181, Reac y: true
% docker rm -f secure-nginx

secure-ngi

.Config.User}}, ReadOnly

{{.HostConfig.Reado




ubuntu

EC2-35-1

docker run -d \
--name bad-example \
-e DB _PASSWORD=supersecretl23 \
nginx:alpine
bad-example
8e4d21c9fe9dF95ba93cc26e2771c24ablc55695¢c5a2 ! e76741999f
-4 docker inspect bad-ex - ormat="{{range .Config.Env}}{{println .}}{{end}}' | grep DB P

bash_logout

JRD=supersecretl23
:~$ docker rm -f bad-example




la EXPLORER xe PRC S OUTPLIT 5 CONSOLE TERMIMNAL PC ] @ bash - ubuntu
—

* UBL : EC2-35-18... 3 s s
ERLRL IR st ubun 72-31-8 $ docker secret rm db_password

db_password
ubuntu 8-196:~% printf "SuperStrongPass123!" | docker secret create db_password -
5fmes
96:~% docker secret 1s
NAME DRIVER CREATED UPDATED
> .vscode-server I db_password 48 seconds ago 48 seconds ago
hash: latol ubuntt -172-31-8-196:~% docker secret inspect db_password

bashrc

profile "ID": “zpt4na9cbjgqdteryn945fmes”,
as_admin_succe.. "Version": {
"Index"™: 24
1
"CreatedAt": "2026-85-38T15:85:18.331374559Z",
"UpdatedAt": "2026-05-38T15:85:18.331374559Z",
"Spec": {
"Name": "db_password",
"Labels™: {}

ubuntu@ip 8 $ echo "api-key-abcl23xyz789" > /tmp/api key.txt

ubuntu@i 72-31- % docker secret create api_key /tmp/api_key.txt

m3mpSevkhu

‘ $ rm /tmp/api_key.txt
5:~% docker secret ls
NAME DRIVER CREATED UPDATED
uj5zjidjkpeiljSm3mpSevkhu  api key 37 seconds ago 37 seconds ago
zpt4na9cbjgqdteryn945fm@9 db password 3 minutes ago 3 minutes ago
. n g- -5 I

OUTLINE
TIMELINE

»< SSH: ec2-35-181-168-61 eu-west-3.compute...




ERMIMNAL

ubu :~$ nano secrets-demo.yml
thuntu@if :~% docker stack deploy -c secrets-demo.yml secretsdemo
Since --detach=false was not specified, tasks will be created in the background.
In a future release, --detach=false will become the default.

Creating network secretsdemo default
Creating service secretsdemc_api
8-19 $ sleep 5
% docker exec $(docker ps -q --filter name=secretsdemo_api) 1s -la /run/secrets/

bashes root 4996 Ma -11

profile ; : root : Ma 111
root 21 May :11 api_key
root May :11 db_password
:~% docker exec $(docker ps -g --filter name=secretsdemo api) cat /run/secrets/db password
72-3 SEIA M docker exec $(docker ps -q --filter name=secretsdemo api) env | grep -i
r exec $(docker ps -q --filter name=secretsdemo_api) env | grep -i password
‘db_ word
% docker info | grep -A18 "Swarm:"
sa act
NodeID: tqvg3mofuxjlm3Byoc3ges
Is Manager: true
ClusterID: 1n@d@u8h@2ghczjw8gifeéwje3
Managers: 1
Nodes: 1
Data Path Port: 4788
Orchestration:
Task History Retention Limit: 5




ORE

J ' 2-35- . 7 ¥ . n ¥
LIBLINTUF[SSHRCE-3- 16 $ sudo 1ls -la /var/lib/docker/swarm/certificates/

total 2@
drwxr-xr- 4696 May
4696 May
826 May
316 May
-rw-r--r-- 558 May

swarm-node.crt
swarm-node . key
swarm-root-ca.crt
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TERM

-A2 "Validity

$ sudo openssl x589 -in /var/lib/docker/swarm/certificates/swarm-node.crt -text -noout | grep

Not Before: May 30 12:37: 2826 GMT
Not After : Aug 28 13:37:8@ 2826 GMT
@ $ docker swarm join-token worker
To add a worker to this swarm, run the following command:

docker swarm join --token SWMTKN-1-68q6yfjedcqSiolzosqgcpe
2.31.8.196:2377

jiwillmlxj5wlk1b8s387giz6be-b657npdjejonwx545cvnrhaky 1

i $ docker swarm join-token manager
To add a manager to this swarm, run the following command:

docker swarm join --token SWMTKN-1-68q6yfjedcg5SiolzosgcpebjiwillmlxjSwlklbB8s387giz6be-ctmeh3mhsFxwg3f
72.31.8.196:2377




2~ - - 3
il -$ docker swarm join-token --rotate worker

rotated worker join token.
To add a worker to this swarm, run the following command:

docker swarm join --token SWMTKN-1-68q6yfjedcq5SiolzosqcpebjiwillmlxjSwilklb8s387giz6be-emcdldd8tryc24l6gaycc8c3? 1
72.31.8.196:2377

: ~$ docker swarm j -token --rotate manager
rotated manager join token.

in_ st To add a manager to this swarm, run the following command:

docker swarm join --token SWMTKN-1-6Bgq6yfjedcqSiolzosqcpebjiwillmlxjSwlklbBs387giz6be-cqenlshgp28pqgxxhancagela 1
72.31.8.196:2377

~% docker swarm update --help | grep cert
(piry duration Validity period for node certificates (ns|us|ms|s|m|h) (default 2168hemes)
xternal-ca external-ca Specifications of one or more certificate signing endpoints
@ip -$ docker stack rm secretsdemo

Removing service secretsdemo api
Removing network secretsdemo_default
u p ~% docker stack rm sectest
Removing service sectest_web
Removing network sectest default

% sleep 10

~% docker stack ls

:~$ docker secret ls
NAME DRIVER CREATED UPDATED
uj5zjidjkpeiljsm3mpOevkhu  api_key 19 minutes ago 19 minutes ago
zptdnadcbjggdteryn945fmes 21 minutes ago 21 minutes ago
> TIMELINE %u p g I

3¢ S5H: ec2-35-181-168-61 eu-west-3 compute...

* OUTLINE




@ EXP e PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL @ bash - ubuntu -

< UBUNTU [SSH: EC2-35-18...

ubuntu@ip-1 31-8 6:~% chmod +x security-check.sh
cache . /security-check.

» conilot Docker Root Dir: /var/lib/docker

local : 5
2. SWARM STATUS

Swarm: active
3. CONTENT TRUST

profile A\ Content Trust: DISABLED (enable for production)
sudo_as_admin_succe...
waget-hsts 4. RUNNING CONTAINERS

crets-demo.yml| Total: @
security-check.sh

..\._";JEI_\;-}__SI_—'_., o 5. ROOT CONTAINERS

taskboard-st

6. RESOURCE LIMITS

* OUTLINE
> TIMELINE ahuntGRin=1
€ SSH: ec2-35-181-168-61 eu-west-3.compute...




e EC2 > Instances @ [

EC2 ¢ ® Successfully initiated termination (deletion) of i-041d4d7baé9dbace6

Dashboard Instances (1/1) info o tlll'“l“l‘s‘tl‘\"’l“j’a‘;‘f @ Connect (_ Instance state 7) (_A:tiuns 7) | Launch instances [

AWS Global View | Saved filter sets

Eveits Choose filter set w | Q Find Instance by attribute or tag (case-sensitive) | 1 3]
¥ Instances Name & A | Instance ID | Instancestate ¥ | Instancetype W Status check | Availability Zone

Instances

R [ SwarmManager i-041d4d7ba69dbaces © Terminated @ @ t3.small - eu-west-3a

nstance |vypes




