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Tasks 
1. Validate Docker Swarm Security Baseline 

2. Verify Swarm Status 

3. Review Docker Security Configuration 

4. Check Existing Services and Containers 

5. Install Trivy Vulnerability Scanner 

6. Scan Python Base Image 

7. Compare Security Across Image Variants 

8. Evaluate Vulnerability Severity Levels 

9. Implement Docker Content Trust 

10. Verify Image Signing Functionality 

11. Apply Runtime Resource Limits 

12. Configure CPU Restrictions 

13. Configure Memory Restrictions 

14. Apply Runtime Hardening Controls 

15. Remove Unnecessary Linux Capabilities 

16. Restrict Privileged Container Access 

17. Implement Docker Secrets Management 

18. Create Swarm Secrets 

19. Consume Secrets Securely 

20. Verify Swarm Security Features 

21. Validate Mutual TLS Security 

22. Verify Certificate Rotation Settings 

23. Remove Security Test Resources 

24. Perform Security Checklist Verification 

25. Clean Up Lab Environment 

 

Goal 

To secure a Docker Swarm environment by implementing image vulnerability scanning, supply-

chain protection, runtime hardening, secrets management, and Docker Swarm security controls 

in preparation for a production-grade deployment. 

 



Result 
• Docker Swarm baseline verified successfully 

• Security configuration reviewed successfully 

• Trivy vulnerability scanner installed successfully 

• Python images scanned successfully 

• Vulnerability assessment completed successfully 

• Image security comparison completed successfully 

• Supply-chain security controls implemented successfully 

• Runtime hardening controls applied successfully 

• Resource limits validated successfully 

• Docker Secrets implemented successfully 

• Swarm security features validated successfully 

• Certificate security verified successfully 

• Security checklist completed successfully 

• Security baseline established successfully 

• Production security controls implemented successfully 

 

Action 

Step 1: Validated Docker Swarm Baseline 

Executed: 

docker --version 
 
docker info | grep Swarm 

Verified: 

Docker version 29.5.2 
 
Swarm: inactive 

Initialized Swarm: 

docker swarm init 

Verified: 

Swarm initialized 

and 

docker node ls 



Output confirmed: 

Leader 
Ready 
Active 

Docker Swarm baseline successfully established.  

 

Step 2: Reviewed Docker Security Configuration 

Executed: 

docker info | grep -E "Security|Root|Swarm" 

Verified: 

Swarm: active 
Security Options 
Docker Root Dir 

Confirmed Docker security subsystem is functioning correctly.  

 

Step 3: Checked Existing Services 

Executed: 

docker service ls 
 
docker ps 

Verified current deployment state before applying security controls. 

This established the initial security posture baseline. 

 

Step 4: Installed Trivy Vulnerability Scanner 

Executed: 

sudo apt-get update 

Installed dependencies and repository configuration. 

Executed: 

sudo apt-get install -y trivy 

 



Verified installation: 

trivy --version 

Output: 

Version: 0.69.1 

Trivy installed successfully.  

 

Step 5: Performed Base Image Vulnerability Scan 

Executed: 

trivy image python:3.9 

Verified: 

• Vulnerability database downloaded 

• Security scan completed 

• CVEs detected successfully 

• Severity classifications displayed 

Confirmed vulnerability assessment capability operational.  

 

Step 6: Investigated Vulnerability Details 

Trivy results revealed vulnerabilities associated with: 

OpenSSL 
Python Packages 
Operating System Libraries 

Examples observed: 

CVE-2025-69421 
 
CVE-2026-28387 
 
CVE-2026-28388 

Security findings successfully identified. 

 

 



Step 7: Compared Python Image Variants 

Executed: 

trivy image python:3.9 --severity HIGH,CRITICAL 

Executed: 

trivy image python:3.9-slim --severity HIGH,CRITICAL 

Executed: 

trivy image python:3.9-alpine --severity HIGH,CRITICAL 

Observed: 

Image Vulnerability Count 

Python 3.9 Highest 

Python 3.9 Slim Lower 

Python 3.9 Alpine Lowest 

Confirmed smaller images reduce attack surface and vulnerability exposure.  

 

Step 8: Evaluated Security Findings 

Analysis confirmed: 

• Full images contain more packages 

• More packages create larger attack surfaces 

• Alpine-based images provide better security posture 

• Vulnerability prioritization should focus on HIGH and CRITICAL findings 

Security assessment completed successfully.  

 

Step 9: Implemented Docker Content Trust 

Verified Docker Content Trust configuration. 

Purpose: 

• Prevent image tampering 

• Verify publisher authenticity 

• Strengthen software supply chain security 

Supply-chain protection successfully validated. 



Step 10: Applied Runtime Resource Limits 

Configured: 

• CPU restrictions 

• Memory restrictions 

Validated protection against: 

Denial-of-Service attacks 
Resource exhaustion 
Runaway containers 

Runtime hardening successfully implemented. 

 

Step 11: Applied Capability Restrictions 

Validated container hardening controls including: 

• Reduced Linux capabilities 

• Removal of unnecessary privileges 

• Restricted root-level operations 

Security posture improved significantly. 

 

Step 12: Implemented Docker Secrets 

Created secure secrets storage. 

Verified: 

• Secrets encrypted 

• Secrets not stored in environment variables 

• Secrets accessible only by authorized services 

Resolved the security issue identified in the case study regarding exposed database credentials. 

 

Step 13: Verified Swarm Security Features 

Validated: 

• Mutual TLS communication 

• Secure node authentication 

• Encrypted control-plane communication 



• Certificate-based trust relationships 

Docker Swarm security mechanisms functioning correctly. 

 

Step 14: Verified Certificate Rotation 

Reviewed: 

Certificate rotation status 
Swarm certificate management 
Encryption configuration 

Confirmed certificate infrastructure operating securely. 

 

Step 15: Completed Security Checklist 

Validated all required controls: 

▪ Vulnerability scanning 

▪ Runtime hardening 

▪ Resource limits 

▪ Secrets management 

▪ Supply-chain protection 

▪ Swarm security controls 

▪ Production readiness verification 

Security baseline successfully established. 

 

Step 16: Cleaned Up Security Test Resources 

Removed temporary test resources. 

Verified: 

• No unnecessary containers remained 

• No temporary services remained 

• Swarm environment returned to stable state 

Cleanup completed successfully. 

 



Summary 
• Docker Swarm security baseline established successfully. 

• Trivy vulnerability scanning implemented successfully. 

• Python image security evaluated successfully. 

• Vulnerability exposure identified and analyzed successfully. 

• Image security comparison completed successfully. 

• Docker Content Trust supply-chain protections validated successfully. 

• Runtime hardening controls implemented successfully. 

• Resource restriction policies validated successfully. 

• Secrets management implemented successfully. 

• Mutual TLS cluster protection verified successfully. 

• Certificate security controls validated successfully. 

• Production security checklist completed successfully. 

• Secure Docker deployment practices implemented successfully. 

 

Lab Objective Achieved 

Successfully implemented Docker container security best practices including vulnerability 

scanning with Trivy, image security assessment, supply-chain integrity controls, runtime 

hardening, resource management, Docker Secrets protection, mutual TLS verification, certificate 

security validation, and production security baseline establishment within a Docker Swarm 

environment.  

 






























































